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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q19-
Q24):
NEW QUESTION # 19 
Refer to the exhibit. The exhibit shows an active-passive high availability FortiGate pair with external and internal Azure load
balancers.
There is no SDN connector used in this solution.
Which configuration must the administrator implement on each FortiGate?

A. Two BGP routes to Azure probe IP address.
B. Single BGP route to Azure probe IP address.
C. Two static routes to Azure probe IP address.
D. One static route to Azure Lambda IP address.

Answer: C

NEW QUESTION # 20 
A VM in Azure is failing to communicate with other VMs in the same subnet.
What is the most likely cause?

A. There is at least one user-defined route blocking traffic within the subnet.
B. Some of the VMs are beyond your allowed quota for the Azure region.
C. A network security group (NSG) has overridden the default intrasubnet communication rule.
D. The VMs do not have a public IP address configured.

Answer: C

https://www.examdiscuss.com/Fortinet/exam/NSE7_CDS_AR-7.6/questions/


Explanation:
In Azure, VMs in the same subnet can communicate by default. If communication fails, it is usually because an NSG has overridden
the default allow-intrasubnet rule, blocking traffic between the VMs.

NEW QUESTION # 21 
Which statement about Amazon Web Services (AWS) Transit Gateway is true for SD-WAN transit gateway (TGW) Connect with
FortiGate?

A. The TGW plugin must be used with a VPN to achieve higher bandwidth.
B. TGW supports BGP to share routes with FortiGate.
C. Attaching a virtual private cloud (VPC) to the TGW automatically adds new routes to the subnet route table.
D. The Generic Routing Encapsulation (GRE)-based tunnel attachments are slower than IPsec tunnels.

Answer: C

NEW QUESTION # 22 
Refer to the exhibit. You are tasked to deploy a FortiGate VM with private and public subnets in Amazon Web Services (AWS).
You examined the variables.tffile. Assume that all the other terraform files are in place.
What will be the final result after running the terraform initand terraform apply commands?



A. Terraform will deploy a FortiGate VM in the eu-West-1a availability zone with two subnets and BYOL license.
B. Terraform will deploy a FortiGate VM in the eu-West-1a availability zone without any subnets.
C. Terraform will deploy a FortiGate VM in the eu-West-1 region with private and public subnets.
D. Terraform will not deploy a FortiGate VM.

Answer: A

Explanation:
The variables.tf file specifies:
- Region: eu-west-1
- Availability zone: eu-west-1a
- Two subnets (publiccidraz1 = 10.1.0.0/24 and privatecidraz1 = 10.1.1.0/24)
- License type: byol
After running terraform init and terraform apply, Terraform provisions a FortiGate VM in eu-west-
1a with both a public and private subnet using a BYOL license.

NEW QUESTION # 23 
What is the main advantage of using SD-WAN Transit Gateway Connect over traditional SD- WAN?



A. You can combine it with IPsec to achieve higher bandwidth.
B. It eliminates the use of ECMP.
C. You can use GRE-based tunnel attachments.
D. You can use BGP over IPsec for maximum throughput.

Answer: C

Explanation:
The main advantage of SD-WAN Transit Gateway Connect is that it supports GRE-based tunnel attachments to AWS Transit
Gateway. This provides higher throughput and lower overhead compared to traditional VPN (IPsec) connections, making it more
efficient for SD-WAN integration.

NEW QUESTION # 24
......
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