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A 27

o This section of the exam measures the skills of Data Protection Officers and covers fundamental concepts
of data protection, key principles of GDPR, and the legal framework governing data privacy. It evaluates

A1 the understanding of compliance measures required to meet regulatory standards, including data processing

principles, consent management, and individuals' rights under GDPR.

=x 2 ¢ Data protection concepts: General Data Protection Regulation (GDPR), and compliance measures

¢ Roles and responsibilities of accountable parties for GDPR compliance: This section of the exam measures

the skills of Compliance Managers and covers the responsibilities of various stakeholders, such as data
=X 3 controllers, data processors, and supervisory authorities, in ensuring GDPR compliance. It assesses
knowledge of accountability frameworks, documentation requirements, and reporting obligations necessary
to maintain compliance with regulatory standards.

¢ Technical and organizational measures for data protection: This section of the exam measures the skills of

IT Security Specialists and covers the implementation of technical and organizational safeguards to protect
=X 4 personal data. It evaluates the ability to apply encryption, pseudonymization, and access controls, as well
as the establishment of security policies, risk assessments, and incident response plans to enhance data
protection and mitigate risks.

Z| &l Privacy And Data Protection GDPR F 2 M ZE Xl (Q38-Q43):

EE #38
Question:
‘What is therole of the DPO in a DPIA?

A. Approvethe DPIA and ensure all risks are elimnated.
B. Recordthe DPIA outcomes.

C. Determineif a DPIA is necessary.

D. Conductthe DPI

HE. C

M.

UnderArticle 39(1)(c) of GDPR, theDPO advises on the necessity of conducting a DPIAbut doesnot conduct it themselves.
Thecontroller is responsiblefor carrying out the DPIA.

* Option B is correctbecausethe DPO must determine whether a DPIA is required and provide recommendations.

* Option A is incorrectbecauseconducting the DPIA is the responsibility of the controller, not the DPO.

* Option C is incorrectbecausewhile the DPO can assist, DPIA documentation is the controller's duty.

* Option D is incorrectbecauseDPOs advise but do not approve or elimnate all risks-risk management remains the responsibility of
the controller.

References:

* GDPR Article 39(1)(c)(DPO advises on DPIA necessity)

* Recital 97(DPOs provide oversight, not execution)

EE #39

Scenariol:

MED is a healthcare provider located in Norway. It provides high-quality and affordable healthcare services, including disease
prevention, diagnosis, and treatment. Founded in 1995, MED is one of the largest health organizations in the private sector. The
company has constantly evolved in response to patients' needs.

Patients that schedule an appointment in MED's medical centers initially need to provide their personal information, including name,
surname, address, phone number, and date of birth. Further checkups or admission require additional information, including previous
medical history and genetic data. When providing their personal data, patients are informed that the data is used for personalizing



treatments and improving communication with MED's doctors. Medical data of patients, including children, are stored in the
database of MED's health information system. MED allows patients who are at least 16 years old to use the system and provide
their personal information independently. For children below the age of 16, MED requires consent from the holder of parental
responsibility before processing their data.

MED uses a cloud-based application that allows patients and doctors to upload and access information.

Patients can save all personal medical data, including test results, doctor visits, diagnosis history, and medicine prescriptions, as well
as review and track them at any time. Doctors, on the other hand, can access their patients' data through the application and can add
mformation as needed.

Patients who decide to continue their treatment at another health institution can request MED to transfer their data. However, even if
patients decide to continue their treatment elsewhere, their personal data is still used by MED. Patients' requests to stop data
processing are rejected. This decision was made by MED's top management to retain the information of everyone registered in their
databases.

The company also shares medical data with InsHealth, a health insurance company. MED's data helps InsHealth create health
insurance plans that meet the needs of individuals and families.

MED believes that it is its responsibility to ensure the security and accuracy of patients' personal data. Based on the identified risks
associated with data processing activities, MED has implemented appropriate security measures to ensure that data is securely
stored and processed.

Since personal data of patients is stored and transmitted over the internet, MED uses encryption to avoid unauthorized processing,
accidental loss, or destruction of data. The company has established a security policy to define the levels of protection required for
each type of information andprocessing activity. MED has commumicated the policy and other procedures to personnel and provided
customized training to ensure proper handling of data processing,

Question:

Based on scenario 1, is the processing of children's personal data performed by MED in compliance with GDPR?

¢ A. No, MED nmust obtain explicit consent from the child, regardless of parental consent, for the processing to be in
compliance with GDPR.

¢ B. Yes, the processing of children's personal data below the age of 16 years with parental consent is in compliance with
GDPR.

e C. Yes, as long as the processing is conducted with industry-standard encryption.

¢ D. No, the processing of personal data of children below the age of 16 years is not in compliance with the GDPR, even if
parental consent is provided.

He:. B

MH.

UnderArticle 8 ofthe GDPR, the processing of personal data of children under 16 years is only lawful if parental or guardian consent
is obtained. However, Member States can lower the age limit to 13 years if they choose.

In this scenario, MED requires parental consent for children below 16 years, which aligns with GDPR requirements.
Therefore,Option Bis correct.Option Ais incorrect because GDPR allows parental consent.

Option Cis incorrect because GDPR does not require explicit consent from the child when parental consent is given.Option Dis
incorrect because encryption alone does not determine compliance.

References:

* GDPR Article 8(Conditions for children's consent)

* Recital 38(Protection of children's data)

EE #40

Scenario:

Amarketing companydiscovers that anunauthorized party accessed its customer database, exposing5,000 recordscontainingnames,
email addresses, and phone numbers. The breach occurred due to a misconfigured server.

Question:

To comply withGDPR, whichinformation must the company includein itsnotification to the supervisory authority?

A. Adescription of the natureof the personal data breach.

B. Theidentity of the attackerand their potential motive.

C. Theapproximate number of data subjectsand records affected.
D. Both A and B.

: D
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UnderArticle 33(3) of GDPR, a breach notification to thesupervisory authoritymust include:

* The nature of the breach(what type of data was accessed).

* The number of affected individuals and records.

* The potential impact on data subjects.

* Measures taken to mitigate the breach.

* Option C is correctbecauseboth the nature of the breach and the number of affected individuals must be reported.
* Option A is incorrectbecausewhile the breach description is necessary, the number of affected individuals must also be included.
* Option B is incorrectbecausethe breach description is also required.

* Option D is incorrectbecauseidentifying the attacker is not required under GDPR.

References:

* GDPR Article 33(3)(Content requirements for breach notification)

* Recital 87(Timely reporting ensures risk mitigation)

HE #41

Scenario:

PickFoodis an onlinefood delivery servicethat allows customers to order foodonlineand pay bycredit card.

Thepayment serviceis provided byPaySmart, which processes the transactions.

Question:

According toArticle 30 of GDPR, whattype of information should PaySmart NOT maintainwhen recording online transaction
processing activity?

A. Transfers of personal data tothird-party payment processors.
B. Theexpected time for personal data erasure.

C. Alist of customers' transaction amounts and items purchased.
D. Thegeneral descriptionof technical data protection measures.

e C

MH.

UnderArticle 30(1) of GDPR, controllers and processors must document details such asdata processing purposes, categories of
data subjects, and security measures, butdo not need to store detailed transaction amounts or items purchasedunless required for
compliance.

* Option D is correctbecausedetailed transactional information is not a mandatory requirement in the processing records.

* Option A is incorrectbecausesecurity measures must be documented.

* Option B 1s incorrectbecausedata retention periods must be includedin records.

* Option C is incorrectbecausecross-border data transfers must be documented.

References:

* GDPR Article 30(1)(f)(Controllers must document data transfers)

* Recital 82(Record-keeping requirements for accountability)

EE #42

Scenario 9:Soin is a French travel agency with the largest network of professional travel agents throughout Furope. They aimto
create unique vacations for clients regardless of the destinations they seek. The company specializes in helping people find plane
tickets, reservations at hotels, cruises, and other activities.

As any other industry, travel is no exception when it comes to GDPR conpliance. Soin was directly affected by the enforcement of
GDPR since its main activities require the collection and processing of customers' data.

Data collected by Soin includes customer's ID or passport details, financial and payment information, and contact information. This
type of data is defined as personal by the GDPR; hence, Soin's data processing activities are built based on customer's consent.

At the beginning, as for many other companies, GDPR compliance was a complicated issue for Soin.

However, the process was completed within a few months and later on the company appointed a DPO. Last year, the supervisory
authority of France, requested the conduct of a data protection external audit in Soin without an early notice. To ensure GDPR
compliance before an external audit was conducted, Soin organized an internal audit. The data protection internal audit was
conducted by the DPO of the company. The audit was mnitiated by firstly confirming the accuracy of records related to all current
Soin's data processing activities.

The DPO considered that verifying compliance to Article 30 of GDPR would help in defining the data protection internal audit
scope. The DPO noticed that not all processing activities of Soin were documented as required by the GDPR. For example,
processing activities records of the company did not include a description of transfers of personal data to third countries. In addition,
there was no clear description of categories of personal data processed by the company. Other areas that were audited included



content of data protection policy, data retention guidelines, how sensitive data is stored, and security policies and practices.

The DPO conducted interviews with some employees at different levels of the company. During the audit, the DPO came across
some emails sent by Soin's clients claiming that they do not have access in their personal data stored by Soin. Soin's Customer
Service Department answered the emails saying that, based on Soin's policies, a client cannot have access to personal data stored
by the company. Based on the information gathered, the DPO concluded that there was a lack of employee awareness on the
GDPR.

All these findings were documented in the audit report. Once the audit was completed, the DPO drafted action plans to resolve the
nonconformities found. Firstly, the DPO created a new procedure which could ensure the right of access to clients. All employees
were provided with GDPR compliance awareness sessions.

Moreover, the DPO established a document which described the transfer of personal data to third countries and the applicability of
safeguards when this transfer is done to an international organization.

Based on this scenario, answer the following question:

Based on scenario 9, the supervisory authority requested the conduct of a data protection audit in Soin without early notice. Is this
acceptable?

¢ A. No, the supervisory authority can conduct a data protection external audit only ifit is requested by the controller

¢ B. No, the supervisory authority may perform only scheduled external audits with at least two weeks' notice after the
occurrence of a data breach in the company

e C. Yes, the supervisory authority may perform external audits randomly or after notification of the occurrence of a data
breach in the company

e C

Cr

Under GDPR Article 58(1)(b) and (d), supervisory authorities have the power to carry out data protection audits at their discretion.
They do not need prior approval from the controller and may act proactively to ensure compliance. Supervisory authorities can
mvestigate companies evenwithout a data breach, especially if there are concerns about GDPR compliance.
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