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GIAC Certified Incident Handler Sample Questions (Q99-Q104):

NEW QUESTION # 99
Which of the following types of attacks come under the category of hacker attacks?
Each correct answer represents a complete solution. Choose all that apply.

A. Smurf

B. Teardrop

C. Password cracking
D. IP address spoofing

Answer: C,D

NEW QUESTION # 100
Adamworks as a Senior Programmer for Umbrella Inc. A project has been assigned to himto write a short program to
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gather user input for a Web application. He wants to keep his program neat and simple. His chooses to use printf{str)
where he should have ideally used printf{"%s", str).
‘What attack will his program expose the Web application to?

A. SQL mjection attack

B. Cross Site Scripting attack
C. Format string attack

D. Sequence++ attack

Answer: C

NEW QUESTION # 101
Which of the following steps can be taken as countermeasures against sniffer attacks?
Each correct answer represents a complete solution. Choose all that apply.

e A Use switches instead of hubs since they switch communications, which means that information is delivered only to the
predefined host.

¢ B. Use tools such as StackGuard and Immunix System to avoid attacks.

¢ (. Use encrypted protocols for all communications.

¢ D. Reduce the range of the network to avoid attacks into wireless networks.

Answer: A,C,D

Explanation:
Section: Volume C

NEW QUESTION # 102

US Garments wants all encrypted data communication between corporate office and remote location.
They want to achieve following results:

1 Authentication of users

1 Anti-replay

1 Anti-spoofing

11P packet encryption

They implemented IPSec using Authentication Headers (AHs). Which results does this solution provide?
Each correct answer represents a complete solution. Choose all that apply.

A. Anti-spoofing

B. Authentication of users
C. IP packet encryption
D. Anti-replay

Answer: A,D

NEW QUESTION # 103
Which of the following methods can be used to detect session hijacking attack?

e A ntop

e B. Brutus
e C.nmap
e D. sniffer

Answer: D

NEW QUESTION # 104
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