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CompTIA CAS-005 Exam Syllabus Topics:

Topic Details

Topic 1

Security Operations: This domain is designed for CompTIA security architects and covers analyzing data
to support monitoring and response activities, as well as assessing vulnerabilities and recommending
solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
intelligence concepts to enhance operational security.

Topic 2

Governance, Risk, and Compliance: This section of the exam measures the skills of CompTIA security
architects that cover the implementation of governance components based on organizational security
requirements, including developing policies, procedures, and standards. Candidates will learn about
managing security programs, including awareness training on phishing and social engineering.

Topic 3

Security Engineering: This section measures the skills of CompTIA security architects that involve
troubleshooting common issues related to identity and access management (IAM) components within an
enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while
implementing hardware security technologies. This domain also emphasizes the importance of advanced
cryptographic concepts in securing systems.

Topic 4
Security Architecture: This domain focuses on analyzing requirements to design resilient systems, including
the configuration of firewalls and intrusion detection systems.

CompTIA SecurityX Certification Exam Sample Questions (Q217-Q222):
NEW QUESTION # 217 
PKI can be used to support security requirements in the change management process. Which of the following capabilities does PKI
provide for messages?

A. Delivery receipts
B. Attestation
C. Confidentiality
D. Non-repudiation

Answer: D

Explanation:
Public Key Infrastructure (PKI) supports change management by securing messages (e.g., approvals, updates). Non-repudiation,
provided via digital signatures, ensures a sender cannot deny sending a message, critical for auditability in change processes.

NEW QUESTION # 218 
A company wants to protect against the most common attacks and rapidly integrate with different programming languages. Which of
the following technologies is most likely to meet this need?

A. RASP
B. DAST
C. Cloud-based IDE
D. NIPS

Answer: A

Explanation:
Comprehensive and Detailed Step-by-Step
Runtime Application Self-Protection (RASP) (A) monitors and protects applications in real time by detecting and blocking attacks
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as they occur. Unlike traditional security solutions, RASP is integrated into the application itself, meaning it works regardless of the
programming language used. It effectively mitigates common vulnerabilities such as SQL injection, XSS, and buffer overflows.
Dynamic Application Security Testing (DAST) (C) is a passive scanning approach that may not prevent attacks in real-time, while
Network Intrusion Prevention Systems (NIPS) (D) focuses on network traffic, not application-layer security.

NEW QUESTION # 219 
A security analyst is reviewing the following log:

Which of the following possible events should the security analyst investigate further?

A. A macro that was prevented from running
B. A text file containing passwords that were leaked
C. A malicious file that was run in this environment
D. A PDF that exposed sensitive information improperly

Answer: B

Explanation:
Based on the log provided, the most concerning event that should be investigated further is the presence of a text file containing
passwords that were leaked. Here's why:
Sensitive Information Exposure: A text file containing passwords represents a significant security risk, as it indicates that sensitive
credentials have been exposed in plain text, potentially leading to unauthorized access.
Immediate Threat: Password leaks can lead to immediate exploitation by attackers, compromising user accounts and sensitive data.
This requires urgent investi

NEW QUESTION # 220 
A security architect wants to develop a baseline of security configurations These configurations automatically will be utilized machine
is created Which of the following technologies should the security architect deploy to accomplish this goal?

A. Short
B. GASB
C. Ansible
D. CMDB

Answer: C

Explanation:
To develop a baseline of security configurations that will be automatically utilized when a machine is created, the security architect
should deploy Ansible. Here's why:
Automation: Ansible is an automation tool that allows for the configuration, management, and deployment of applications and
systems. It ensures that security configurations are consistently applied across all new machines.
Scalability: Ansible can scale to manage thousands of machines, making it suitable for large enterprises that need to maintain
consistent security configurations across their infrastructure.
Compliance: By using Ansible, organizations can enforce compliance with security policies and standards, ensuring that all systems
are configured according to best practices.

NEW QUESTION # 221 
A company's internal network is experiencing a security breach, and the threat actor is still active. Due to business requirements,
users in this environment are allowed to utilize multiple machines at the same time.
Given the following log snippet:



Which of the following accounts should a security analyst disable to best contain the incident without impacting valid users?

A. user-c
B. user-a
C. user-d
D. user-b

Answer: A

Explanation:
Useruser-cis showinganomalous behavior across multiple machines, attempting to run administrative tools such as cmd.exe and
appwiz.CPL, which are commonly used by attackers for system modification. The activity pattern suggests a lateral movement
attempt, potentially indicating a compromised account.
user-a (A)anduser-b (B)attempted to run applications but only on one machine, suggesting less likelihood of compromise.
user-d (D)was blocked running cmd.com, but user-c's pattern is more consistent with an attack technique.
Reference:CompTIA SecurityX (CAS-005) Exam Objectives- Domain 4.0 (Security Operations), Section onThreat Intelligence
and Indicators of Attack
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