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Amazon AIP-C01 Exam Syllabus Topics:

Topic Details

Topic 1
AI Safety, Security, and Governance: This domain addresses input
output safety controls, data security and privacy protections, compliance mechanisms, and responsible AI
principles including transparency and fairness.

Topic 2
Operational Efficiency and Optimization for GenAI Applications: This domain encompasses cost
optimization strategies, performance tuning for latency and throughput, and implementing comprehensive
monitoring systems for GenAI applications.

Topic 3
Foundation Model Integration, Data Management, and Compliance: This domain covers designing GenAI
architectures, selecting and configuring foundation models, building data pipelines and vector stores,
implementing retrieval mechanisms, and establishing prompt engineering governance.

Topic 4
Testing, Validation, and Troubleshooting: This domain covers evaluating foundation model outputs,
implementing quality assurance processes, and troubleshooting GenAI-specific issues including prompts,
integrations, and retrieval systems.

Topic 5
Implementation and Integration: This domain focuses on building agentic AI systems, deploying foundation
models, integrating GenAI with enterprise systems, implementing FM APIs, and developing applications
using AWS tools.

Amazon AWS Certified Generative AI Developer - Professional Sample
Questions (Q102-Q107):
NEW QUESTION # 102 
A healthcare company is using Amazon Bedrock to develop a real-time patient care AI assistant to respond to queries for separate
departments that handle clinical inquiries, insurance verification, appointment scheduling, and insurance claims. The company wants
to use a multi-agent architecture.
The company must ensure that the AI assistant is scalable and can onboard new features for patients. The AI assistant must be able
to handle thousands of parallel patient interactions. The company must ensure that patients receive appropriate domain-specific
responses to queries.
Which solution will meet these requirements?

A. Isolate data for each department in separate knowledge bases. Use IAM filtering to control access to each knowledge
base. Deploy a single general-purpose agent. Configure multiple action groups within the general-purpose agent to perform
specific department functions. Implement rule-based routing logic in the general-purpose agent instructions.
B. Implement multiple independent supervisor agents that run in parallel to respond to patient inquiries for each department.
Configure multiple collaborator agents for each supervisor agent. Integrate all agents with the same knowledge base. Use
external routing logic to merge responses from multiple supervisor agents.
C. Create a separate supervisor agent for each department. Configure individual collaborator agents to perform natural
language intent classification for each specialty domain within each department.
Integrate each collaborator agent with department-specific knowledge bases only. Implement manual handoff processes
between the supervisor agents.
D. Isolate data for each agent by using separate knowledge bases. Use IAM filtering to control access to each knowledge
base. Deploy a supervisor agent to perform natural language intent classification on patient inquiries. Configure the supervisor
agent to route queries to specialized collaborator agents to respond to department-specific queries. Configure each
specialized collaborator agent to use Retrieval Augmented Generation (RAG) with the agent's department-specific knowledge
base.

Answer: D

Explanation:
Option A best meets the requirements because it applies an AWS-aligned multi-agent pattern that cleanly separates responsibilities:
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a supervisor agent performs intent classification and orchestration, while specialized collaborator agents handle domain-specific tasks
using the right knowledge sources. This structure is well suited for healthcare workflows where clinical questions, scheduling, and
insurance processes require different policies, terminology, and data access boundaries.
The requirement for appropriate domain-specific responses is addressed by routing each user query to a department-focused
collaborator agent that is grounded with its own department-specific knowledge base.
Using Retrieval Augmented Generation with the correct knowledge base improves factual alignment and reduces cross-department
leakage (for example, avoiding claims content in a clinical answer). It also supports better prompt grounding and more consistent
tone and constraints per department.
The requirement to isolate data maps to using separate knowledge bases per agent and enforcing access through IAM controls,
ensuring that each agent can retrieve only from the authorized datasets. This is important for minimizing unintended exposure of
sensitive or irrelevant departmental data and supports governance and compliance needs.
For scalability and thousands of parallel interactions, this architecture minimizes contention and bottlenecks. Each collaborator agent
can scale independently because requests are distributed across multiple agents and multiple retrieval backends. Operationally,
onboarding new features is also simpler: the company can add a new collaborator agent (for example, "billing disputes" or "pharmacy
refills") with its own knowledge base and policies without redesigning the entire assistant.
Option B introduces unnecessary complexity with multiple supervisors and manual handoffs. Option C overloads a single agent with
broad instructions and rule-based routing, which increases prompt complexity and reduces maintainability as features grow. Option
D creates high operational complexity and risks inconsistent outputs when merging responses from parallel supervisors, and it
weakens data isolation by using a shared knowledge base across agents.

NEW QUESTION # 103 
A financial services company is deploying a generative AI (GenAI) application that uses Amazon Bedrock to assist customer service
representatives to provide personalized investment advice to customers. The company must implement a comprehensive governance
solution that follows responsible AI practices and meets regulatory requirements.
The solution must detect and prevent hallucinations in recommendations. The solution must have safety controls for customer
interactions. The solution must also monitor model behavior drift in real time and maintain audit trails of all prompt-response pairs for
regulatory review. The company must deploy the solution within 60 days. The solution must integrate with the company's existing
compliance dashboard and respond to customers within 200 ms.
Which solution will meet these requirements with the LEAST operational overhead?

A. Use Amazon SageMaker Model Monitor to detect model behavior drift. Use AWS WAF to filter content. Store customer
interactions in an encrypted Amazon RDS database. Use Amazon API Gateway to create custom HTTP APIs to integrate
with the compliance dashboard.
B. Use Amazon Bedrock Agents and Amazon Bedrock Knowledge Bases to ground responses. Use Amazon Bedrock
Guardrails to enforce content safety. Use Amazon OpenSearch Service to store and index prompt-response pairs. Integrate
OpenSearch Service with Amazon QuickSight to create compliance reports and to detect model behavior drift.
C. Deploy Amazon Bedrock and use AWS PrivateLink to access the application securely. Use AWS Lambda functions to
implement custom prompt validation. Store prompt-response pairs in an Amazon S3 bucket and configure S3 Lifecycle
policies. Create custom Amazon CloudWatch dashboards to monitor model performance metrics.
D. Configure Amazon Bedrock guardrails to apply custom content filters and toxicity detection. Use Amazon Bedrock Model
Evaluation to detect hallucinations. Store prompt-response pairs in Amazon DynamoDB to capture audit trails and set a TTL.
Integrate Amazon CloudWatch custom metrics with the existing compliance dashboard.

Answer: D

Explanation:
Option A is the correct solution because it uses native Amazon Bedrock governance and evaluation capabilities to meet regulatory,
performance, and deployment timeline requirements with the least operational overhead.
Amazon Bedrock guardrails provide built-in safety controls that enforce responsible AI policies directly during inference. Custom
content filters and toxicity detection protect customer interactions and prevent disallowed investment guidance patterns without
requiring custom application logic. Guardrails operate inline and are optimized for low latency, which helps meet the strict 200 ms
response-time requirement.
Hallucination detection is addressed through Amazon Bedrock Model Evaluation, which supports automated evaluation at scale
using LLM-as-a-judge techniques. This enables the company to detect factual inaccuracies and policy violations systematically,
without building custom evaluation pipelines or requiring extensive human review. Evaluation outputs can be surfaced as metrics.
Storing all prompt-response pairs in Amazon DynamoDB provides a low-latency, highly scalable audit store that aligns with financial
regulatory requirements. Using TTL enforces data retention policies automatically, reducing compliance risk and storage overhead.
Amazon CloudWatch custom metrics integrate seamlessly with existing compliance dashboards, allowing near-real-time monitoring
of safety interventions, hallucination rates, and drift indicators. CloudWatch anomaly detection can be applied to these metrics to
surface behavior changes quickly.



Option B relies on custom Lambda logic and S3-based auditing, increasing latency and operational complexity. Option C introduces
additional services that increase setup time and may exceed the 60-day deployment window. Option D uses non-Bedrock-native
monitoring and adds unnecessary infrastructure layers.
Therefore, Option A provides the most complete, compliant, and low-overhead governance solution for a regulated GenAI financial
services application.

NEW QUESTION # 104 
An ecommerce company operates a global product recommendation system that needs to switch between multiple foundation
models (FMs) in Amazon Bedrock based on regulations, cost optimization, and performance requirements. The company must
apply custom controls based on proprietary business logic, including dynamic cost thresholds, AWS Region-specific compliance
rules, and real-time A/B testing across multiple FMs. The system must be able to switch between FMs without deploying new code.
The system must route user requests based on complex rules including user tier, transaction value, regulatory zone, and real-time
cost metrics that change hourly and require immediate propagation across thousands of concurrent requests.
Which solution will meet these requirements?

A. Configure an AWS Lambda function to fetch routing configuration from the AWS AppConfig Agent for each user request.
Run business logic in the Lambda function to select the appropriate FM for each request. Expose the FM through a single
Amazon API Gateway REST API endpoint.
B. Deploy Amazon API Gateway REST API request transformation templates to implement routing logic based on request
attributes. Store Amazon Bedrock FM endpoints as REST API stage variables. Update the variables when the system
switches between models.
C. Deploy an AWS Lambda function that uses environment variables to store routing rules and Amazon Bedrock FM IDs.
Use the Lambda console to update the environment variables when business requirements change. Configure an Amazon API
Gateway REST API to read request parameters to make routing decisions.
D. Use AWS Lambda authorizers for an Amazon API Gateway REST API to evaluate routing rules that are stored in AWS
AppConfig. Return authorization contexts based on business logic. Route requests to model-specific Lambda functions for
each Amazon Bedrock FM.

Answer: A

Explanation:
Option C best satisfies the requirement to change routing decisions without redeploying code while supporting complex, frequently
changing business logic at scale. AWS AppConfig is designed for centrally managing dynamic configuration (feature flags, rules,
thresholds, and policy parameters) and deploying changes safely. It supports controlled deployments, validation, and rapid
propagation of updated configuration values, which aligns with "real-time cost metrics that change hourly" and the need for
"immediate propagation across thousands of concurrent requests." In this design, the Lambda function becomes the policy decision
point. For each request, it evaluates user attributes (tier, transaction value), context (regulatory zone, Region), and live
cost/performance thresholds stored in AppConfig to determine which Amazon Bedrock FM to invoke. Because the routing rules
and FM identifiers are delivered as configuration, the company can switch models, adjust A/B testing weights, or update compliance
routing rules by deploying new AppConfig configuration versions rather than pushing new application code. This reduces operational
risk and accelerates iteration.
Exposing a single API Gateway endpoint also minimizes client complexity and keeps routing logic server- side, which is important
when rules change frequently. Lambda can cache configuration between invocations (within the execution environment) to reduce
repeated fetch overhead while still picking up changes quickly, enabling both low latency and rapid rule rollout under high
concurrency.
Option A relies on Lambda environment variables, which are not intended for frequent real-time updates and typically require
function configuration updates that are slower and operationally brittle. Option B uses mapping templates and stage variables, which
are limited for complex rule evaluation and safe rollout patterns. Option D misuses authorizers for business routing, adds extra
latency and complexity, and complicates observability and error handling by splitting decisioning from execution.

NEW QUESTION # 105 
A company is designing a solution that uses foundation models (FMs) to support multiple AI workloads.
Some FMs must be invoked on demand and in real time. Other FMs require consistent high-throughput access for batch processing.
The solution must support hybrid deployment patterns and run workloads across cloud infrastructure and on- premises infrastructure
to comply with data residency and compliance requirements.
Which combination of steps will meet these requirements? (Select TWO.)

A. Configure provisioned throughput in Amazon Bedrock to ensure consistent performance for high- volume workloads.



B. Deploy FMs to Amazon SageMaker AI endpoints with support for edge deployment by using Amazon SageMaker Neo.
Orchestrate the FMs by using AWS Lambda to support hybrid deployment.
C. Use Amazon Bedrock with auto-scaling to handle unpredictable traffic surges.
D. Use AWS Lambda to orchestrate low-latency FM inference by invoking FMs hosted on Amazon SageMaker AI
asynchronous endpoints.
E. Use Amazon SageMaker JumpStart to host and invoke the FMs.

Answer: A,B

Explanation:
The correct combination is B and C because together they address both workload diversity and hybrid deployment requirements
with minimal custom engineering.
Option B provides consistent, high-throughput access by configuring provisioned throughput in Amazon Bedrock. Provisioned
throughput guarantees predictable capacity and performance, which is essential for batch processing workloads that require
sustained inference rates. This eliminates cold starts and throttling concerns that can occur with purely on-demand usage, making it
well suited for high-volume enterprise workloads.
Option C enables hybrid deployment across cloud and on-premises environments by deploying foundation models to Amazon
SageMaker AI endpoints and using Amazon SageMaker Neo for edge and on-premises optimization. SageMaker Neo compiles
models for target hardware, allowing inference to run efficiently outside the AWS cloud while still using AWS-managed tooling.
Orchestrating these deployments with AWS Lambda allows consistent invocation patterns across environments.
Option A uses asynchronous endpoints, which are not suitable for real-time, low-latency inference. Option D addresses scaling but
does not support on-premises or hybrid deployment. Option E simplifies model onboarding but does not address hybrid execution
or guaranteed throughput.
Therefore, Options B and C together provide real-time and batch support, predictable performance, and true hybrid deployment
while minimizing operational overhead.

NEW QUESTION # 106 
A bank is developing a generative AI (GenAI)-powered AI assistant that uses Amazon Bedrock to assist the bank's website users
with account inquiries and financial guidance. The bank must ensure that the AI assistant does not reveal any personally identifiable
information (PII) in customer interactions.
The AI assistant must not send PII in prompts to the GenAI model. The AI assistant must not respond to customer requests to
provide investment advice. The bank must collect audit logs of all customer interactions, including any images or documents that are
transmitted during customer interactions.
Which solution will meet these requirements with the LEAST operational effort?

A. Use an AWS Lambda function and Amazon Comprehend to detect and redact PII. Use Amazon Comprehend topic
modeling to prevent the AI assistant from discussing investment advice topics. Set up custom metrics in Amazon CloudWatch
to capture customer conversations.
B. Use Amazon Macie to detect and redact PII in user inputs and in the model responses. Apply prompt engineering
techniques to force the model to avoid investment advice topics. Use AWS CloudTrail to capture conversation logs.
C. Use regex controls to match patterns for PII. Apply prompt engineering techniques to avoid returning PII or investment
advice topics to customers. Enable model invocation logging, delivery logging, and image logging to Amazon S3.
D. Configure Amazon Bedrock guardrails to apply a sensitive information policy to detect and filter PII.
Set up a topic policy to ensure that the AI assistant avoids investment advice topics. Use the Converse API to log model
invocations. Enable delivery and image logging to Amazon S3.

Answer: D

Explanation:
Option C is the correct solution because Amazon Bedrock guardrails are purpose-built to enforce defense-in- depth safety controls
for GenAI applications with minimal operational overhead. Guardrails provide managed, policy-based enforcement that operates
before prompts are sent to the foundation model and after responses are generated, which directly satisfies the requirement that PII
must not be sent to the model and must not appear in outputs.
By configuring a sensitive information policy, the application can automatically detect and redact PII in user inputs and model
responses without building custom preprocessing pipelines. This approach is more reliable and scalable than regex or prompt
engineering techniques, which are brittle and error-prone for sensitive data handling.
The topic policy capability in Amazon Bedrock guardrails allows the bank to explicitly block investment advice topics, ensuring
regulatory compliance. This policy-based approach is safer and more auditable than attempting to steer the model only through
prompt instructions.
Using the Converse API enables structured, standardized interactions with the model and supports consistent logging of requests and



responses. Enabling delivery logging and image logging to Amazon S3 ensures that all customer interactions, including documents
and images, are captured in a durable, auditable storage layer.
This directly supports compliance, regulatory audits, and forensic analysis.
Option A incorrectly relies on Amazon Macie, which is designed for data-at-rest discovery rather than real- time conversational
filtering. Option B introduces custom Lambda pipelines and topic modeling, increasing operational complexity. Option D relies on
regex and prompt engineering, which do not meet financial-grade compliance standards.
Therefore, Option C delivers the strongest security, governance, and auditability with the least operational effort.

NEW QUESTION # 107
......
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