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Belive it or not, our efficient and authoritative CWNA-109 exam materials are always here waiting for you to provide you with the
best help of CWNA-109 exam preparation. Maybe you just need a CWNA-109 exam certification to realize your dream of
promotion. We know that impulse spending will make you regret, so we suggest that you first download our free demo to check
before purchasing. You can easily download our free demo of CWNA-109 Exam; come on and try it.

CWNP CWNA-109 Exam Syllabus Topics:

Topic Details

¢ Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF

Topic 1
ol signal characteristics and the functionality of RF antennas.

e WLAN Network Security: It addresses the concepts of weak security options, security mechanisis for
Topic 2 enterprise WLANS, and security options and tools used in wireless networks.
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¢ WLAN Network Architecture and Design Concepts: This topic deals with describing and implementing
Power over Ethernet (PoE). Furthermore, the topic covers different wireless LAN architectures, coverage

Topic 3
o requirements, roaming considerations, and common proprietary features in wireless networks.
e WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
Topic 4 organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum

technologies, and 802.11 WLAN finctional concepts.

>> CWNA-109 Reliable Dumps Book <<

Study CWNA-109 Reference - CWNA-109 Practice Online

At present, our company has launched all kinds of CWNA-109 study materials, which almost covers all official tests. Every
CWNA-109 exam questions are going through rigid quality check before appearing on our online stores. So you do not need to
worry about trivial things and concentrate on going over our CWNA-109 Exam Preparation. After careful preparation, you are
bound to pass the CWNA-109 exam. Just remember that all your efforts will finally pay off.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q12-
Q17):

NEW QUESTION # 12
What 802.11 PHY uses available space in very low frequency ranges that is not in use at the time by broadcast video signals?

A SIG
B. DSSS
C. TVHT
D. DMG

Answer: C

Explanation:

TVHT stands for Television Very High Throughput and it is a PHY defined by the 802.11af amendment. It uses the TV white space
(TVWS) spectrum in the VHF and UHF bands between 54 and 790 MHz, which are not in use by broadcast video signals at the
time. It can provide long-range and low-power connectivity for WLAN devices.

NEW QUESTION # 13
A string of characters and digits is entered into an AP and a client STA for WPA2 security. The string is 8 characters long. What is
this string called?

A. MSK

B. Passphrase
C. WEP key
D. PSK

Answer: B

Explanation:

The string of characters and digits that is entered into an AP and a client STA for WPA2 security and is 8 characters long is called a
passphrase. A passphrase is a human-readable text that is used to generate a Pre-Shared Key (PSK) for WPA2-Personal security.
A passphrase can be between 8 and 63 characters long and can include any ASCII character. The PSK is a 256-bit key that is
derived from the passphrase using a hashing algorithm called PBKDF2. The PSK is used to encrypt and decrypt the data frames
between the AP and the client STA. A MSK is a Master Session Key that is generated by an authentication server for WPA2-
Enterprise security. A WEP key is a 40-bit or 104-bit key that is used for Wired Equivalent Privacy (WEP) security, which is
deprecated and insecure. A PSK is not a string of characters and digits, but a binary key. References: [CWNP Certified Wireless
Network Administrator Official Study Guide: ExamCWNA-109], page 303; [CWNA: Certified Wireless Network Administrator
Official Study Guide: ExamCWNA-109], page
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NEW QUESTION # 14
What is the most effective method for testing roaming in relation to 802.11 VoIP handsets?

A. Use a spectrum analyzer to monitor RF activity during a VoIP call.

B. Place a call with the handset and move around the facility to test quality during roaming,
C. Use a protocol analyzer to capture the traffic generated when a laptop roams.

D. Use the built-in roaming monitor built into all VoIP handsets.

Answer: B

Explanation:

The most effective method for testing roaming in relation to 802.11 VoIP handsets is to place a call with the handset and move
around the facility to test quality duringroaming, This method allows you to evaluate the actual performance and user experience of
VolIP calls over wireless networks, as well as identify any potential issues such as signal strength, interference, latency, jitter, packet
loss, or handoff delays. A spectrum analyzer can only show you the RF activity during a VoIP call, but not how it affects the voice
quality or roaming behavior. A protocol analyzer can capture the traffic generated when a laptop roams, but it cannot simulate the
characteristics of a VoIP handset such as battery life, antenna design, codec support, or QoS features. A built-in roaming monitor is
not a common feature in all VoIP handsets, and it may not provide accurate or comprehensive information about the roaming
process. References: [CWNP Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 487;
[Voice over Wireless LAN 4.1 Design Guide], page 6-19.

NEW QUESTION # 15
You are installing an AP to be used by 27 laptops. All laptops will connect on the 5 GHz frequency band. A neighbor network uses
channels 1 and 6. What channel should be used for this AP and why?

A. Channel 1, because it is best to use the channel with the lowest frequency

B. A5 GHz channel, because channels 1 and 6 are 2.4 GHz channels they have no impact on the decision
C. Channel 11, because channels 1 and 6 are in use nearby

D. Channel 6, because it is always best to use this channel

Answer: B

Explanation:

A 5 GHz channel should be used for this AP because channels 1 and 6 are 2.4 GHz channels and they have no impact on the
decision. The 5 GHz frequency band offers more non-overlapping channels than the 2.4 GHz frequency band, which reduces
nterference and improves performance. The 5 GHz frequency band also supports higher data rates and wider channel bandwidths
than the 2.4 GHz frequency band, which increases capacity and throughput. The 5 GHz frequency band also has less interference
from other devices and sources than the 2.4 GHz frequency band, which enhances reliability and quality of service. Therefore, it is
recommended to use the 5 GHz frequency band for WLANs whenever possible. Channels 1 and 6 are two of the three non-
overlapping channels in the 2.4 GHz frequency band (the other one is channel 11). They are used by a neighbor network in this
scenario, but they do not affect the channel selection for this AP because they operate in a different frequency band than the 5 GHz
frequency band. Channel 6 is not always best to use; it depends on the interference and congestion level in the environment. Channel
1 is not best to use because it has a lower frequency than channel 6; frequency does not determine channel quality or performance.
Channel 11 is not best to use because it is also a 2.4 GHz channel and it may interfere with channels 1 and 6. References: CWNA-
109 Study Guide, Chapter 4: Antenna Systens and Radio Frequency (RF) Components, page 113

NEW QUESTION # 16
You are tasked with performing a throughput test on the WLAN. The manager asks that you use open source tools to reduce costs.
‘What open source tool is designed to performa throughput test?

A. Python
B. IxChariot
C. Perf

D. PulTy

Answer: C



Explanation:

iPerfis an open source tool that is designed to performa throughput test on the WLAN. iPerfis a cross- platform command-line
tool that can measure the bandwidth and quality of network links by generating TCP or UDP traffic between two endpoints. iPerf
can run as either a server or a client mode, depending on whether it receives or sends traffic. iPerf can also report various metrics of
network performance, such as throughput, jitter, packet loss, delay, and TCP window size. To performa throughput test on the
WLAN using iPerf, one device needs to run iPerf in server mode and another device needs to run iPerfin client mode. The devices
need to be connected to the same WLAN network and have their IP addresses configured properly. The device running iPerfin
client mode needs to specify the IP address of the device running iPerf in server mode as well as other parameters such as protocol,
port number, duration, interval, bandwidth limit, packet size, etc.

The device running iPerf in server mode will listen for incoming connections from the client device and send back acknowledgments
or responses depending on the protocol used. The device running iPerf'in client mode will send traffic to the server device according
to the specified parameters and measure the network performance. The device running iPerfin client mode will display the results of
the throughput test at the end of the test or at regular intervals during the test. The results can show the average, minimum, maximum,
and instantaneous throughput of the network link, as well as other metrics such as jitter, packet loss, delay, and TCP window size.
References: 1, Chapter 7, page 287; 2, Section 4.3

NEW QUESTION # 17
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