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GIAC Network Forensic Analyst (GNFA) 52 GNFA 5% 5 (Q57-Q62):

B #57
What is the primary purpose of a network security proxy?
Response:

A. To block all outbound connections from an organization

B. To replace the need for firewalls

C. To encrypt all internal network traffic

D. To act as an intermediary between clients and servers, filtering and monitoring traffic
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B #58
Which of the following protocols provides secure file transfers by encrypting data during transmission?
Response:

A. HTTP
B. FTP

C. SFTP
D. Telnet

EfE: C

HH #59

Which of the following hashing algorithms belong to the SHA-2 family?
(Select two.)

Response:

A. SHA-1
B. MD5

C. SHA-256
D. SHA-512

Ef@E: C. D

ER #60

Which tools are useful for network protocol reverse engineering?
(Select two.)

Response:

A. Nessus

B. Wireshark
C. IDA Pro
D. Kali Linux

Eﬁ: B\ C

HM #o1

What are advantages of using a cloud-based network architecture?
(Select two.)

Response:

A. Lack of security controls
B. Automatic redundancy and failover

C. Increased dependency on on-premise hardware
D. On-demand scalability
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