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A. The IPS socket buffer is full and IPS engine needs more memory to create new sessions.
B. The IPS socket buffer is full and IPS engine cannot decode a packet.
C. The IPS scan is paused by the IPS diagnostic command with bypass mode option 5.
D. The IPS session scan is paused and reevaluating the packet because of a dirty flag.

Answer: A

Explanation:
The log message IPS session scan paused, enter fail open mode indicates that the IPS socket buffer is full, meaning the IPS engine
does not have enough memory to process new sessions.
As a result, FortiGate switches to fail-open mode, allowing traffic to pass (or temporarily dropping it) without full IPS scanning.

NEW QUESTION # 71 
An administrator configures FortiGuard servers as DNS servers on FortiGate using default settings.
What is true about the DNS connection to a FortiGuard server?

A. It uses UDP 8888.
B. It uses DNS over HTTPS.
C. It uses UDP 53.
D. It uses DNS over TLS.

Answer: C

Explanation:
When FortiGuard servers are configured as DNS servers on FortiGate with default settings, the DNS queries are sent using the
standard DNS protocol over UDP port 53.

NEW QUESTION # 72 
Refer to the exhibit. Which two statements about the FortiGuard connection are true? (Choose two.)

A. You can configure unreliable protocols to communicate with FortiGuard Server.
B. FortiGate identified the FortiGuard Server using DNS lookup.
C. FortiGate is using the default port for FortiGuard communication.
D. The weight increases as the number of failed packets rises.

Answer: B,D

Explanation:
FortiGate identified the FortiGuard Server using DNS lookup → The server is shown with a private IP (10.0.1.241), which
indicates FortiGate resolved it via DNS or explicit override rather than using default FortiGuard anycast servers.



The weight value reflects server reliability. It decreases with good performance and increases as packet loss or failures rise, meaning
higher weight indicates more failures.

NEW QUESTION # 73 
A network administrator is reviewing firewall policies in both Interface Pair View and By Sequence View. The policies appear in a
different order in each view.
Why is the policy order different in these two views?

A. Interface Pair View sorts policies based on matching interfaces, while By Sequence View shows the actual processing
order of rules.
B. By Sequence View groups policies based on rule priority, while Interface Pair View always follows the order of traffic
logs.
C. The firewall dynamically reorders policies in Interface Pair View based on recent traffic patterns, but By Sequence View
remains static.
D. Policies in Interface Pair View are prioritized by security levels, while By Sequence View strictly follows the administrator's
manual ordering.

Answer: A

Explanation:
Interface Pair View organizes policies grouped by source and destination interfaces, whereas By Sequence View displays policies in
the exact order they are processed by the firewall.

NEW QUESTION # 74 
Refer to the exhibits. An administrator configured both members of an HA cluster at the same time. After one week of monitoring,
the administrator wants to verify the HA failover performance.
How can the administrator force a failover?



A. The administrator must set the parameter override to enable on HQ-NGFW-2.
B. The administrator must set the monitored port to down on HQ-NGFW-1.
C. The administrator must increase the HA priority on HQ-NGFW-2.
D. The administrator must reset the HA uptime on HQ-NGFW-1.

Answer: B

Explanation:
Both FortiGates are in an active-passive (a-p) HA cluster with override disabled. This means failover is triggered only if the primary
(HQ-NGFW-1) becomes unavailable or monitored interfaces fail. To test failover performance, the administrator can set the
monitored interface (port1) down on HQ-NGFW-1, which will force a failover to HQ-NGFW-2.

NEW QUESTION # 75
......
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