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NEW QUESTION # 68
Users report the following about access to an application:
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* Inconsistent behavior depending on the browser used

* Denied access

* Prompt to accept a security exception

‘Which configuration option should the administrator adjust?

A. Validate Session

B. Enable PKCE

C. SameSite Cookie

D. Request Preservation

Answer: C

Explanation:

Modem browsers enforce stricter cookie handling rules. If cookies are not configured correctly with the SameSiteattribute, behavior
can differ across browsers, leading to inconsistent authentication and access denials. Security exceptions may appear when session
cookies are blocked.

Exact Extract:

"The SameSite cookie setting defines how browsers send cookies in cross-site requests. Misconfigured SameSite values can lead to
inconsistent application behavior across browsers."

* Option A (Enable PKCE)is related to OAuth flow security, not browser cookie behavior.

* Option B (SameSite Cookie)is correct - this directly explains the inconsistent browser issues.

* Option C (Request Preservation)ensures query parameters are kept, not related to cross-browser session handing.

* Option D (Validate Session)checks session state but does not address browser inconsistencies.

Reference:PingAccess Admmistration Guide - Web Session Cookie Settings

NEW QUESTION # 69
All access requests to the existing/adminresource must be captured in the audit log. How should this be acconplished?

A. Enable the Audit option for the/*resource

B. Set Splunk audit logging for/admin

C. Enable the Audit option for the/adminresource
D. Setlogdj2. xmlaudit logging for/admin

Answer: C

Explanation:

PingAccess resources have anAudit flag. When enabled, all access attempts (allowed or denied) are recorded in the audit logs.
Exact Extract:

"To audit access requests to a specific resource, enable the Audit option on that resource in the application configuration.”

* Option Ais correct - enabling audit for/adminensures its access requests are logged.

* Option Bis incorrect - enabling audit for/*is overly broad and logs everything, not just/admin.

* Option Cis incorrect - Splunk integration is for log forwarding, not per-resource auditing,

* Option Dis incorrect -logdj2. xmlcontrols log destinations/levels, not resource-specific auditing,

Reference:PingAccess Administration Guide -Resource Audit Logging

NEW QUESTION # 70
What is the purpose of theengine.ssl.protocolsin therun. propertiesfile?

A. To configure the supported HTTPS port

B. To configure SSL protocols used for clustering
C. To configure the supported TLS versions

D. To configure the supported ciphers

Answer: C

Explanation:

The propertyengine.ssl. protocolsinrun. propertiesspecifies the TLS protocol versions that PingAccess engines will support for
incoming HTTPS traffic.

Exact Extract:



"Theengine.ssl. protocolsproperty configures which TLS versions are enabled for HTTPS listeners."

* Option A (ciphers)is incorrect - cipher suites are defined separately, not in this property.

* Option B (HTTPS port)is incorrect - the port is defined in the engine listener, not here.

* Option C (TLS versions)is correct - this property controls TLS version support (e.g., TLSv1.2, TLSv1.3).
* Option D (clustering)is incorrect - clustering does not depend on this property.

Reference:PingAccess Administration Guide -run.properties settings

NEW QUESTION # 71
An administrator must onboard a new application from the application team. The application has multiple paths that will need
different rules. What would be the first step in this process?

A. Application

B. Identity mapping
C. Web session

D. Resource

Answer: A

Explanation:

All onboarding in PingAccess begins with defining anApplication. Once the application exists, the admmistrator can
defineResourceswithin it and assign different rules to those resources.

Exact Extract:

"Before you can configure resources and rules, you must first create an application in PingAccess."

* Option A (Identity Mapping)may be required later but not the first step.

* Option B (Web Session)can be shared but is not the first onboarding step.

* Option C (Application)is correct - the starting point for onboarding,

* Option D (Resource)comes after creating the application.

Reference:PingAccess Administration Guide -Creating Applications

NEW QUESTION # 72

Refer to the following applications:

* hr.company.com

* finance.company.com

* customer.order.company.com

Which action should be taken to allow these applications to share the same web session?

A. Set Cookie Domain option

B. Use Rewrite Cookie Path rule

C. Set Audience option

D. Use Rewrite Cookie Domain rule

Answer: A

Explanation:

For multiple subdomains to share the same PingAccess session, theCookie Domainmust be configured so that the session cookie is
valid across all listed applications.

Exact Extract:

"Set the Cookie Domain in the web session configuration to a parent domain (for exanmple, .company.com) to enable applications in
different subdomains to share the same session."

* Option A (Set Audience option)applies to OAuth token validation, not cookie sharing,

* Option B (Set Cookie Domain option)is correct - e.g., setting.company.comallows session cookies to be shared.

* Option C (Rewrite Cookie Domain rule)modifies upstream cookies for back-end applications, not PingAccess session cookies.
* Option D (Rewrite Cookie Path rule)is unrelated; it modifies paths for cookies, not domains.

ReferencePingAccess Administration Guide -Web Session Configuration

NEW QUESTION # 73
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