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R #32
A network security engineer has created a Security policy in Prisma Access that includes a negated region in the source address.
‘Which configuration will ensure there is no connectivity loss due to the negated region?

e A. Add a Dynamic Application Group to the Security policy.

e B. Set the service to be application-defauilt.

e (. Create a Security policy for the negated region with destination address "any".
e D. Add all regions that contain private IP addresses to the source address.

IEf: C

A -

Negated source addresses exclude traffic from the specified region. To avoid accidental connectivity loss for traffic from that region,
create a separate Security policy to explicitty permit it.

‘When you use a negated region in a Security policy rule, ensure to create an additional Security policy to permit traffic from the
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excluded (negated) region to avoid unintentional drops.

HP #33
‘Which procedure is most effective for maintaining continuity and security during a Prisma Access data plane software upgrade?

¢ A. Back up configurations, schedule upgrades during off-peak hours, and use a phased approach rather than attempting a
network-wide rollout.

¢ B. Use Strata Cloud Manager (SCM) to perform dynamic upgrades automatically and simultaneously across all locations at
once to ensure network-wide uniformity.

¢ C. Performthe upgrade during peak business hours, quickly address any user-reported issues, and ensure immediate
troubleshooting post-rollout.

¢ D. Disable all security features during the upgrade to prevent conflicts and re-enable them after completion to ensure a smooth
rollout process.

EfE: A
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To minimize disruptions, it is recommended to perform Prisma Access upgrades during non- business hours and in a phased manner,
starting with less critical sites to validate the process before moving to critical locations. Backup configurations and validate the
system's readiness to avoid data loss and maintain service continuity.

H #34
How do Cloud NGFW instances get created when using AWS centralized deployments?

A. They replace the internet gateway service.

B. Selected VPCs will have Cloud NGFW workloads added to them.

C. A security VPC will be created as transit gateways to push all traffic through the area.
D. Cloud NGFW is placed ina VWAN with a virtual hub.

iIFf@#: B
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When using AWS centralized deployments for Cloud NGFW, the service deploys NGFW instances mnto selected VPCs as
additional workloads to secure that traffic.

In centralized deployments, Cloud NGFW instances are deployed as security appliances within the selected VPCs, ensuring
consistent traffic inspection and protection.

This approach minimizes complexity and ensures direct security policy enforcement within AWS.

M #35
After a firewall is associated with Strata Cloud Manager (SCM), which two additional actions are required to enable management of
the firewall from SCM? (Choose two.)

A. Install a device certificate.

B. Configure a Security policy allowing "stratacloudmanager. paloaltonetworks.com' for all users.
C. Deploy a service connection for each branch site and connect with SCM.

D. Configure NTP and DNS servers for the firewall.

IEf@E: AL D
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To fully manage a firewall from Strata Cloud Manager (SCM), it's essential to establish trust and ensure reliable connectivity:
Configure NTP and DNS servers

The firewall must have accurate time (N'TP) and name resolution (DNS) to securely communicate with SCM and related cloud
services.

To ensure successful management, configure the firewall's NTP and DNS settings to synchronize time and resolve domain names
such as stratacloudmanager. paloaltonetworks.com

Install a device certificate

A device certificate authenticates the firewall's identity when connecting to SCM.



The device certificate authenticates the firewall to Palo Alto Networks cloud services, including SCM. It's a fundamental requirement
to establish secure connectivity.

HH #36
An NGFW administrator is updating PAN-OS on company data center firewalls managed by Panorama. Prior to installing the
update, what must the administrator verify to ensure the devices will continue to be supported by Panoramma?

¢ A. Panorama is configured as the primary device in the log collecting group for the data center firewalls.
¢ B. Panorama is running the same or newer PAN-OS release as the one being installed.

¢ C. Device telemetry is enabled.

e D. All devices are in the same template stack.

Ef#: B
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The firewall must be running a PAN-OS version that is supported by Panorama. This means thatPanorama must be running the same
or a newer PAN-OS versionas the one being installed on the firewalls to maintain compatibility.

"Before you upgrade the firewall, ensure that Panorama is running the same or a later PAN-OS version than the firewall. Panorama
must always be at the same or a higher version to maintain compatibility." (Source: Panorama Admin Guide - Upgrade Process)
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