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CMMC Assessment Process (CAP): This section of the exam measures skills of conpliance professionals
and tests knowledge of the full assessment lifecycle. It covers the steps needed to plan, prepare, conduct,
and report ona CMMC Level 2 assessment, including the phases of execution and how to document and
follow up on findings n alignment with DoD and CMMC-AB expectations.
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Assessing CMMC Level 2 Practices: This section of the exam measures skills of cybersecurity assessors in
evaluating whether organizations meet the required practices of CMMC Level 2. It emphasizes applying
CMMC model constructs, understanding model levels, domains, and implementation, and using evidence
to determine compliance with established cybersecurity practices.
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CMMC Level 2 Assessment Scoping: This section of the exam measures skills of cybersecurity assessors
and revolves around determining the proper scope of a CMMC assessment. It involves analyzing and
categorizing Controlled Unclassified Information (CUI) assets, interpreting the Level 2 scoping guidelines,
and making accurate judgments in scenario-based exercises to define what assets and systems fall within
assessment boundaries.
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Evaluating Organizations Seeking Certification (OSC) against CMMC Level 2 Requirements: This section
of the exam measures skills of cybersecurity assessors and focuses on evaluating the environments of
organizations seeking certification at CMMC Level 2. It covers understanding differences between logical
and physical settings, recognizing constraints in cloud, hybrid, on-premises, single, and muilti-site
environments, and knowing what environmental exclusions apply for Level 2 assessments.
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Cyber AB Certified CMMC Assessor (CCA) Exam 58 5 CMMC-CCA & 5%
IR (Q141-Q146):

HH #141

A CCA 1s conducting a CMMC assessment and notices that the OSC's evidence includes a policy document that is outdated by
two years. The OSC insists that the policy is still in effect, but staff interviews indicate that newer, undocumented procedures are
being followed. How should the CCA handle this situation?

¢ A. Document the discrepancy between the policy and actual procedures and assess based on all available evidence.
¢ B. Request the OSC to update the policy document before proceeding with the assessment.

e C. Accept the outdated policy as evidence since the OSC clains it is still in effect.

¢ D. Reject the policy document outright and score the practice as "NOT MET."

EfE: A
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Comprehensive and Detailed in Depth Explanation:

The CAP requires documenting discrepancies and assessing all evidence (Option B). Option A ignores reality, Option C is
premature, and Option D involves consulting, which is prohibited.

Extract from Official Document (CAP v1.0):

* Section 2.2 - Conduct Assessment (pg. 25):"Document discrepancies between policy and practice as evidence gaps and assess
based on all findings." References:

CMMC Assessment Process (CAP) v1.0, Section 2.2.

B #142

During an assessmentt, it is uncovered that a CCA worked as a consultant for the OSC through their RPO.

Unfortunately, the CCA didn't disclose this when their C3PAO appointed them to participate in the assessment. Did the CCA
behave professionally? If not, what issues are likely to arise?

¢ A. No, lack of objectivity.

e B. No, assessor bias.

¢ C. No, breach of confidentiality.

e D. Yes, the CCA behaved professionally.
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Comprehensive and Detailed in Depth Explanation:

The CoPC prohibits CCAs from assessing an OSC they consulted for, due to potential bias, not objectivity (Option B) or
confidentiality (Option D). Option A is incorrect as this is unprofessional. Option C (assessor bias) is the precise issue.

Extract from Official Document (CoPC):

* Paragraph 3.1 - Professionalism (pg. 6):"Under no circunmstances shall credentialed individuals conduct a certified assessment if
they have served as a consultant to prepare the organization, due to assessor bias." References:

CMMC Code of Professional Conduct, Paragraph 3.1.

BR #143
During an assessiment, the Lead Assessor determines certain assets to be in-scope which the OSC had considered out-of-scope.

The CCA should reply that for assets to be considered out-of-scope they:

¢ A, Do not provide security protections for CUI assets.
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¢ B. Can, but are not intended to, process, store, or transmit CUL
¢ C. Provide security protections to CUI assets.
¢ D. Are not required to be physically or logically separated from CUI assets.

EfE: A
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The CMMC Scoping Guidance specifies that Out-of-Scope Assets are those that neither process, store, nor transmit CUI, and do
not provide security protections for CUI assets.

Extract:

"Out-of-Scope assets are those that cannot process, store, or transmit CUL, and do not provide security protections for CUL
assets." Thus, the correct answer is B.

Reference: CMMC Scoping Guidance, Asset Categories.

H #144

A Lead Assessor and the OSC have been reviewing the scope. In preparing the final assessment scope, they disagree on some
areas. After several days of attempting various solutions, they cannot find common ground.

‘What should the CCA recommend to the C3PAO?

A. The C3PAO formally writes to the OSC to start CMMC scoping afresh.
B. Inform the C3PAO that the OSC has failed the assessment.

C. The assessment continues as they address the areas of contention.

D. Halt the assessment until the assessment scope is verified.

Ef#: D
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Comprehensive and Detailed Explanation:

The CMMC Assessment Process (CAP) requires the Lead Assessor to validate the OSC's proposed scope before proceeding to
Phase 2 (Conduct Assessment). Disagreements must be resolved to ensure accuracy and completeness, and the CAP stipulates
halting the process if consensus cannot be reached. Option A is an escalation but not the immediate step. Option C risks an invalid
assessment. Option D is premature, as scope disputes do not equate to failure. B is the correct recommendation per the CAP.
Reference:

CMMC Assessment Process (CAP) v1.0, Section 2.2 (Scope Validation), p. 9: "The assessment halts if the scope cannot be
verified."

H #145

An OSC employs guards to protect the manufacturing shop where the magnetic radar-absorbing coating is manufactured. The Army
uses this specific coating for a particular fleet of unmanned aerial vehicles (UAVS).

The facility is under constant surveillance with the help of HD CCTVs. Within the OSC's facilities is a Vector Network Analyzer
(VNA) that measures the reflection and transmission properties of the coating over a range of frequencies. Guards protect the
OSC's anechoic chamber, and anyone entering must use an iris scanner and sign a physical form detailing their name and reason for
being there. At the door is a huge sign reading "Authorized Personnel Only." The OSC has implemented the following physical
separation methods to secure its facilities, EXCEPT?

A. Monitoring

B. Signage

C. Biometric locks
D. Guards

IEf#E: A
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Comprehensive and Detailed Explanation:

Physical separation methods physically restrict access, per NIST SP 800-171 and CMMC guidance. Signage (Option A), biometric
locks (Option C), and guards (Option D) directly prevent entry. Monitoring via HD CCTVs (Option B) detects and records but
does not physically separate, making it a security control, not a separation method. B is the exception.

Reference:

CMMC Assessmment Scope - Level 2, Section 2.2 (Physical Security), p. 4: "Physical separation includes locks and guards, not



monitoring alone."
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