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Nutanix Certified Professional - Unified Storage (NCP-US) v6.10 Sample
Questions (Q13-Q18):
NEW QUESTION # 13 
Upon further investigation, the administrator notices the below message in the logs:
2024/07/25
10:55:23.937962 utils.go:32: [INFO] Start wget for file fraser-6.10- stable_build_release.json. Source: http://x.
x.x.x/release/builds/msp-builds/msp- services/464585393164.dkr.ecr,
us-west-2.amazonaws.com/nutanix-msp/idf-container/fraser-6.10- stable_build_release.json, Destination directory:
/home/msp_config/airgap/
2024/07/25 10:55:23.945387 utils.go:32: [INFO] Start wget for file fraser-6.10- stable_build_release.tar.
xz. Source: http:/x.x.x.x/release/builds/msp-builds/msp- services/464585393164. dkr.ecr.us-west-2.
amazonaws.com/nutanix-msp/idf-container/fraser-6.10- stable_build_release.tar.xz, Destination directory: /home/msp_config/airgap/
2024/07/25 10:55:23.949580 utils.go:58: [ERROR] Failed to wget fraser-6.10- stable_build_release.tar.
xz from http://x.x.x.x/release/builds/msp-builds/msp-
services/464585393164.dkr.ecr.us-west-2.amazonaws.com/nutanix-msp/idf-container/fraser-6.10- stable_build_release.tar.xz;
output: --2024-07-25 10:55:23-- http:/x.x.x.x/release/builds
/men-builds/men-services/464585393164 der ear 118-west-2.amazonaws.com/nutaniy-men/idf- stable_build_release.tar.xz.
Source: http:/x.x.x.x/release/builds/msp-builds/msp- services/464585393164.dkr.ecr.us-west-2.amazonaws.com/nutanix-msp/idf-
container/fraser-6.10- stable_build_release.tar.xz, Destination directory: /home/msp_config/airgap/
2024/07/25
10:55:23.949580 utils.go: 58: [ERROR] Failed to wget fraser-6.10- stable_build_release.tar.xz from http://x.x.
x.x/release/builds/msp-builds/msp-
services/464585393164. dkr.ecr.us-west-2.amazonaws.com/nutanix-msp/idf-container/fraser-6.10- stable_build_release.tar.xz:
output: --2024-07-25 10:55:23-- http:/x.x.x.x/release/builds
/msp-builds/msp-services/464585393164.dkr.ecr.us-west-2.amazonaws.com/nutanix-msp/idf- container/fraser-6.10-
stable_build_release.tar.xz Connecting to x.x.x.x:80... failed.
HTTP request sent, awaiting response... 404 Not Found
2024-07-25 10:55:23 ERROR 404 Not Found
What is the cause of this issue?
/msp-pias/msp-services/4104.akc.ecr.us-west-2.amazonaws.com/nutanix-msp/lar- container/fraser-6.10-stable_build_release.tar.xz
Connecting to x.x.x.x:80... failed.
HTTP request sent, awaiting response... 404 Not Found
2024-07-25 10:55:23 ERROR 404: Not Found
What is the cause of this issue?

A. MSP needs to reach the web server over port 80.
B. Prism Central needs to reach the web server over port 443.
C. Prism Central needs to reach the web server over port 80.
D. MSP needs to reach the web server over port 443.

Answer: A

Explanation:
The log message indicates a failure to download the file fraser-6.10-stable_build_release.tar.xz from a web server, resulting in
anHTTP 404 Not Founderror when attempting to connect to the server overport 80. The error suggests that the Microservices
Platform (MSP) is attempting to access a resource via HTTP (port 80), but the connection fails, either because the server is not
reachable, the resource is not available, or the port is blocked.
TheNutanix Unified Storage Administration (NUSA)course discusses the Microservices Platform (MSP) as a component that
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supports containerized services in Nutanix environments, often requiring access to external repositories for downloading build
artifacts, such as those hosted on AWS ECR (Elastic Container Registry).
The course notes that "MSP services may require outbound network access to download container images or configuration files,
typically over HTTP (port 80) or HTTPS (port 443), depending on the repository configuration." In this case, the log explicitly
shows the attempt to useHTTP (port 80)to access the URL http://x.x.x.x/..., indicating that MSP is configured to use HTTP for this
operation. The HTTP 404 Not Founderror suggests that either the file does not exist at the specified URL, the server is not
responding, or network connectivity issues (e.g., firewall rules blocking port 80) are preventing MSP from reaching the web server.
Since the error occurs during the connection attempt over port 80, the most likely cause is thatMSP needs to reach the web server
over port 80, and this connectivity is not properly configured or is blocked.
TheNutanix Certified Professional - Unified Storage (NCP-US)study guide emphasizes troubleshooting network connectivity for
Nutanix services, stating, "Administrators must ensure that required ports, such as
80 for HTTP or 443 for HTTPS, are open for services like MSP to access external resources." The guide also recommends
checking firewall rules, proxy settings, and network routes when encountering connectivity errors like HTTP 404.
The provided search results further support this analysis. For example, troubleshooting connectivity issues in Nutanix environments
often involves verifying port access, as seen in discussions about Pulse and other services requiring HTTP (port 80) or HTTPS (port
443) connectivity to external servers (e.g., nsc01.nutanix.
net or insights.nutanix.com). While the specific issue in the log is related to MSP, the principle of ensuring proper port access
applies.
The other options are incorrect:
* Prism Central needs to reach the web server over port 443: The log indicates that MSP, not Prism Central, is attempting the
connection, and it uses HTTP (port 80), not HTTPS (port 443).
* MSP needs to reach the web server over port 443: The log clearly shows the connection attempt over HTTP (port 80), not
HTTPS (port 443).
* Prism Central needs to reach the web server over port 80: The log references MSP, not Prism Central, as the component
attempting the download.
To resolve this issue, the administrator should:
* Verify that the web server at x.x.x.x is reachable and the file exists at the specified URL.
* Ensure that outbound traffic from the MSP service to the web server over port 80 is allowed by checking firewall rules, proxy
settings, and network configurations.
* If the server requires HTTPS, update the MSP configuration to use port 443 instead of port 80, but the log suggests port 80 is
expected.
References:
Nutanix Unified Storage Administration (NUSA) Course, Section on Troubleshooting: "Network connectivity for MSP and external
repository access." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 4: Troubleshoot Nutanix
Unified Storage, Subtopic: "Diagnosing network connectivity issues for Nutanix services." Nutanix Documentation, MSP
Administration Guide: "Configuring network access for MSP container downloads." Nutanix Community, Pulse Configuration and
Connection Troubleshooting: "Ensuring port 80 and 443 access for external services."

NEW QUESTION # 14 



An administrator is trying to add a Nutanix Volume Group (VG) over iSCSI for storage to a Windows VM, but receives the error
as shown in the exhibit.
What is a likely reason for this error?

A. The Windows IP address is not in the whitelist.
B. There is already a VG connected on that client.
C. The Windows login authentication is incorrect.
D. The CHAP authentication configured is incorrect.

Answer: D

Explanation:
Comprehensive and Detailed Explanation from Nutanix Unified Storage (NCP-US) and the Nutanix Unified Storage Administration
(NUSA) course documents:
In the Nutanix environment,Volume Groups (VGs)are used to present block storage to guest operating systems via iSCSI targets.
These VGs are managed through Prism and can be configured with security features such asCHAP (Challenge-Handshake
Authentication Protocol)to ensure secure connections.
Here's the detailed breakdown:
* Authentication Failure Context:The error message shown in the exhibit-"Authentication Failure"
-occurs during the iSCSI target logon phase when the initiator (in this case, the Windows VM) attempts to authenticate to the
Nutanix VG target. Nutanix Volume Groups can be configured to require CHAP authentication. If the iSCSI initiator's CHAP
username and secret do not match the target's configuration, authentication will fail, and the target will reject the login attempt.
* Why CHAP is the likely cause:The exhibit clearly shows the authentication failure occurring at the Log On to Targetstep of the
iSCSI Initiator Properties. In the NCP-US and NUSA course materials, CHAP authentication is specifically covered as a method to



secure iSCSI sessions, and it is the most common cause for anauthentication errorat this stage:
"If CHAP authentication is enabled on the target, the initiator must provide the correct CHAP username and secret. Failure to do so
results in an authentication error during the login phase."
* Eliminating other options:
* Windows login authentication:This is not related to iSCSI target login. Windows login credentials are separate from iSCSI CHAP
authentication.
* IP address whitelisting:While Nutanix allows whitelisting of initiator IPs for security, a misconfigured whitelist would typically result
in aconnection refusalerror, not anauthentication failureerror.
* Already connected VG:Having a VG already connected would result in aresource in useor connection refusedmessage, not an
authentication failure.
* Additional Course Details:The NUSA course materials emphasize that CHAP can be configured for Nutanix Volume Groups
either at creation or by modifying the VG's settings. It's important to ensure that the Windows iSCSI initiator has matching CHAP
credentials configured under theAdvancedbutton in the iSCSI Initiator Properties.
* Best Practice Reminder:When configuring Volume Groups, the recommended approach is to document the CHAP credentials and
validate them in the iSCSI initiator settings to prevent this type of error.
In conclusion, theauthentication failureseen in the exhibit is directly related toCHAP authentication misconfigurationon either the
Nutanix VG target or the Windows iSCSI initiator. Verifying and synchronizing the CHAP username and secret will resolve the
issue.

NEW QUESTION # 15 
An administrator has configured a corporate antivirus solution to place virus-infected files into quarantine where clients cannot read
or write the files.
Which actions in addition to Rescan and Unquarantine can the administrator perform on the quarantined files?

A. Alert
B. Delete
C. Reset
D. Report

Answer: B

Explanation:
For quarantined files in Nutanix Files (via antivirus integration), administrators can:
* Rescan: Re-check the file for malware.
* Unquarantine: Restore the file if falsely flagged.
* Delete: Permanently remove infected files to prevent risks.
Options A/B/C are invalid:
* Alert (A): Not a file action; part of notification settings.
* Report (B): Generates summaries but doesn't act on files.
* Reset (C): No such quarantine function.
Reference:Nutanix Files Antivirus Administration Guide:
"In the quarantine dashboard, administrators can Delete, Rescan, or Unquarantine files. Deletion is irreversible and recommended for
confirmed threats."(Chapter: "Managing Quarantined Files") Nutanix Unified Storage Administration (NUSA) Course:
"Critical quarantine actions include Rescan (verify), Unquarantine (restore), and Delete (eradicate)."(Module:
"Files Security and Antivirus")

NEW QUESTION # 16 



An administrator has noticed a firewall-enabled ESXi-based Nutanix cluster fails with the error: "Upgrade of file server NUTANIX
failed due to ESX hosts' connectivity failing. Please check the ESX hosts' network." Based on the exhibit, which network should the
administrator add to the vSphere Web Client firewall to allow the connection?

A. 192.168.5.0/24
B. 192.168.4.0/24
C. 192.168.2.0/24
D. 192.168.3.0/24

Answer: A

Explanation:
The error message indicates that an upgrade of a Nutanix Files instance (referred to as "file server NUTANIX") on an ESXi-based
Nutanix cluster failed due to connectivity issues with the ESX hosts. The exhibit likely shows the network configuration details of the
cluster, including the IP ranges used for various components such as ESXi hosts, Controller Virtual Machines (CVMs), File Server
Virtual Machines (FSVMs), and management interfaces. The task requires identifying the network that needs to be added to the
vSphere Web Client firewall to allow connectivity for the Nutanix Files upgrade process.
TheNutanix Unified Storage Administration (NUSA)course explains that "Nutanix Files upgrades require communication between
the ESXi hosts, CVMs, and FSVMs, typically over the management network and the storage network where FSVMs reside." In an
ESXi-based Nutanix cluster, the FSVMs (which power Nutanix Files) communicate with the ESXi hosts for operations like
upgrades, using the network configured for the FSVMs. The error suggests that the ESXi hosts' firewall is blocking this
communication, likely because the FSVM network is not allowed in the vSphere firewall rules.
TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further details that "Nutanix Files FSVMs typically use a
dedicated network for client and internal communication, often in the 192.168.5.0
/24 range by default in Nutanix environments, unless reconfigured." This network, known as the internal FSVM network, is used for
communication between FSVMs, CVMs, and ESXi hosts during operations like upgrades. The default range of 192.168.5.0/24 is
commonly assigned to FSVMs in Nutanix AHV and ESXi environments to isolate file server traffic from other network traffic, such



as management or VM traffic.
Since the error indicates a connectivity failure between the ESXi hosts and the Nutanix Files instance during the upgrade, the most
likely cause is that the ESXi hosts' firewall is blocking traffic from the FSVM network (192.168.5.0/24). The administrator needs to
add this network to the vSphere Web Client firewall rules to allow inbound and outbound traffic, ensuring that the ESXi hosts can
communicate with the FSVMs during the upgrade process.
The other options are incorrect based on typical Nutanix network configurations:
* 192.168.2.0/24: This range is often used for management traffic (e.g., Prism Element or ESXi management IPs) but is not typically
the network for FSVMs.
* 192.168.3.0/24: This range may be used for VM traffic or other purposes, but it is not the default for FSVM communication.
* 192.168.4.0/24: This range is not commonly associated with FSVMs or Nutanix Files in standard configurations.
The NUSA course documentation emphasizes that "during Nutanix Files upgrades, ESXi hosts must have network connectivity to
the FSVMs, typically on the 192.168.5.0/24 network, and firewall rules must be updated to allow this traffic to prevent connectivity
failures." The administrator should add the 192.168.5.0/24 network to the vSphere Web Client firewall to allow communication on
the necessary ports (e.g., TCP 2049 for NFS, TCP 445 for SMB, and others used for FSVM-CVM communication).
References:
Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Network requirements for Nutanix Files
upgrades in ESXi environments." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 4: Troubleshoot
Nutanix Unified Storage, Subtopic: "Diagnosing network connectivity issues for Nutanix Files upgrades." Nutanix Documentation
(https://www.nutanix.com), Nutanix Files Administration Guide: "Default network configuration for FSVMs (192.168.5.0/24)."

NEW QUESTION # 17 
Question:
An administrator plans to create astriped volumein a VM using guest-OS tools that will be backed by a volume-group.
What configuration must be present for the VM to utilizemultiple CVMs to service IO requests?

A. The volume-group must have more than one vDisk configured.
B. The volume-group must have flash mode enabled.
C. The VM must have a virtual RAID controller capable of RAID level 0.
D. iSCSI MPIO must be configured in the guest OS.

Answer: D

Explanation:
In Nutanix Unified Storage (specifically when using Volume Groups as iSCSI targets for VMs),IO performance scalingand
redundancy acrossmultiple CVMsdepends on theiSCSI MPIO (Multi-Path I/O) feature configured within theguest OS.
According to the NUSA course:
"To leverage multiple CVMs for servicing IO requests to a volume group, MPIO must be configured in the guest operating system.
MPIO allows the VM to establish multiple concurrent iSCSI sessions to the Nutanix cluster, balancing the load across available
CVMs." Without MPIO, even if multiple CVMs host the VG target, the guest OS will typically establish asingle iSCSI sessionto one
CVM at a time, limiting scalability and redundancy.
The virtual RAID controller in the guest OS (option A) has no impact on how iSCSI paths are handled at the network level.
Flash mode (option C) only affects local performance caching and does not provide multi-path IO.
Configuring multiple vDisks in a VG (option D) improves storage organization but does not automatically enable multi-path IO to
different CVMs.
Thus, the administrator mustenable iSCSI MPIO in the guest OSto ensure the VM can leverage multiple CVMs for IO operations.

NEW QUESTION # 18
......
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