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How does the CMMC define a practice?

A. An activity or activities performed to meet defined CMMC objectives
B. A condition arrived at by experience or exercise
C. A series of changes taking place in a defined manner
D. A business transaction

Answer: A

Explanation:
Understanding the Definition of a "Practice" in CMMC 2.0In CMMC 2.0, the term"practice"refers to specific cybersecurity activities
that organizations must implement to achieve compliance with defined security objectives.
* Definition from CMMC Documentation:
* According to theCMMC Model Overview, apracticeis defined as:
Step-by-Step Breakdown:"An activity or activities performed to meet defined CMMC objectives."
* This means that practices are theactions and implementations required to protect Controlled Unclassified Information (CUI) and
Federal Contract Information (FCI).
* How Practices Fit into CMMC 2.0:
* CMMC 2.0 Level 1 consists of17 practices, which align withFAR 52.204-21 (Basic Safeguarding of Covered Contractor
Information Systems).
* CMMC 2.0 Level 2 consists of110 practices, aligned directly withNIST SP 800-171 Rev. 2.
* Each practice has anobjectivethat must be met to demonstrate compliance.
* Official CMMC 2.0 References:
* TheCMMC 2.0 Model Documentationdefines practices as "the fundamental cybersecurity activities necessary to achieve security
objectives."
* TheCMMC Assessment Process (CAP) Guideoutlines how assessors verify the implementation of these practices during an
assessment.
* TheNIST SP 800-171A Guideprovidesassessment objectivesfor each practice to ensure they are implemented effectively.
* Comparison with Other Answer Choices:
* A. A business transaction# Incorrect. CMMC practices focus on cybersecurity activities, not financial or operational transactions.
* B. A condition arrived at by experience or exercise# Incorrect. While practices evolve over time, they are defined activities, not
just experience-based conditions.
* C. A series of changes taking place in a defined manner# Incorrect. A practice is a set of security actions, not just a process of
change.
Conclusion:ACMMC practicerefers to specificcybersecurity activities performed to meet defined CMMC objectives. This
makesOption Dthe correct answer.

NEW QUESTION # 174 
Prior to conducting a CMMC Assessment, the contractor must specify the CMMC Assessment scope by categorizing all assets.
Which two asset categories are always assessed against CMMC practices?

A. Specialized Assets and Contractor Risk Managed Assets
B. CUI Assets and Specialized Assets
C. Security Protection Assets and Contractor Risk Managed Assets
D. Security Protection Assets and CUI Assets

Answer: D

Explanation:
Understanding CMMC Asset Scoping Requirements
Before conducting aCMMC Level 2 Assessment, anOrganization Seeking Certification (OSC)must define theassessment scopeby
categorizing all assets. This ensures that only relevant systems are assessed againstCMMC practices, reducing unnecessary
compliance burdens.
According to theCMMC Scoping Guide for Level 2, there are four asset categories:
CUI Assets- Assets that process, store, or transmitControlled Unclassified Information (CUI).
Security Protection Assets (SPA)- Assets that providesecurity functions(e.g., firewalls, intrusion detection systems, identity
management systems).
Contractor Risk Managed Assets (CRMA)- Assets thatdo not directly store/process CUIbut interact with CUI environments (e.g.,
BYOD devices, personal computers used for remote access).
Specialized Assets- Unique systems such asOperational Technology (OT), IoT, and Government Furnished Equipment (GFE),



which may requirelimitedCMMC assessment.
Which Asset Categories Are Always Assessed?
#1. CUI Assets(ALWAYS ASSESSED)
These are theprimary focusof CMMC Level 2 since they handleCUI.
All110 NIST SP 800-171 controlsapply to these assets.
#2. Security Protection Assets (SPA)(ALWAYS ASSESSED)
Security tools that protectCUI Assetsarealways includedin the assessment.
Examples includefirewalls, antivirus, endpoint detection and response (EDR) tools, and identity management systems.
Why the Other Answer Choices Are Incorrect:
(A) CUI Assets and Specialized Assets#
CUI Assets are assessed, butSpecialized Assets are only assessed in a limited manner, depending on their role inCUI security.
(C) Specialized Assets and Contractor Risk Managed Assets#
Specialized Assets and CRMAsare typicallynot fully assessedagainst CMMC controls unless they directly impactCUI security.
(D) Security Protection Assets and Contractor Risk Managed Assets#
SPAs are always assessed, butCRMAs are not necessarily assessedunless they directly impact CUI.
Final Validation from CMMC Documentation:
TheCMMC Scoping Guide (Level 2)clearly states thatCUI Assets and Security Protection Assetsarealways assessedagainst
CMMC practices.
Thus, the correct answer is:
B). Security Protection Assets and CUI Assets.

NEW QUESTION # 175 
During an assessment, the Lead Assessor reviews the evidence for each CMMC in-scope practice that has been reviewed, verified,
rated, and discussed with the OSC during the daily reviews. The Assessment Team records the final recommended MET or NOT
MET rating and prepares to present the results to the assessment participants during the final review with the OSC and sponsor. As
a part of this presentation, which document MUST include the attendee list, time/date, location/meeting link, results from all
discussed topics, including any resulting actions, and due dates from the OSC or Assessment Team?

A. Final CMMC report
B. Final and recorded Daily Checkpoint log
C. Final log report
D. Final and recorded OSC CMMC report

Answer: B

Explanation:
Understanding the Final Review Process in a CMMC Assessment
During aCMMC Level 2 Assessment, theAssessment Teamand theOrganization Seeking Certification (OSC) holddaily checkpoint
meetingsto discuss progress, review evidence, and ensure transparency.
At theend of the assessment, afinal review meetingis conducted, during which theLead Assessor presents the results. Therecorded
Daily Checkpoint logserves as theofficial document summarizing:
Theattendee list
Time, date, and locationof the final review
Final MET or NOT MET ratingsfor all practices
Discussion points, resulting actions, and due datesfor both the OSC and Assessment Team Why "D. Final and recorded Daily
Checkpoint log" is Correct?
TheCMMC Assessment Process (CAP) Guidespecifies that all assessment findings and discussions must bedocumented throughout
the assessment in daily checkpoint logs.
TheFinal and Recorded Daily Checkpoint Logincludes all necessary details, such as attendee lists, discussion topics, and action
items.
This document isused to ensure all discussed topics and agreed-upon actions are properly tracked and recordedbefore submission.
Why Other Answers Are Incorrect?
A). Final log report (Incorrect)
There isno specific "Final Log Report"required in CMMC assessments.
B). Final CMMC report (Incorrect)
TheFinal CMMC Reportdocuments the overall assessment results butdoes not serve as the official meeting logfor the final review
discussion.
C). Final and recorded OSC CMMC report (Incorrect)
This documentdoes not include detailed discussion points from the daily checkpoint meetings.
Conclusion



The correct answer isD. Final and recorded Daily Checkpoint log, as this is the official document that captures thefinal meeting
details, discussions, and action items.
References:
CMMC Assessment Process (CAP) Guide
CMMC 2.0 Scoping and Assessment Guidelines

NEW QUESTION # 176 
Which term describes "the protective measures that are commensurate with the consequences and probability of loss, misuse, or
unauthorized access to. or modification of information"?

A. Adaptive security
B. Advanced security
C. Adopted security
D. Adequate security

Answer: D

Explanation:
Understanding the Concept of Security in CMMC 2.0
CMMC 2.0 aligns with federal cybersecurity standards, particularlyFISMA (Federal Information Security Modernization Act),
NIST SP 800-171, and FAR 52.204-21. One key principle in these frameworks is the implementation of security measures that are
appropriate for the risk level associated with the data being protected.
The question describes security measures that are proportionate to therisk of loss, misuse, unauthorized access, or modificationof
information. This matches the definition of"Adequate Security." Analyzing the Given Options A). Adopted security# Incorrect The
term"adopted security"is not officially recognized in CMMC, NIST, or FISMA. Organizations adopt security policies, but the
concept does not directly align with the question's definition.
B). Adaptive security# Incorrect
Adaptive securityrefers to adynamic cybersecurity modelwhere security measures continuously evolve based on real-time threats.
While important, it does not directly match the definition in the question.
C). Adequate security#Correct
The term"adequate security"is defined inNIST SP 800-171, DFARS 252.204-7012, and FISMAas the level of protection that
isproportional to the consequences and likelihood of a security incident.
This aligns perfectly with the definition in the question.
D). Advanced security# Incorrect
Advanced securitytypically refers tohighly sophisticated cybersecurity mechanisms, such as AI-driven threat detection. However, the
term does not explicitly relate to the concept of risk-based proportional security.
Official References Supporting the Correct Answer
FISMA (44 U.S.C. § 3552(b)(3))
Definesadequate securityas"protective measures commensurate with the risk and potential impact of unauthorized access, use,
disclosure, disruption, modification, or destruction of information." This directly matches the question's wording.
DFARS 252.204-7012 (Safeguarding Covered Defense Information and Cyber Incident Reporting) Mandates that contractors
apply"adequate security"to protect Controlled Unclassified Information (CUI).
NIST SP 800-171 Rev. 2, Requirement 3.1.1
States that organizations must "limit system access to authorized users and implement adequate security protections to prevent
unauthorized disclosure." CMMC 2.0 Documentation (Level 1 and Level 2 Requirements) Requires that organizationsapply
adequate security measures in accordance with NIST SP 800-171to meet compliance standards.
Conclusion
The term"adequate security"is the correct answer because it is explicitly defined in federal cybersecurity frameworks asprotection
proportional to risk and potential consequences. Thus, the verified answer is:

NEW QUESTION # 177 
In many organizations, the protection of FCI includes devices that are used to scan physical documentation into digital form and print
physical copies of digital FCI. What technical control can be used to limit multi- function device (MFD) access to only the systems
authorized to access the MFD?

A. Access lists only known to the IT administrator
B. Single administrative account
C. Virtual LAN restrictions



D. Documentation showing MFD configuration

Answer: C

Explanation:
Understanding Multi-Function Device (MFD) Security in CMMCMulti-function devices (MFDs), such asscanners, printers, and
copiers,process, store, and transmit FCI, making them apotential attack surfacefor unauthorized access.
Thebest technical controlto limit MFD access to only authorized systems isVirtual LAN (VLAN) restrictions, whichsegment and
isolate network traffic.
* VLAN Restrictions Provide Network Segmentation
* VLANsisolate the MFDfrom unauthorized systems, ensuringonly approved devicescan communicate with it.
* Prevents unauthorized network access bylimiting connectionsto specific IPs or subnets.
* Meets CMMC 2.0 Network Security Controls
* Aligns withCMMC System and Communications Protection (SC) Practicesfor network segmentation and access control.
* Reducesthe risk of unauthorized access to scanned and printed FCI.
* B. Single administrative account#Incorrect
* Asingle admin accountdoes not restrict accessbetween devices, only controlswho can configurethe MFD.
* C. Documentation showing MFD configuration#Incorrect
* Documentation helps with compliance butdoes not actively restrict access.
* D. Access lists only known to the IT administrator#Incorrect
* Access lists should besystem-enforced, not just "known" to the administrator.
* CMMC Practice SC.3.192 (Network Segmentation)- Requires restricting access usingnetwork segmentation techniques such as
VLANs.
* NIST SP 800-171 (SC Family)- Supportsisolation of sensitive devicesusing VLANs and other segmentation controls.
Why the Correct Answer is "A. Virtual LAN (VLAN) Restrictions"?Why Not the Other Options?
Relevant CMMC 2.0 References:Final Justification:SinceVirtual LAN (VLAN) restrictions enforce access control at the network
level, the correct answer isA. Virtual LAN (VLAN) restrictions.

NEW QUESTION # 178
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