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HE#17
Using Aruba best practices what should be enabled for visitor networks where encryption is needed but authentication is not
required?

e A. Open Network Access

e B. Opportunistic Wireless Encryption

e (. Wired Equivalent Privacy

e D. Wi-Fi Protected Access 3 Enterprise
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Opportunistic Wireless Encryption (OWE) is a feature that provides encryption for open wireless networks without requiring
authentication. OWE uses an enhanced version of the 4-way handshake to establish a pairwise key between the client and the AP,
which is then used to encrypt the wireless traffic using WPA2 or WPA3 protocols. OWE can be used for visitor networks where
encryption is needed but authentication is not required.

HM #18
Which statements regarding 0SPFv2 route redistribution are true for Aruba OS CX switches? (Select two.)

¢ A The "redistribute connected" command will redistribute all connected routes for the switch except local loopback
addresses.

¢ B. The "redistribute static route-map connected-routes" command will redistribute all static routes without a matching deny in
the route map "connected-routes".

¢ C. The "redistribute ospf" command will redistribute routes from all OSPF V2 and V3 processes

¢ D. The "redistribute static route-map connected-routes" command will redistribute all static routes with a matching permit in
the route map "connected-routes-

¢ E. The "redistribute connected" command will redistribute all connected routes for the switch including local loopback
addresses

Eﬁ: D\ E

fEEHL:

These are two correct statements regarding OSPFv2 route redistribution for Aruba OS CX switches. Route redistribution is a
process that allows routes from one routing protocol or source to be injected into another routing protocol or destination. OSPFv2
is a link-state routing protocol that supports route redistribution from various sources, such as connected, static, BGP, etc. The
"redistribute connected" command will redistribute all connected routes for the switch, including local loopback addresses, into
OSPFv2. The "redistribute static route-map connected-routes" command will redistribute all static routes that have a matching
pernit statement in the route map named "connected-routes” into OSPFv2. The other statements are incorrect because they either
do not reflect the correct behavior of route redistribution commands or do not exist as valid commands. References:
https//www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200-6728

/bk01-ch02.html https://www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200-6728/bk01-ch03.

html

R #19

A network administrator is attempting to troubleshoot a connectivity issue between a group of users and a particular server. The
administrator needs to examine the packets over a period of time from their desktop; however, the admnistrator is not directly
connected to the AOS-CX switch involved with the traffic flow.

What statements are correct regarding the ERSPAN session that needs to be established on an AOS-CX switch? (Select two)

A. On the source AOS-CX switch, the destination specified is the administrators desktop

B. The encapsulation protocol used is GRE.

C. On the source AOS-CX switch, the destination specified is the switch to which the admmistrator's desktop is connected
D. The encapsulation protocol used is VXLAN.

E. The encapsulation protocol is UDP.

IEfE: A. B

AR :

These are the correct statements regarding the ERSPAN session that needs to be established on an AOS-CX switch for a network
administrator to examine the packets over a period of time from their desktop. ERSPAN (Encapsulated Remote Switched Port
Analyzer) is a feature that allows an AOS-CX switch to mirror traffic from one or more source ports or VLANS to a remote
destination IP address over a GRE (Generic Routing Encapsulation) tunnel. The destination IP address must be the IP address of the
administrator's desktop, which must have a packet capture tool installed to receive and analyze the mirrored traffic. The
encapsulation protocol used for ERSPAN is GRE, which adds a header to the mirrored packets with information such as source and
destination IP addresses, session ID, etc. The other statements are incorrect because they either do not specify the correct
destination IP address or do not use ERSPAN or GRE.



H #20
The customer needs a network hardware refresh to replace an aging Aruba 5406R core switch pair using spanning tree configuration

with Aruba CX 8360-32YC switches What is the benefit of VSX clustering with the new solution?

e A faster MSTP converge processing

¢ B. dual control plane provides better resiliency

¢ C. dual Aruba AP LAN port connectivity for PoE redundancy
¢ D. stacked data-plane

E&: B
TR
Explanation

VSX clustering is a feature that allows two Aruba CX switches to operate as a single logical device, providing high availability,
scalability, and simplified management. VSX clustering has several benefits over spanning tree configuration, such as:

* Dual control plane provides better resiliency. Unlike stacking, where switches share a single control plane, VSX switches have
independent control planes that synchronize their states over an inter-switch link (ISL). This means that if one switch fails or reboots,
the other switch can continue to operate without affecting traffic flows or network services.

* Active-active forwarding provides better performance. Unlike spanning tree, where some links are blocked to prevent loops, VSX
switches use all available links for forwarding traffic, providing load balancing and increased bandwidth utilization.

* Multichassis LAG provides better redundancy. Unlike single-chassis LAG, where all member ports belong to one switch, VSX
switches can form multichassis LAGs with downstream or upstream devices, where member ports are distributed across both
switches. This provides link redundancy and seamless failover in case of switch or port failure.

References: https://www.arubanetworks.comvassets/tg/TG_VSX.pdf

HE#21
What is an Aruba-recommended best practice for hardening that only applies to Aruba CX 6300 series switches with dedicated
management ports?

A. Disable all management services on the default VRF.

B. Implement a control plane ACL to limit access to approved IPs and/or subnets
C. Create a dedicated management VRF, and assign the management port to it.
D. Manually enable Enhanced Security Mode froma console session.

Ef#: C

fiR .-

Explanation

This is an Aruba-recommended best practice for hardening that only applies to Aruba CX 6300 series switches with dedicated
management ports. A dedicated management port is a physical port that is used exclusively for out-of-band management access to
the switch. A dedicated management VREF is a virtual routing and forwarding instance that isolates the management traffic from other
traffic on the switch. By creating a dedicated management VRF and assigning the management port to it, the administrator can
enhance the security and performance of the management access to the switch. The other options are incorrect because they either
do not apply to switches with dedicated management ports or do not follow Aruba-recommended best practices. References:
https//www.arubanetworks.conmvassets/ds/DS_ AOS-CX.pdf
https//www.arubanetworks.convassets/tg/TB_ArubaCX Switching, pdf
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