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¢ Features and concepts: This domain covers FortiAnalyzer's integration with Security Fabric for log
collection, the technical processes of log data flow, normalization and parsing, and the SOC features

Topic 1
o available for security monitoring and analysis.

¢ Reports: This domain explains the use of reports, charts, and datasets for presenting security intelligence,
covers report configuration to meet organizational requirements, and includes troubleshooting report

Topic 2
P generation problens.

¢ Log Analysis: This domain focuses on examining and interpreting logs, events, and incidents, using
Topic 3 FortiView dashboards and widgets for data visualization, and diagnosing report generation issues.

¢ SOC operation and automation: This domain addresses configuring events and event handlers, setting up
incidents and indicators for threat tracking, configuring playbooks and fabric automation for orchestrated

Topic 4 . . .
P responses, and troubleshooting automation workflow issues.

Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q64-Q69):

NEW QUESTION # 64
(Refer to the exhibit.
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Which statement about the displayed event is correct? (Choose one answer))

A. The security risk was dropped.

B. The security risk was blocked.

C. The risk source is isolated.

D. The security event risk is from an application control log,

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6 Study guide documents:

The exhibit shows the event Event Status = Mitigated and Event Type = Web Filter, with the event message indicating the web
request was blocked.

The study guide defines Mitigated events as follows: "Mitigated: The security risk is mitigated by being blocked or dropped." This
means a mitigated status corresponds to enforcement that prevented the risk (block/drop), not a condition where the source is
isolated.

It also distinguishes Contained events from mitigated ones: "Contained: The risk source is isolated." Since the exhibit clearly shows
Miitigated (not Contained), option B is incorrect.

Additionally, the study guide notes: "Generally, you can acknowledge mitigated events because the related traffic was blocked by the
firewall." This aligns directly with the exhibit's "blocked" wording and supports that the correct interpretation is that the security risk
was blocked.

Finally, the event type displayed is Web Filter, not application control, so option D is incorrect.

Therefore, the correct statement is C. The security risk was blocked.

NEW QUESTION # 65
Which statement about sending notifications with incident updates is true?

A. Notifications can be sent only when an incident is created or deleted.

B. Each incident can send notifications to multiple external platforms.

C. You must configure an output profile to send notifications by email.

D. All connectors used for sending notifications must share the same notification settings.

Answer: B



Explanation:

FortiAnalyzer allows incident notifications to be sent through multiple connectors and external platforms such as emil, Slack, or
other integrated systems. A single incident can trigger notifications to multiple configured destinations based on the defined
automation or notification settings.

NEW QUESTION # 66
Which statement about sending notifications with incident updates is true?

A. Each connector used can have different notification settings

B. Notifications can be sent only when an incident is created oi deleted.
C. You must configure an output profile to send notifications by email.
D. Each incident can send notification to a single external platform

Answer: A

NEW QUESTION # 67
Which two statements about local logs on FortiAnalyzer are true? (Choose two.)

A. You can view playbook logs for all ADOMs in the root ADOM.

B. Event logs are available only in the root ADOM.

C. They are not supported in FortiView.

D. Event logs show system-wide information, whereas application logs are ADOM-specific.

Answer: B,D

Explanation:

Exact Extract: Study Guide p.59: event logs show system-wide nformation; application logs are ADOM- specific, and non-root
ADOMs show only application logs.

Technical Deep Dive: The correct answers are C and D. FortiAnalyzer local logs include system-wide event logs and ADOM-
specific application logs. Because non-root ADOMSs show only application logs, system event logs are effectively a root- ADOM
visibility tem. Option A is wrong because local audit logs are accessible in Log View under ADOMSs. Option B overstates playbook
visibility; playbook/application logs are ADOM-specific and should not be treated as all centralized in root for every ADOM.

NEW QUESTION # 68
Refer to the exhibit. An analyst is using FortiView to examine the top threats observed over the last 2 hours.
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What can the analyst conclude from the exhibit?

A. Malware attacks should be prioritized over IPs attacks.

B. A SQL mjection attack occurred on an application.

C. A cross-site scripting (XSS) attack occurred on a DNS server
D. FortiAnalyzer has logged only three types of IPS attacks.



Answer: B

Explanation:
The exhibit shows HTTPURISQLInjection listed as an IPS threat with recorded incidents, indicating that a SQL injection attack
targeting a web application was detected during the observed timeframe.

NEW QUESTION # 69
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