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R #67
A user is reporting that external, inbound messages from known senders are repeatedly being incorrectly classified as spam. What
steps should the admin take to prevent this behavior in the future?

A. Modify the SPF record for your internal domain to include the IPs of the external user's mail servers.
B. Update the spam settings in the Admin Console to be less aggressive.

C. Add the sender's domain to an allowlist via approved senders in the Admin Console.

D. Instruct the user to add the senders to their contacts.

EfE: C

AR
https://support.google.com/a/answer/60752?
hi=en#~text=Approved%s20senders%620list%E2%680%94,settings%620n%20Google%20Workspace.

H #68
Your organization has offices in Canada Italy and the United States You want to ensure that employees can access corporate Gmail

and Drive from these three geographic locations only What should you do?

e A Use context-aware access to create access levels based on the geographic location and assign themto corporate Gmail
and Drive

¢ B. Create data protection rules in Google Workspace that allow data access from only three geographic locations

e (. Create address lists to restrict the delivery of incoming and outgoing messages and to block notifications from Google Doc
comments

e D. Require the use of corporate devices for any access to corporate Gmail and Drive

EfE: A

RN -

* Enable Context- Aware Access:

* In the Google Admin console, go to Security > Context- Aware Access.

* Enable the context-aware access feature.

* Create Access Levels:

* Define access levels based on geographic locations (Canada, Italy, and the United States).
* Use IP address ranges or other location indicators to specify these regions.

* Assign Access Levels:

* Assign the created access levels to the Google Workspace services, specifically corporate Gmail and Drive.
* Ensure that only users accessing from the specified regions can access these services.

* Apply and Monitor:

* Save and apply the settings.

* Monitor access logs to ensure compliance and security.

References:

* Google Workspace Admin Help: Set up context-aware access

* Google Workspace Admin Help: Manage context-aware access levels

HM #69

Your organization's Sales Department uses a generic user account (sales@company.com) to manage requests. With only one
employee responsible for managing the departmental account, you are tasked with providing the department with the most efficient
means to allow multiple employees various levels of access and manage requests froma common email address.

‘What should you do?

A. Delegate email access to department employees.

B. Configure a Google Group, and set the Access Level to Announcement Only.
C. Configure a Google Group as an email list.

D. Configure a Google Group as a collaborative inbox.
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Create a Google Group:

Go to the Google Groups interface.

Click on "Create Group."

Enter the group name, email address (e.g., sales@company.com), and description.

Configure Group Settings:

After creating the group, go to "Group settings."

Under "Permissions," set who can view topics, post, and join the group as per your requirement.
Set Up Collaborative Inbox:

In the Group settings, navigate to "Settings" > "Email options."

Check the box for "Enable Collaborative Inbox."

This option allows group members to assign topics, mark them as resolved, and categorize posts for better management.
Assign Roles and Permissions:

Define roles for members (e.g., Manager, Member).

Assign permissions to allow various levels of access, such as viewing and managing conversations.
Add Menbers:

Add the enployees who need access to this group.

Go to "Manage menbers" and click "Add members."

Reference:

Google Groups Collaborative Inbox

Create and Configure Google Groups

HE #70

Your organization's security team has published a list of vetted third-party apps and extensions that can be used by employees. All
other apps are prohibited unless a business case is presented and approved. The Chrome Web Store policy applied at the top-level
organization allows all apps and extensions with an admin blocklist. You need to disable any unapproved apps that have already
been installed and prevent employees from installing unapproved apps. What should you do?

¢ A. Change the Chrome Web Store allow/block mode setting to block all apps, admin manages allowlist.
Add the apps on the security team's vetted list to the allowlist.

¢ B. Disable the Chrome Web Store service for the top-level organizational unit. Enable the Chrome Web Store service for
organizations that require Chrome apps and extensions.

¢ C. Disable Extensions and Chrome packaged apps as Allowed types of apps and extensions for the top- level organizational
unit. Selectively enable the appropriate extension types for each suborganization

e D. Change the Chrome Web Store allow/block mode setting to allow all apps, admin manages blocklist, In the App access
control card, block any existing web app that is not on the security tean's vetted list.

EE: A

R -

Changing the Chrome Web Store policy to block all apps and managing an allowlist ensures that only vetted, approved apps are
allowed for installation. This approach enforces the security team's policy by restricting access to unapproved apps while enabling
the installation of only those apps that have been explicitly approved. This method provides control over what can be installed,
aligning with the organization's security requirements.

B #71

A department at your company wants access to the latest Al-powered features in Google Workspace. You know that Gemini offers
advanced capabilities and you need to provide the department with immediate access to Gemini's features while retaining control
over its deployment to ensure that corporate data is not available for human review. What should you do?

A. Enable Gemini for the department's organizational unit and assign Gemini licenses to users in the department.

B. Enable Gemini for non-licensed users in that department so they have immediate access to the free service.

C. Enable Alpha features for the organization and assign Gemini licenses to all users.

D. Monitor Gemini adoption through the administrator console and wait for wider user adoption before assigning licenses.

EfE: A
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To provide a specific department with immediate access to Gemini's features in Google Workspace while maintaining control and
ensuring corporate data privacy, you need to enable Gemini for that department's organizational unit and assign the necessary
licenses to the users within that OU. This approach allows for targeted deployment and ensures that the features are used within the
governed Google Workspace environment.

Here's why option A is correct and why the others are not the appropriate solutions:

A). Enable Gemini for the department's organizational unit and assign Gemini licenses to users in the department.

Google Workspace allows administrators to manage services and features at the organizational unit (OU) level. By enabling Gemini
specifically for the OU of the department that needs it, you grant access only to those users. Assigning Gemini licenses ensures that
they have the required entitlements to use the advanced Al features. Importantly, when Gemini is enabled and used within a Google
Workspace account with the appropriate controls, the data generated is governed by Google Workspace's data privacy and
security commitments, ensuring corporate data is not available for human review in a way that compromises privacy.

Administrators have controls over how Gemini for Workspace interacts with organizational data.

Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin Help
documentation on "Turn Gemini for Google Workspace on or off for users" (or similar titles) explains how to control access to
Gemini features at the organizational unit or group level. It also details the licensing requirements for Gemini for Workspace and how
to assign these licenses to specific users.

Furthermore, documentation on "Data privacy and security in Gemini for Google Workspace" outlines how user data is handled and
protected when using these features within a Google Workspace environment, emphasizing controls to prevent inappropriate human
review of corporate data.

B). Monitor Gerni adoption through the administrator console and wait for wider user adoption before assigning licenses.

This approach delays providing the requested access to the department that needs Gemini immediately.

Monttoring adoption might be useful for broader rollouts, but it doesn't address the immediate need of the specific department.
Associate Google Workspace Administrator topics guides or documents reference: While the Admin console provides insights into
usage and adoption of various Google Workspace services, it doesn't serve as the primary mechanism for granting initial access to
new features like Gemini for specific teams.

C). Enable Gemini for non-licensed users in that department so they have immediate access to the fiee service.

There isn't a "free service" of Gemini directly integrated within Google Workspace that bypasses licensing and organizational controls
in the way this option suggests. Gemini for Google Workspace is a licensed feature that needs to be enabled and assigned by the
administrator. Enabling features for "non-licensed users" in a corporate environment without proper governance is not a standard or
secure practice. It would likely mean users are accessing a consumer version of Gemini, which would not be subject to the same
data privacy and security controls as the licensed Google Workspace version, potentially exposing corporate data to human review
outside of the organization's policies.

Associate Google Workspace Administrator topics guides or documents reference: Google's documentation on Gemini for
Workspace clearly outlines the licensing requirements and the integration within the Google Workspace environment, emphasizing
administrative control over its deployment and usage.

D). Enable Alpha features for the organization and assign Genini licenses to all users.

Enabling Alpha features for the entire organization carries significant risks as these features are still under development and may not
be stable or fully secure. Assigning Gemini licenses to all users when only one department needs it is an unnecessary cost and
expands the deployment before proper evaluation and targeted rollout. It also doesn't specifically address the need to limit access to
the requesting department initially.

Associate Google Workspace Administrator topics guides or documents reference: Google's guidelines on release channels (Rapid,
Scheduled, Alpha/Beta) strongly advise against enabling pre-release features like Alpha for production environments due to potential
instability and lack of full support. Controlled rollouts to specific OUs are recommended for new features.

Therefore, the most appropriate action is to enable Gemini for the specific organizational unit of the requesting department and assign
Gemini licenses to the users within that OU. This provides immediate access while maintaining administrative control and ensuring
that the usage of Al features within the Google Workspace environment adheres to the organization's data privacy policies.
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