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HH #610

An instance is launched into a VPC subnet with the network ACL configured to allow all inbound traffic and deny all outbound
traffic. The instance's security group is configured to allow SSH from any IP address and deny all outbound traffic. What changes
need to be made to allow SSH access to the instance?

¢ A The outbound security group needs to be modified to allow outbound traffic.

¢ B. Both the outbound security group and outbound network ACL need to be modified to allow outbound traffic.
¢ C. Nothing, it can be accessed fromany I[P address using SSH.

¢ D. The outbound network ACL needs to be modified to allow outbound traffic.

EE: D
A -
Explanation

httpz//docs.aws.amazon.comy AmazonVPC/latest/UserGuide/ VPC _ACLs.html

HMA #611

A company is running a publicly accessible serverless application that uses Amazon API Gateway and AWS Lambda. The
application's traffic recently spiked due to fraudulent requests from botnets.

Which steps should a solutions architect take to block requests from unauthorized users? (Select TWO.)

A. Convert the existing public API to a private API. Update the DNS records to redirect users to the new API endpoint.
B. Create a usage plan with an API key that is shared with genuine users only.

C. Create an IAM role for each user attempting to access the API. A user will assume the role when making the API call.
D. Implement an AWS WAF rule to target malicious requests and trigger actions to filter them out.

E. Integrate logic within the Lambda fimction to ignore the requests from fraudulent IP addresses.

iIFfg: B. D

R
httpsz/docs.aws.amazon.convapigateway/latest/developerguide/api- gateway-api- usage-plans. html#:~ text=Don%o
https://docs.aws.amazon.convapigateway/latest/developerguide/api- gateway-api-usage-plans. html

H R #612

A company is building a serverless application that processes large volumes of data froma mobile app. A Lambda function
processes the data and stores it in DynamoDB. The company must ensure the application can recover from failures and continue
processing without losing records.

‘Which solution will meet these requirements?

e A. Configure the Lambda fimction to read records firom Amazon Data Firehose. Replay Firehose records in case of failures.

¢ B. Use Amazon SN to store failed records. Configure Lambda to retry records from SNS. Use API Gateway to
orchestrate retries.

e C. Configure the Lambda finction with a dead-letter queue (DLQ) using SQS. Retry failed records from the DLQ with
exponential backoff.

e D. Use Amazon OpenSearch Service to store failed records. Configure Lambda to retry failed records from OpenSearch.
Use EventBridge for orchestration.

IEf: C

Rt :

AWS documentation states that when Lambda processes events, a dead-letter queue (DLQ) using Amazon SQS is the correct
mechanism to capture failed invocations for later reprocessing.

SQS provides durable buffering and decoupling, allowing records to be retried safely without loss.

Kinesis Firehose (Option B) does not support SQL replays or arbitrary replay control. SN'S (Option D) is not a durable store.
OpenSearch (Option C) is not intended for durable retry queues.



HH #613

A company is performing an AWS Well- Architected Framework review of an existing workload deployed on AWS. The review
identified a public-facing website running on the same Amazon EC2 instance as a Microsoft Active Directory domain controller that
was install recently to support other AWS services. A solutions architect needs to recommend a new design that would improve the
security of the architecture and minimize the administrative demand on IT staff.

‘What should the solutions architect recommend?

¢ A Create another EC2 instance in the same subnet and reinstall Active Directory on it. Uninstall Active Directory.

¢ B. Use AWS Directory Service to create an Active Directory connector. Proxy Active Directory requests to the Active
domain controller running on the current EC2 instance.

¢ C. Enable AWS Single Sign-On (AWS SSO) with Security Assertion Markup Language (SAML) 2.0 federation with the
current Active Directory controller. Modify the EC2 instance's security group to deny public access to Active Directory.

e D. Use AWS Directory Service to create a managed Active Directory. Uninstall Active Directory on the current EC2
instance.

Ef#: D

A -

AWS Managed Microsoft AD

AWS Directory Service lets you run Microsoft Active Directory (AD) as a managed service. AWS Directory Service for Microsoft
Active Directory, also referred to as AWS Managed Microsoft AD, is powered by Windows Server 2012 R2. When you select
and launch this directory type, it is created as a highly available pair of domain controllers connected to your virtual private cloud
(VPC). The domain controllers run in different Availability Zones in a region of your choice. Host monitoring and recovery, data
replication, snapshots, and software updates are automatically configured and managed for you.

Reference: httpsz/docs.aws.amazon.convdirectoryservice/latest/admin-guide/directory microsoft_ad.html

HH #614

A company has hired an external vendor to perform work in the company's AWS account. The vendor uses an automated tool that
is hosted in an AWS account that the vendor owns. The vendor does not have IAM access to the company's AWS account.

How should a solutions architect grant this access to the vendor?

e A Create an IAM role in the company's account to delegate access to the vendor's IAM role. Attach the appropriate IAM
policies to the role for the permissions that the vendor requires.

¢ B. Create an IAM user in the company's account with a password that meets the password complexity requirements. Attach
the appropriate IAM policies to the user for the permissions that the vendor requires.

e C. Create a new identity provider by choosing "AWS account" as the provider type in the IAM console.Supply the vendor’s
AWS account ID and user name. Attach the appropriate IAM policies to the new provider for the permissions that the
vendor requires.

¢ D. Create an IAM group in the company's account. Add the tool's IAM user from the vendor account to the group. Attach
the appropriate IAM policies to the group for the permissions that the vendor requires.

EfE: A

R -
httpsz/docs.aws.amazon.con/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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