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Trend Micro Certified Professional for Deep Security Sample Questions
(Q43-Q48):
NEW QUESTION # 43 
Multi-tenancy is enabled in Deep Security and new tenants are created. Where does the new tenant data get stored when using SQL
Server as the Deep Security database?

A. An additional database is created in SQL Server for each new tenant to store its data.
B. The new tenant data is added to the existing SQL Server database.
C. An additional user is created for each new tenant in the SQL Server database to store its data.
D. An additional table is created for each new tenant in the existing database in the SQL Server database to store its data.
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Answer: A

Explanation:
With Microsoft SQL and PostgreSQL, there's one main database and an additional database for each tenant. With Oracle, all tenant
information is in one Deep Security Manager database, but an additional user is created for each tenant. Each user has its own
tables.
Explication: Study Guide - page (409)

NEW QUESTION # 44 
Which of the following statements is true regarding Firewall Rules?

A. Firewall Rules are always processed in the order in which they appear in the rule list, as displayed in the Deep Security
manager Web console.
B. Firewall Rules applied to Policy supersede similar rules applied to individuals computers.
C. Firewall Rules applied through a parent-level Policy cannot be unassigned in a child-level policy.
D. When traffic is intercepted by the network filter, Firewall Rules in the policy are always applied before any other
processing is done.

Answer: C

Explanation:
Firewall Rules assigned at the parent policy level are inherited by all child policies and cannot be unassigned at the child policy level.
To change or remove such rules, you must edit the parent policy.
Option D is not entirely accurate because Deep Security supports rule priority and other processing behaviors, not just list order.
References:
Trend Micro Deep Security Policy Inheritance

NEW QUESTION # 45 
Which of the following are valid methods for forwarding Event information from Deep Secu-rity? Select all that apply.

A. Deep Security Application Programming Interface (API)
B. Security Information and Event Management (SIEM)
C. Amazon Simple Notification Service (SNS)
D. Simple Network Management Protocol (SNMP)

Answer: B,C,D

Explanation:
You can configure Deep Security Manager to instruct all managed computers to send logs to a SI-EM, Amazon Simple Notification
Service or SNMP computers.
Explication: Study Guide - page (322)

NEW QUESTION # 46 
The Intrusion Prevention Protection Module is enabled, its Behavior is set to Prevent and rules are assigned. When viewing the
events, you notice that one of Intrusion Prevention rules is being triggered and an event is being logged but the traffic is not being
blocked. What is a possible reason for this?

A. The network engine is running in Inline mode. In Inline mode, Deep Security provides no protection beyond a record of
events.
B. The Deep Security Agent is experiencing a system problem and is not processing packets since the "Network Engine
System Failure" mode is set to "Fail Open".
C. The Intrusion Prevention rule is being triggered as a result of the packet sanity check failing and the packet is being allowed
to pass.
D. The default Prevention Behavior in this particular rule may be set to Detect. This logs the triggering of the rule, but does not
actually enforce the block.

Answer: D



NEW QUESTION # 47 
The maximum disk space limit for the Identified Files folder is reached. What is the expected Deep Security Agent behavior in this
scenario?

A. Deep Security Agents will delete the oldest files in this folder until 20% of the allocated space is available.
B. Files will no longer be able to be quarantined. Any new files due to be quarantined will be deleted instead.
C. Deep Security Agents will delete any files that have been in the folder for more than 60 days.
D. Any existing files are in the folder are compressed and forwarded to Deep Security Manager to free up disk space.

Answer: A

Explanation:
If the limit is reached, the oldest files will be deleted first until 20% of allocated space is freed up.
Explication: Study Guide - page (203)

NEW QUESTION # 48
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