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Our company is a professional certificate test materials provider, and we are in the leading position in providing valid and effective
exam materials. NSE4 FGT AD-7.6 exam braindumps are high quality, and it also contain certain questions and answers, and it
will be enough for you to pass the exam. Besides, in order to let you have a deeper understanding of what you are going to buy, we
offer you free demo to have a try before buying NSE4 FGT AD-7.6 Training Materials. We offer you free update for 365 days
after purchasing, and the update version will be sent to your email address automatically.

Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q36-Q41):

NEW QUESTION # 36

Refer to the exhibits. An administrator configured the Web Filter Profile to block access to all social networking sites except
Facebook. However, when users try to access Facebook.com, they are redirected to a FortiGuard web filtering block page.
Based on the exhibits, which configuration change must the administrator make to allow Facebook while blocking all other social
networking sites?
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FortiGuard Infrusion Prevention
- Access Blocked

Web Page Blocked

You have tried to access a web page that is in violation of your
Internet usage policy.

Category Sacial Networking
URL https:/iwww facebook.com/

To have the rating of this web page re-evaluated please click here

A. Change the Feature set of Web Filter Profile as Proxy-based.

B. Set the Social Networking action as warning in the FortiGuard Category Based Filter.
C. Change the type as Simple in the Static URL Filter section.

D. Set the Action as Exempt for www.facebook.comin the Static URL Filter.

Answer: D

Explanation:

The FortiGuard category filter is blocking Social Networking, which includes Facebook. Although a static URL filter entry for
www.facebook.com exists, its action is set to Monitor, so it does not override the category block. To allow Facebook while
blocking other social networking sites, the action for www.facebook.com in the Static URL Filter must be set to Exempt. This
explicitly bypasses category filtering for that URL.

NEW QUESTION # 37
‘Which two components are part of the secure internet access (SIA) agent-based mode on FortiSASE? (Choose two.)

A. FortiExtender

B. VPN policies

C. The proxy auto-configuration (PAC) file

D. FortiSASE Firewall-as-a-Service (FWaaS)

Answer: B,D

Explanation:
In agent-based mode, FortiSASE Secure Internet Access uses VPN policies for secure connectivity, and the FortiSASE Firewall-
as-a-Service (FWaaS) component for enforcing security policies and filtering user traffic.



NEW QUESTION # 38

A network administrator enabled antivirus and selected an SSL inspection profile on a firewall policy. When downloading an EICAR
test file through HT TP, FortiGate detects the virus and blocks the file. When downloading the same file through HTTPS, FortiGate
does not detect the virus and does not block the file, allowing it to be downloaded.

The admmnistrator confirms that the traffic matches the configured firewall policy. What are two reasons for the failed virus detection
by FortiGate? (Choose two.)

A. The EI CAR test file exceeds the protocol options oversize limit.

B. The selected SSL inspection profile has certificate inspection enabled.
C. The browser does not trust the FortiGate self-signed CA certificate.
D. The website is exempted from SSL inspection.

Answer: C,D

NEW QUESTION # 39
An admmnistrator manages a FortiGate model that supports NTurbo
How does NTurbo acceleration enhance antivirus performance?

¢ A For flow-based inspection. NTurbo establishes a dedicated data path to redirect traffic between the IPS engine and
FortiGate ingress and egress interfaces.

¢ B. For proxy-based inspection. NTurbo offloads traffic to the content processor.

e C. For flow-based mspection. NTurbo creates two inspection sessions on the FortiGate device.

¢ D. For proxy-based nspection. NTurbo buffers the whole file and then sends it to the antivirus engine.

Answer: A

Explanation:

According to the FortiOS 7.6 Administration Guide and Fortinet hardware acceleration (NTurbo) documentation, the correct
answer is A.

What NTurbo Is (FortiOS 7.6 - Verified)

NTurbo is a hardware-based acceleration feature available on specific FortiGate models. It is designed to improve antivirus and IPS
performance when operating in flow-based mspection mode.

NTurbo works by creating a fast, optimized data path between:

FortiGate ingress interface

IPS/AV engine

FortiGate egress interface

This minimizes CPU involvement and reduces packet traversal overhead.

Why Option A Is Correct

A . For flow-based mspection, NTurbo establishes a dedicated data path to redirect traffic between the IPS engine and FortiGate
ingress and egress interfaces.

This is exactly how NTurbo works, as documented:

NTurbo applies to flow-based inspection only

It accelerates IPS and antivirus scanning

It creates a dedicated fast path that bypasses unnecessary processing steps This significantly improves throughput and lowers latency
This description matches Fortinet's official explanation of NTurbo.

Why the Other Options Are Incorrect

B . NTurbo creates two inspection sessions

Incorrect. NTurbo does not duplicate sessions; it optimizes the packet path.

C . NTurbo offloads traffic to the content processor (proxy-based)

Incorrect. NTurbo does not apply to proxy-based nspection and does not offload to content processors.

D . NTurbo buffers the whole file and then sends it to the antivirus engine Incorrect. Buffering entire files is a proxy-based behavior,
not NTurbo.

NEW QUESTION # 40
Refer to the exhibits.



FortiGate HA cluster topology

FGT-1

i

Client Q

Current HA status

} get system ha status

Configuration Status:
FGVM010000064692 (updated 4 seconds "ago): in-sync
FGVM010000064692 chksum dump:),1376b 52 c7 59 2a 9%9a 5¢ 5f
FGVM010000065036 (updated 4 seconds ago): in-sync
FGVM010000065036 chksum dump: 13 €b 52 <7 59 2a %a 5¢ 5f

Primary : FGT-1, FGVM)10000064692, HA cluster indax =1

Secondary : FGT-2, FGVM)10000065036, HA g
number of vcluster; & - - In

vcluster 1: work 169.254.0.2
Primary: FGVMO10000064692, HA operating index = 0
Secondary: FGVM010000065036, HA operating index = 1




New FortiGate HA configuration

FGT-1
fconfig system ha

set group=-id 3
set group-name "Fortiret"”
set mode a-p
set password *
set hbdev "port9"™ 50 "portlQ" 50

F::3&tl edsion-pickup enable
set override disable
set priority 90
set monitor pcrk3

FGT=-2

fconfigrdystem ha
get group-id 3
set group-name "Fortiret"
set mode a-p
set password *
set hbdav "port9" 50 "portlO" 50
set session-pickup enable
sct override cnable
set priority 110
act monitor pert3

FGT-1 and FGT-2 are updated with HA configuration commands shown in the exhibit.
What would be the expected outcome in the HA cluster?

A. FGT-2 will take over as the primary because it has the override enablesetting and higher priority than FGT-1.
B. The HA cluster will become out of sync because the overridesetting must match on all HA members.

C. FGT-1 will synchronize the override disablesetting with FGT-2.

D. FGT-1 will remain the primary because FGT-2 has lower priority.

Answer: A

Explanation:

With override enabled, the primary unit with the highest device priority will always become the primary unit. Whenever an event
occurs that may affect primary unit selection, the cluster negotiates. For example, when override is enabled a cluster renegotiates
when you change the device priority of any cluster unit or when you add a new unit to a cluster.

Override and primary unit selection

Enabling override changes the order of primary unit selection. As shown below, if override is enabled, primary unit selection
considers device priority before age and serial number. This means that if you set the device priority higher on one cluster unit, with
override enabled this cluster unit becomes the primary unit even if its age and serial number are lower than other cluster units..

NEW QUESTION # 41
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