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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q20-Q25):

NEW QUESTION # 20
An admmnistrator configured an external fabric connector for Google Cloud to pull information from Google Cloud, including
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addresses, VM names, and subnets to create firewall policies.

When trying to create dynamic firewall addresses, the list of available instances does not populate any information from Google
Cloud.

Which two issues are the most probable cause? (Choose two.)

A. Google Cloud Metadata API access is disabled for Compute Engine for the FortiGate instance.
B. There are no VM instances deployed in Google Cloud.

C. The VM instances in Google Cloud were not deployed using Google Cloud marketplace.

D. The VM nstances in Google Cloud have multiple IP address assigned to them

Answer: A.B

Explanation:

The external fabric connector relies on Google Cloud Metadata AP access to retrieve instance information; if this is disabled, data
won't populate.

Ifno VM instances exist in the project, there will be no instance data for the connector to retrieve.

NEW QUESTION # 21

A cloud administrator has been receiving reports of slow response times from users accessing their organization's web application,
which is protected by FortiWeb Cloud.

Which two steps can be taken to potentially alleviate the problem? (Choose two.)

A. Adding additional passthrough load balancers.

B. Deploying FortiWeb Cloud in the same region where the web application is hosted.
C. Enabling the content delivery network (CDN).

D. Changing the DNS records to point to the web application.

Answer: B,C

Explanation:
Deploying FortiWeb Cloud closer to the web application reduces latency and improves response times.
Enabling CDN caches content closer to users, reducing load times and speeding up content delivery.

NEW QUESTION # 22

Your organization is deciding between deploying FortiGate active-passive high-availability (HA) in Google Cloud using either the
software-defined network (SDN) connector or load balancers.

What two reasons should your organization choose the SDN connector over the load balancer deployment?

(Choose two.)

A. The SDN connector supports multizone failover.
B. Failovers are faster because ofto API calls.

C. There isess administrative overhead.

D. Cost is lower.

Answer: C,D

Explanation:
Using the SDN connector avoids additional load balancer costs, making it more cost-effective.
The SDN connector enables multizone failover by directly managing network routing, which load balancers do not nherently

support.

NEW QUESTION # 23
What are the two responsibilities of a Google Cloud customer in terms of security? (Choose two.)

A. The Google Cloud customer is responsible for securing cloud storage infrastructure.

B. The Google Cloud customer is responsible for securing operating systems and applications.
C. The Google Cloud customer is responsible for securing the computing resources.

D. The Google Cloud customer is responsible for securing network traffic.



Answer: B,D

Explanation:
Customers manage security for their data, applications, operating systeins, and network configurations, while Google secures the
underlying cloud infrastructure.

NEW QUESTION # 24
You have been tasked with deploying an active-active FortiGate high-availability cluster in Google Cloud.
How can you ensure that traffic will flow symmetrically?

A. Deploy internal passthrough network load balancers on both sides of the cluster they support symmetric hashing,

B. Enable the layer 3 unified threat management scanning feature on FortiGate.

C. Google Cloud performs NAT on incoming traffic for external passthrough network load balancers. No action is needed.
D. There is no need to ensure traffic symmetry because FortiGate can effectively inspect asymmetric traffic.

Answer: A

NEW QUESTION # 25
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