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HM #14

Your organization has deployed an active-active high-availability (HA) FortiGate cluster in Google Cloud.
You have noticed a significant increase in asymmetrical traffic flow.

‘Which two actions can you take to mitigate the issue? (Choose two.)

¢ A Enable source NAT for ingress traffic.

e B. Enable the layer 3 unified threat management (UTM) scanning feature if the FortiGate devices are on ForiOS 6.4 or later.
¢ C. Enable symmetric hashing on the external load balancer.

¢ D. Enable destination NAT for ingress traffic.

Ef: A. C

fERL:
Enabling source NAT ensures consistent source IPs, promoting symmetric traffic flow.
Symmetric hashing on the load balancer helps distribute traffic flows evenly and consistently across cluster members, reducing

asymimetric routing,

R #15
An admmnistrator is tasked to deploy two FortiGate devices in two different zoned to achieve geographical redundancy.
Which two architectural considerations must the administrator address? (Choose two.)

A. The FortiGate devices can be deployed in the same subnet.

B. The FortiGate devices cannot be assigned the second IP address in the subnets that they are deployed in.
C. The FortiGate devices must not be deployed in the same VPC.

D. The FortiGate devices must be deployed in two different regions.

IEf#: B. D

R«
Deploying FortiGate devices in different regions ensures geographic redundancy.
The second IP address in a subnet is reserved for the default gateway in Google Cloud, so FortiGate devices cannot use that IP.

H#16
You have been tasked with deploying an active-active FortiGate high-availability cluster in Google Cloud.
How can you ensure that traffic will flow symmetrically?

A. Deploy internal passthrough network load balancers on both sides of the cluster they support symmetric hashing,

B. Google Cloud performs NAT on incoming traffic for external passthrough network load balancers. No action is needed.
C. There is no need to ensure traffic symmetry because FortiGate can effectively inspect asymmetric traffic.

D. Enable the layer 3 unified threat management scanning feature on FortiGate.

EfE: A



HE#17
An organization decided to decommission a deployed FortiWeb instance on Google Cloud.

What is the most efficient way to delete the FortiWeb instance and all of its dependent resources?

¢ A. Use Google Cloud Solutions to delete the FortiWeb deployment.

¢ B. Delete the FortiWeb instance manually in the Compute Engine portal.

¢ (. Use Google Cloud Deployment Manager to delete the FortiWeb deployment.

¢ D. Visit Google Cloud Marketplace and unsubscribe from FortiWeb pay-as-you-go.

IEf: C

TR
Google Cloud Deployment Manager manages the lifecycle of deployments and their dependent resources, enabling efficient and
clean deletion of FortiWeb instances and all associated resources in one operation.

HM #18
Your organization has decided to deploy a Fortinet web application firewall (WAF) in Google Cloud.
‘Why would the organization choose FotiWeb Cloud over FortiWeb VM?

e A Because the organization requires a WAF with highly customizable WAF rules and settings
¢ B. Because the organization requires a WAF with SSL offloading and load balancing

¢ (. Because the organization requires a fully managed WAF solution

¢ D. Because the organization requires advanced bot detection and mitigation

Ef#: C

fEEL:
FortiWeb Cloud is a fully managed web application firewall service, ideal for organizations seeking a cloud- native, hands-off WAF
deployment without the need to manage virtual appliances.

B #19
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