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Fortinet NSE4_FGT_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Content Inspection: This domain addresses inspecting encrypted traffic using certificates, understanding
inspection modes and web filtering, configuring application control, deploying antivirus scanning modes,
and implementing IPS for threat protection.

Topic 2
Firewall Policies and Authentication: This domain focuses on creating firewall policies, configuring SNAT
and DNAT for address translation, implementing various authentication methods, and deploying FSSO for
user identification.

Topic 3
Deployment and System Configuration: This domain covers initial FortiGate setup, logging configuration
and troubleshooting, FGCP HA cluster configuration, resource and connectivity diagnostics, FortiGate
cloud deployments (CNF and VM), and FortiSASE administration with user onboarding.

Topic 4
VPN: This domain focuses on implementing meshed or partially redundant IPsec VPN topologies for
secure connections.

Topic 5
Routing: This domain covers configuring static routes for packet forwarding and implementing SD-WAN to
load balance traffic across multiple WAN links.
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will broaden your horizons and update your skills. Lack of the knowledge cannot help you accomplish the tasks efficiently. But our
NSE4_FGT_AD-7.6 Exam Questions can help you solve all of these probelms. And our NSE4_FGT_AD-7.6 study guide can be
your work assistant.

Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q84-Q89):
NEW QUESTION # 84 
Refer to the exhibit, which shows a routing table.

An administrator wants to create a new static route so the traffic to the subnet 172.20.1.0/24 is routed through port2 only.
What are the two criteria that the administrator can use to achieve this objective? (Choose two.)

A. The new static route must have the metric set to 1.
B. The existing static route through port3 must have the distance set to 11.
C. The new static route must have the priority set to 3.
D. The new static route must have the distance set to 9.

Answer: B,D

Explanation:
From the online study guide: "The lower the metric, the higher the preference" and "The lower the priority, the higher the preference"
so it can't be C nor D.

NEW QUESTION # 85 
Refer to the exhibits. An administrator has observed the performance status outputs on an HA cluster for 55 seconds.
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Which FortiGate is the primary?

A. HQ-NGFW-1 with the parameter memory-failover-flip-timeout setting
B. HQ-NGFW-2 with the parameter memory-failover-threshold setting
C. HQ-NGFW-2 with the parameter priority setting
D. HQ-NGFW-1 with the parameter override setting

Answer: B

Explanation:
The configured memory failover threshold is 70%, and FW-1 is running at 90%. The monitored period is set to 50 seconds, while
the question states that the admin observed the output for 55 seconds. This means FW-1 has remained above the 70% threshold for
more than the configured monitoring period, while the memory usage on FW-2 is below 70%.

NEW QUESTION # 86 
What are two features of collector agent advanced mode? (Choose two.)



A. In advanced mode, FortiGate can be configured as an LDAP client and group filters can be configured on FortiGate.
B. In advanced mode, security profiles can be applied only to user groups, not individual users.
C. Advanced mode supports nested or inherited groups.
D. Advanced mode uses the Windows convention - NetBios: Domain\Username.

Answer: A,C

Explanation:
Advanced mode supports nested or inherited groups, allowing FortiGate to recognize users that belong to subgroups within AD.
In advanced mode, FortiGate can be configured as an LDAP client and apply group filters, giving more granular control over user
authentication and authorization.

NEW QUESTION # 87 
Refer to the exhibit.

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that
phase 1 failed to come up. The administrator has also re- entered the pre-shared key on both FortiGate devices to make sure they
match.
Based on the phase 1 configuration and the diagram shown in the exhibit, which two configuration changes can the administrator
make to bring phase 1 up? (Choose two.)

A. On HQ-FortiGate, set IKE mode to Main (ID protection).



B. On Remote-FortiGate, set port2 as Interface.
C. On both FortiGate devices, set Dead Peer Detection to On Demand.
D. On HQ-FortiGate, disable Diffie-Helman group 2.

Answer: A,B

Explanation:
On the HQ-FortiGate the IKE phase 1 mode is set to Aggressive, while on the Remote-FortiGate it is set to Main (ID protection).
Both sides must use the same IKE mode for phase 1 to come up, so changing HQ-FortiGate to Main mode resolves this mismatch.
On the Remote-FortiGate, the phase 1 Interface is configured as port1, but according to the diagram the WAN-facing interface with
IP 10.10.200.10 is port2. The local interface in the IPsec configuration must match the physical WAN interface, so changing it to
port2 is required for the tunnel to establish.

NEW QUESTION # 88 
When FortiGate performs SSL/SSH full inspection, you can decide how it should react when it detects an invalid certificate.
Which three actions are valid actions that FortiGate can perform when it detects an invalid certificate? (Choose three.)

A. Allow & Warning
B. Block & Warning
C. Trust & Allow
D. Allow
E. Block

Answer: C,D,E

Explanation:
When a certificate fails for any of the reasons above, you can configure any of the following actions:
* Keep Untrusted & Allow: FortiGate allows the website and lets the browser decide the action to take.
FortiGate takes the certificate as untrusted.
* Block: FortiGate blocks the content of the site.
* Trust & Allow: FortiGate allows the website and takes the certificate as trusted.

NEW QUESTION # 89
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