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Google Chrome-Enterprise-Administrator Exam Syllabus Topics:

Topic

Details

Topic 1

Chrome Extensions: This section of the exam measures skills of an Endpoint Security Manager and
mvolves managing Chrome extension policies. It includes designing extension management strategies,
handling extension exemptions, creating approval workflows, and assessing extensions for their risk and
compliance with business continuity requirements.

Topic 2

Analyze Chrome Data: This section of the exam measures skills of a Chrome Data Analyst and focuses on
using the Google Admin console to view, analyze, and troubleshoot browser data. It includes reviewing
reports, diagnosing browser or update issues, investigating performance problems, and identifying security
risks based on log events and Chrome activity.

Topic 3

Manage Chrome Enterprise in the Cloud: This section of the exam measures skills of'a Cloud Systens
Admmistrator and focuses on preparing and configuring environments for Chrome cloud management.
Candidates must demonstrate how to verify domains, use admin roles, configure organizational structures,
deploy enroliment tokens, enable reporting, and maintain Chrome using the Google Admin console.

Topic 4

Chrome Enterprise Management Fundamentals: This section of the exam measures skills of a Chrome
Device Admmistrator and covers the foundational elements of managing Chrome i an enterprise. It
includes understanding how policies are applied and resolved, differentiating managed browsers from
profiles, and describing how policies work. It also covers Chrome's built-in security features, how
extensions are used and deployed, and how the release cycle and channels are managed.
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¢ Chrome Updates: This section of the exam measures skills of a Chrome IT Policy Analyst and addresses

the various update methods available for Chrome. It includes selecting the right update strategy for different
Topic 5 business and security needs, managing compliance across platforns, and adapting update methods based
on environmental changes or risks.
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Besides this PDF format, Google Chrome-Enterprise- Administrator practice exams in desktop and web-based versions are
available to aid you in recognizing both your weaker and stronger concepts. These real Google Chrome-Enterprise- Administrator
Exam Simulator examns also points out your mistakes regarding the Google Chrome-Enterprise- Administrator exam preparation.

Google Professional Chrome Enterprise Administrator Certification Exam
Sample Questions (Q29-Q34):

NEW QUESTION # 29

A company is managing browsers in the Google Admin console Security has scanned extensions in the organization and has
determined that there are several extensions installed with ability to set proxy This violates company policy How would an
administrator block these extensions'?

A. Send an emil to the users notifying them that they must uninstall the detected extensions

B. Remotely connect to each device and delete the extension from the browser

C. Set permission policy in the Google Admin console to block such extensions

D. Set policy in the Google Admin console to block all extensions from being installed on the browser

Answer: C

Explanation:

The Google Admin console allows administrators to control extension permissions. By configuring the

"Permissions and URL access" policy, the administrator can block extensions that request specific permissions, such as the ability to
set a proxy. This is a centralized and effective way toenforce the security policy. Remotely connecting to each device (option B) is
not scalable. Blocking all extensions (option C) might be too restrictive. Relying on users to uninstall (option D) is not enforceable.

NEW QUESTION # 30

A company has multiple departments, including Engineering, Marketing, Sales, and HR. Each department has diferent needs and
schedules for Chrome updates. For instance, the Engineering team requires the latest updates as soon as they are available to ensure
they have the latest features and security patches. However, the HR department prefers a more stable environment and only wants
updates after they have been thoroughly tested.

Which feature in the Google Admin console can an administrator use to meet the company's requirements?

A. Create different user groups for each department
B. Create organizational units for each department

C. Create active directory forest for each department
D. Set device policies for each department

Answer: B

Explanation:

Organizational Units (OUs) in the Google Admin console allow administrators to apply different Chrome policies to different groups
of devices or users based on their organizational structure. By creating separate OUs for Engneering and HR (and potentially other
departments), the administrator can configure different Chrome update policies for each OU, ensuring Engineering gets rapid updates
while HR stays on a more stable release. User groups primarily manage access to services, and device policies are generally applied
at the device level, not necessarily tied to departmental needs for update cadences. Active Directory forests are a Microsoft concept
and not directly used for managing Chrome update policies in the Google Admin console.
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NEW QUESTION # 31
Which data point is available in the Chrome Versions report\*?

A. Inactive Browsers
B. Total Browsers
C. Last update

D. Active Browsers

Answer: D

Explanation:

The Chrome Versions report specifically focuses on the distribution of different Chrome browser versions across the managed fleet.
A key data point in this report is the number of "Active Browsers" on each version, allowing administrators to understand their
update status and identify any significant fragmentation. While

"Total Browsers" might be a related metric, the core focus of the "Versions" report is on the active instances and their respective
versions. Information on "[nactive Browsers" or the "Last update" time for individual browsers might be found in other reports.

NEW QUESTION # 32
‘What policy and value provides the most protection against malicious websites?

A. Enable site isolation for all websites

B. Allow the user ability to bypass Safe Browsing warnings
C. Set the Safe Browsing policy to Enhanced mode

D. Set the site isolation policy to be required for all websites

Answer: C

Explanation:

Setting the **Safe Browsing policy to Enhanced mode** provides the most direct and comprehensive protection against malicious
websites by leveraging Google's real-time threat intelligence. Allowing users to bypass warnings (option A) defeats the purpose of
Safe Browsing, While site isolation (options C and D) protects against cross-site data leakage, it doesn't directly prevent users from
accessing malicious sites in the first place. Enhanced Safe Browsing actively warns and blocks access to dangerous websites.

NEW QUESTION # 33
An administrator is modifying a policy at the top-level organizational unit (OU), and there is an OU below that should not accept this
modification What can the administrator do to be certain of this*?

A. Set the policy to locally applied at the parent OU
B. Set policy precedence to Child > Parent

C. Set the policy to locally applied at the child OU
D. Turn off inheritance for all policies

Answer: C

Explanation:

To prevent a child OU from inheriting a policy set at a parent OU, the administrator needs to configure the policy within the child
OU ttselfand set its inheritance status to "Locally applied." This explicitly overrides the mherited policy from the parent with a
specific setting for the child OU. Setting it to locally applied at the parent would not prevent inheritance. Turning off mheritance
entirely might not be desired for other policies, and "Child > Parent" is the default precedence when inheritance is enabled.

NEW QUESTION # 34
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