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14. Frage

An admmnistrator needs to provide the QA team with a VM state from four days ago to test an older browser version. However, the
current production VM contains new application code and security patches that must not be deleted or overwritten. Which restore
operation should the administrator perform to meet this requirement?

A. Out-of-place Restore (Clone)
B. Disk-level Attach from Snapshot
C. Self-Service Restore (SSR)

D. In-place Restore (Revert)

Antwort: C

Begrindung;
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Nutanix offers several ways to recover data, ranging from full VM reverts to granular file-level access. In this scenario, the key
requirerment is to access historical data (from four days ago) without modifying or destroying the current production VM ' s state.
Self-Service Restore (SSR) is the most efficient and least disruptive method to achieve this. SSR, which requires Nutanix Guest
Tools (NGT) to be installed, allows an administrator or user to mount a historical snapshot disk directly to the existing VM as a new,
temporary volume. This allows the QA team to browse the file system of the " four-day-old " state and copy the specific older
browser version they need while the production application continues to run undisturbed with its new code and patches. An" In-
place Restore " (Option C) would be disastrous here because it would roll back the entire VM, overwriting the new patches. A "
Clone " (Option D) would work but is less eficient as it consumes additional vCPU, RAM, and full storage overhead for an entirely
new VM. SSR provides the surgical precision needed for file-level testing while maintaining the integrity of the live production
environment.

15. Frage

An organization uses a Recovery Plan to protect a SQL Cluster that relies on Volume Groups (VGs). The VGs are configured with
hypervisor attachments. The administrator executes a Planned Failover to migrate the SQL Cluster to the Recovery Site. The
Failover task completes successfully, but the database administrators report that the database is offline. What is the possible cause of
this issue?

A. VGs cannot be protected by Recovery Plans.

B. An administrator failed to configure mapping for the Storage Network in the Recovery Plan.
C. An admmistrator failed to configure Protection Domains replication.

D. VGs configured with hypervisor attachments do not reattach automatically after recovery.

Antwort: D

Begrindung;

Volume Groups (VGs) are used in Nutanix to provide block storage to virtual machines, often for high- performance applications
like SQL Server. VGs can be attached to VMs in two ways: " In-guest " (using iSCSI initiators) or " Hypervisor-attached " (where
the hypervisor handles the connection).

In a disaster recovery scenario managed by Recovery Plans, there is a technical distinction in how these attachments are handled.
While Nutanix Disaster Recovery can replicate the data in the Volume Groups and recover the VM itself, VGs that are " hypervisor-
attached " do not currently support automatic reattachment as part of the orchestration workflow in all AOS versions. When the
failover completes, the VM powers on at the recovery site, but the VGs are not connected to the VM at the hypervisor level. This
causes the application (SQL) to find its data disks missing, resulting in the database staying offline. To resolve this, the administrator
nmust manually reattach the Volume Groups to the VM at the recovery site using the Prism interface or a script. This limitation
highlights the need to verify specific application storage configurations during DR testing. For automated recovery of VGs, using " In-
guest " ISCSI attachments is often preferred because the iSCSI initiator within the guest OS can re-establish the connection to the
new cluster ' s Data Services IP once the network is active.

16. Frage

An administrator executes an Unplanned Failover of web server VMs from an on-premises AZ to a Nutanix Cloud Cluster (NC2)
on AWS. The Recovery Plan completes, and the VMs are running, However, external users cannot access the websites hosted on
these VM. The administrator verifies that the firewall rules are set correctly. What specific configuration is required for these VMs
to be reachable fiom the external network after fallover to NC2?

A. Floating IP addresses nust be configured for the guest VM.

B. The administrator must enable Promiscuous Mode on the NC2 virtual switch.

C. The VMs must be migrated to a stretched L2 subnet.

D. A VPN connection must be established between the NC2 cluster and the external users.

Antwort: A

Begrindung;

Failing over to Nutanix Cloud Clusters (NC2) on AWS involves moving workloads froma local, on-premises networking
environment into a cloud-native Virtual Private Cloud (VPC). While Nutanix Flow Virtual Networking (FVN) allows the VMs to
keep their internal IP addresses using overlay networks, external visibility requires integration with AWS networking components.
Standard internal IP addresses in an overlay network are not natively routable from the public internet or fromthe AWS VPC
outside of the NC2 cluster. To bridge this gap, Nutanix uses " Floating IPs ". A Floating IP is an AWS Elastic IP that is mapped to
the internal IP of the guest VM. When an external user attempts to reach the website, the traffic hits the AWS public-facing Floating
IP, which is then translated and routed through the NC2 bare-metal nodes to the specific guest VM. This mapping can be automated



as part of the Recovery Plan or configured manually post-failover. Without this configuration, the VMs will remain " isolated " from
external traffic, even if the application is running perfectly and internal cluster connectivity is healthy. This demonstrates the
importance of cloud-native networking knowledge when extending on-premises BCDR plans into public cloud environments like
NC2.

17. Frage

After an unplanned outage, all VMs were successfillly failed over to the recovery site, and users are now accessing workloads from
there. The DR dashboard shows the failover is complete and replication from the original primary site has stopped. As part of post-
failover cleanup, what is the most appropriate next action to ensure the DR configuration reflects the current production state and is

ready for future protection?

A. Delete all existing recovery points to prevent data inconsistency.

B. Leave the environment as-is since workloads are functioning normally.
C. Re-protect workloads so that the current production site is protected.
D. Immediately initiate another failover to restore the original configuration.

Antwort: C

Begrindung;

Following a successful unplanned failover, the " Recovery Site " has technically become the new " Production Site "' . However, the
data protection relationship is now one-sided; while the VMs are running at the recovery site, they are likely no longer being
replicated anywhere because the original protection policy was designed to move data from the (now failed) primary site to the
recovery site.

The most critical post-failover task is to " re-protect " the workloads. This involves updating the Protection Policies in Prism Central
to establish a new replication direction, typically from the current active site (the old recovery site) back to the orignal primary site
(once it is restored) or to a third availability zone. Without re- protection, the business is running its production workloads without a
safety net, leaving them vulnerable to a second failure. Deleting recovery points (Option A) is dangerous as it removes the only
historical data available. Leaving the environment as-is (Option B) ignores the lack of ongoing protection. Initiating an immediate
faiback (Option D) is often impossible or unwise until the orignal site is fully stabilized and the data has been synchronized back.
Therefore, establishing a new protection stream is the mandatory next step for operational resilience.

18. Frage
An administrator needs to provide leadership with a report showing the timeframe of each step during Recovery Plan failover testing,
How should the administrator produce this report?

A. Generate a custom report within Prism Central Intelligent Operations.
B. Review the built-in execution report from the test failover resuits.

C. Use nclion a CVM to query Recovery Plan execution history.

D. Filter the Events log in Prism Central for Recovery Plan activity.

Antwort: B

Begriindung;

Validation is a core pillar of a robust Business Continuity and Disaster Recovery (BCDR) strategy. Nutanix provides built-in
orchestration through Recovery Plans, which automate the failover process of virtual machines between sites. When a " Test Failover
"is executed, the system perforns all the necessary steps, such as booting VMs in an isolated network, applying network mappings,
and executing any custom scripts.

To provide visibility into this process, Nutanix generates an automated execution report upon completion of any Recovery Plan task.
This report provides a detailed chronological breakdown of every action performed by the orchestrator, including the exact start and
end times for each stage (e.g., " Replication Check, " " Power On, " " IP Assignment " ). This built-in reporting is superior to manual
event log filtering because it aggregates all related activities into a single, digestible summary that specifically tracks the performance
of'the DR plan. For leadership and compliance teans, these execution reports serve as documented proof that the RTO (Recovery
Time Objective) is achievable and that every orchestrated step was validated during the test window.
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