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A 20

¢ FortiSIEM Rules and Analytics: This section evaluates the expertise of Security Analysts and Automation
Engineers in configuring FortiSIEM rules and analytics. It includes constructing security rules based on

FH 1 event patterns, leveraging MITRE ATT&CK® frameworks, and configuring advanced nested queries and

lookup tables for complex threat detection and correlation.

¢ FortiSIEM Baseline and UEBA: This section tests the knowledge of Compliance Officers and Threat

Analysts in implementing baseline profiles and User and Entity Behavior Analytics (UEBA). It covers
FH 2 creating baseline reports, configuring UEBA agents, and analyzing log-based behavioral patterns to detect
anomalies and insider threats.
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¢ Multi-Tenancy SOC Solution for MSSP: This section of the exam measures the skills of MSSP Architects
and SOC Engineers in designing and deploying multi-tenant Security Operations Center (SOC)
environments using FortiSIEM. It covers defining collectors and agents, deploying FortiSIEM in hybrid
setups, managing resource allocation, and installing

¢ managing Windows and Linux agents for scalable event monitoring in multi-tenant architectures.

F=H 3

¢ Conditions and Remediation: This section measures the skills of Incident Responders and SOAR

Specialists in remediating security incidents. It includes configuring manual and automated remediation
=M 4 workflows, integrating FortiSOAR with FortiSIEM for streamlined incident resolution, and deploying
scripts to address threats while maintaining compliance

%| Al FCSS in Security Operations FCSS_ADA_AR-6.7 FEMEZE2A| (Q24-
Q29):

EE#24
When constructing FortiSIEM baseline rules, what is a primary consideration?

e A. Incorporating every possible network event for comprehensive coverage?
e B. Mimicking the rules of other similar-sized companies?

e C. Using the average behavior patterns in the network to detect deviations?
e D. Designing the rules based on past cybersecurity incidents?

He: C

HEE #25
What is the primary purpose of remediation in FortiSIEM?

e A To add new users to the network?

¢ B. To change the visual theme of the FortiSIEM interface?
¢ C. To upgrade the FortiSIEM software?

¢ D. To address and resolve detected security incidents?

dY: D
=
EE #26
Refer to the exhibit.
Routers Firewalls Windows Unix ESX AWS Arure
CMDB > Devices
- Mscovered by All = Q - v - W K < 1/1 1 > M

Name 1 Device Type Status Discovered Method Agent Policy g;;“;:l
FortiBank_Collector 10.10.2.64 Generic Unix Pending Oct 28,2021, 12:5254PM  LOG

fortibank_dc.fortibanic net 10.10.2.43 Windows Unmanaged Oct28.2021.0248:42 PM AGENT Registered

Is the Windows agent delivering event logs correctly?

A. The agent is registered and it is sending logs correctly.

B. Because the agent is unmanaged. the logs are dropped silently by the supervisor.

C. The agent is not sending logs because it did not receive a monitoring template.

D. The logs are buffered by the agent and will be sent once the status changes to managed.

g: B

o



EE #27
Refer to the exhibit.

bt [ W), 0 i o B O
:49:01 FortiGate l-vpn-log 203.0.113.4 B$50.1.99 Admir 189>date=201 r ‘

QP33 .1113. Admir 189>date

FIERTINIET

An administrator runs an analytlc search for all FortiGate SSL VPN logon failures. The results are grouped by source IP, reporting
IP, and user. The admmnistrator wants to restrict the results to only those rows where the COUNT >=3.
‘Which user would meet that condition?

A. Tom
B. Jan

C. Sarah
D. Admin

od
m

: A

EE #28
Orne primary advantage of UEBA i FortiSIEM is:

A. Identifying potentially harmful activities that deviate from established patterns?
B. Designing a better user interface for administrators?

C. Assisting in network device installations?

D. Streamlining software update processes?
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