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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q11-Q16):

NEW QUESTION # 11
On which three Hypervisors is VSRX supported? (Choose three.)

A. Hyper-V
B.KVM

C. Citrix Hypervisor
D. VMware ESXI
E. Oracle VM

Answer: A,B,D
Explanation:
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VSRX is a virtual firewall that runs as a software instance on a hypervisor. A hypervisor is a software layer that allows muiltiple virtual
machines to run on a single physical host. vVSRX supports three hypervisors: VMware ESXi, Hyper-V, and KVM. VMware ESXi is
a hypervisor that runs on x86 servers and supports various operating systems and applications. Hyper-V is a hypervisor that runs on
Windows Server and supports Windows and Linux virtual machines. KVM (Kermel-based Virtual Machine) is a hypervisor that
runs on Linux and supports Limux, Windows, and other operating systerns.

Reference: = vVSRX Overview, VMware ESXi - Wikipedia, Hyper-V - Wikipedia, Kernel-based Virtual Machine - Wikipedia

NEW QUESTION # 12
You are troubleshooting unexpected issues on your JIMS server due to out of order event log timestamps.
‘Which action should you take to solve this issue?

A. Enable time synchronization on the JIMS server.

B. Enable time synchronization on the domain controllers.
C. Enable time synchronization on the SRX Series devices.
D. Enable time synchronization on the client devices.

Answer: B

Explanation:

To solve the issue of out of order event log timestamps on your JIMS server, you should enable time synchronization on the domain
controllers. JIMS (Juniper Identity Management Service) is a Windows service that collects user, device, and group information
from Active Directory domains or syslog sources and provides it to SRX Series devices and CSO for identity-based security
policies. JIMS relies on the timestamps of the event logs generated by the domain controllers to track user logins, logouts, and IP
address changes. If the domain controllers have different or inaccurate clocks, the event logs may have out of order or incorrect
timestamps, which can cause JIMS to miss or misinterpret some events and affect its accuracy and performance. Therefore, you
should ensure that all the domain controllers in your network are synchronized with a reliable time source, such as an NTP server or
a Windows Time service. Reference: = Juniper Identity Management Service User Guide, Juniper Identity Management Service
Feature Guide, Configure JIMS Collector to Get Microsoft Event Logs, Considerations for timestamps in centralized logging
platforms

NEW QUESTION # 13
Which two devices would you use for DDoS protection with Policy Enforcer? (Choose two.)

A. QFX
B. vQFX
C. vWX
D. MX

Answer: C,D

Explanation:

The MX and vMX devices can be used for DDoS protection with Policy Enforcer. Policy Enforcer is a Juniper Networks solution
that provides real-time protection from DDoS attacks. It can be used to detect and block malicious traffic, and also provides
granular control over user access and policy enforcement.

The MX and vMX devices are well-suited for use with Policy Enforcer due to their high-performance hardware and advanced
security features.

NEW QUESTION # 14
Which two statements are correct about the Junos IPS feature? (Choose two.)

A. TPS uses protocol anomaly rules to detect unknown attacks.

B. IPS is integrated as a security service on SRX Series devices.

C. IPS uses sandboxing to detect unknown attacks.

D. IPS is a standalone platform running on dedicated hardware or as a virtual device.

Answer: A,B

Explanation:



Junos TIPS is a feature that provides intrusion prevention and detection services on SRX Series devices.

It monitors network traffic and compares it against predefined signatures or custom rules to identify and block malicious or unwanted
packets. Two statements that are correct about the Junos IPS feature are:

IPS is integrated as a security service on SRX Series devices: Junos IPS is not a separate platform or device, but a security service
that runs on SRX Series firewalls. It can be enabled and configured as part of the security policy on the SRX Series device and
applied to specific zones, interfaces, or traffic flows.

IPS uses protocol anomaly rules to detect unknown attacks: Junos IPS uses two types of rules to detect attacks: signature rules and
protocol anomaly rules. Signature rules match traffic against known attack patterns or signatures and block thembased on
predefined actions. Protocol anomaly rules detect deviations from the expected behavior or structure of common protocols, such as
TCP, UDP, ICMP, etc.

Protocol anomaly rules can help identify unknown or zero-day attacks that may not have a signature yet.

Reference: = Intrusion Detection and Prevention Feature Guide for Security Devices, Understanding Intrusion Detection and
Prevention for SRX Series Devices, Understanding Signature Rules and Protocol Anomaly Rules

NEW QUESTION # 15
Which two steps are necessary to prepare the Active Directory domain for a JIMS installation? (Choose two.)

A. Add limited access user accounts to Active Directory groups.
B. Create three limited access user accounts.

C. Add one full access user account to Active Directory groups.
D. Create two limited access user accounts.

Answer: A,D

Explanation:

The correct answers are A and D. Preparing Active Directory for JIMS requires creating limited-permission service accounts and
assigning those accounts to the required Active Directory groups. Juniper's JIMS deployment guidance states that you must create
service accounts so JIMS can read from the defined directory services and identity producers; if PC probing is used, a service
account is also required for that function. The same JIMS documentation includes a section named Configure Limited-Permission
User Accounts, followed by Add Limited Permission User Accounts to Active Directory Groups.

Option A is correct because the JIMS preparation workflow commonly uses limited-permission accounts for event log access and
PC probe access. Juniper identifies accounts such as JIMS-EventlogRemote Access and JIMS-PC-Probe in the Active Directory
group-membership procedure. Option D is correct because those limited accounts must be added to the proper AD groups,
including Event Log Readers and the groups required for remote management or PC probe operation.

Option B is wrong because the tested preparation requirement is not three limited-access accounts. Option C is wrong because
JIMS should not be prepared by adding a broad full-access account; the course objective is least-privilege identity collection.
Reference topics: JIMS, Active Directory preparation, limited-permission service accounts, Event Log Readers, PC probe account.

NEW QUESTION # 16
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