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Palo Alto Networks Network Security Analyst Sample Questions (Q68-Q73):

NEW QUESTION # 68
Which type of security policy rule will match traffic that flows between the Outside zone and inside zone, but would not match traffic
that flows within the zones?

A. interzone
B. universal
C. intrazone
D. global

Answer: A

Explanation:
Reference:
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NEW QUESTION # 69

An NGFW engineer is establishing bidirectional connectivity between the accounting virtual system (VSYS) and the marketing
VSYS. The traffic needs to transition between zones without leaving the firewall (no external physical connections). The interfaces
for each VSYS are assigned to separate virtual routers (VRs), and inter- VR static routes have been configured. An external zone
has been created correctly for each VSYS. Security policies have been added to permit the desired traffic between each zone and
its respective external zone. However, the desired traffic is still unable to successfully pass fromone VSYS to the other in either
direction.

‘Which additional configuration task is required to resolve this issue?

A. Create a transit VSYS and route all inter-VSYS traffic through it.

B. Create Security policies to allow the traffic between the two external zones.

C. Enable the "allow inter- VSYS traffic" option in both external zone configurations.
D. Add each VSYS to the list of visible virtual systems of the other VSYS.

Answer: D

Explanation:

In Palo Alto Networks firewalls, each virtual system (VSYS) is typically isolated from other VSYSs, meaning that traffic between
different VSYSs cannot pass through the firewall by default. In this case, since the nterfaces for each VSYS are assigned to
separate virtual routers (VRs), and the desired traffic is still not passing between the two VSYSs, the firewall needs to be explicitly
configured to allow traffic between them

The required configuration is to add each VSYS to the list of visible virtual systerms of the other VSYS. This allows inter-VSYS
communication to be enabled, effectively permitting the traffic to pass between the zones of different VSYSs.

NEW QUESTION # 70
What action will inform end users when their access to Internet content is being restricted?

A. Create a custom'URL Category' object with notifications enabled.
B. Ensure that the 'site access" setting for all URL sites is set to 'alert'.

C. Publish monitoring data for Security policy deny logs.

D. Enable 'Response Pages' on the interface providing Internet access.

Answer: D

NEW QUESTION # 71

Users from the internal zone need to be allowed to Telnet into a server in the DMZ zone.

Complete the security policy to ensure only Telnet is allowed.

Security Policy: Source Zone: Internal to DMZ Zone services "Application defaults", and action= Allow

A. Log Forwarding

B. Application = "Telnet'

C. USER-ID ="Allow users in Trusted'
D. Destination IP: 192.168.1.123/24

Answer: B

NEW QUESTION # 72
During the packet flow process, which two processes are performed in application identification? (Choose two.)

e A session application identified
¢ B. application changed from content inspection
e (. pattern based application identification



¢ D. application override policy match

Answer: C,D

NEW QUESTION # 73
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