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Fortinet FCSS_LED_AR-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring
tools for wireless connectivity.

Topic 2
Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
implementing zero-touch provisioning, configuring VLANs, ports, and trunks, and setting up FortiExtender
and FortiAP devices.
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Topic 3
Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
authentication with digital certificates, and configuring syslog and RADIUS single sign-on on
FortiAuthenticator.

Topic 4
Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,
dynamic VLAN, and VLAN pooling.
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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q90-Q95):
NEW QUESTION # 90 
Which FortiAnalyzer dashboard provides AIOps-related summaries and alerts?
Response:

A. Incidents & Events > AIOps
B. Fabric View > AI-Powered Insights
C. Log View > Threats
D. FortiView > System Events

Answer: A

NEW QUESTION # 91 
Refer to the exhibits.
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A company has multiple FortiGate devices deployed and wants to centralize user authentication and authorization. The administrator
decides to use FortiAuthenticator to convert RSSO messages to FSSO, allowing all FortiGate devices to receive user authentication
updates.
After configuring FortiAuthenticator to receive RADIUS accounting messages, users can authenticate, but FortiGate does not
enforce the correct policies based on user groups. Upon investigation, the administrator discovers that FortiAuthenticator is receiving
RADIUS accounting messages from the RADIUS server and successfully queries LDAP for user group information. But, FSSO
updates are not being sent to FortiGate devices and FortiGate firewall policies based on FSSO user groups are not being applied.
What is the most likely reason FortiGate is not receiving FSSO updates?

A. The FortiAuthenticator interface is not enabled to receive RADIUS accounting messages.
B. The LDAP server is not configured to retrieve group memberships for RSSO users.
C. The RADIUS Username and Client IPv4 attributes are not defined on FortiAuthenticator.
D. FortiAuthenticator is missing the FSSO user group attribute in the configuration.

Answer: C

Explanation:
In this design, FortiAuthenticator receivesRADIUS accounting (RSSO) messages, looks up the user in LDAP to get group
information, theninjects FSSO logon eventstoward all FortiGate devices.
From the exhibits we know:
* FortiAuthenticatoris receiving RADIUS accountingfrom the RADIUS server.
* LDAP queries are successful and return group membership.
* But FortiGatedoes not receive FSSO logons, so identity-based policies are not applied.
For FortiAuthenticator to create an FSSO logon, the RADIUS accounting record must be correctlyparsed into at least:



* Username
* Client IP address
These are mapped from the RADIUS attributes in theRADIUS Accounting SSO clientconfiguration (for example, User-Name and
Framed-IP-Address). If these are not defined or mapped incorrectly, FortiAuthenticator can see the accounting packet butcannot
build a valid FSSO session, so no update is sent to FortiGate.
Thus the most likely root cause is:
#The RADIUS Username and Client IPv4 attributes are not correctly definedfor that RADIUS Accounting SSO client (optionA).
Other options conflict with the scenario:
* B- LDAP is already successfully returning groups.
* C- FSSO user group attribute is separate; even without it, FSSO logons would still be created (just without group mapping).
* D- The interfaceisreceiving RADIUS accounting, so it is clearly enabled.

NEW QUESTION # 92 
Refer to the exhibit.

Which shows the WTP profile configuration.
The AP profile is assigned to two FAP-231F APs that are installed in an open plan area.
The first AP has 32 clients associated with the 5 GHz radios and 22 clients associated with the 2.4 GHz radio.
The second AP has 12 clients associated with the 5 GHz radios and 20 clients associated with the 2.4 GHz radio.
A dual-band-capable client enters the area near the first AP and the first AP measures the new client at - 3 3 dBm signal strength.
The second AP measures the new client at -43 dBm signal strength.
If the new client attempts to conned to the student 01 wireless network, which AP radio will the client be associated with?

A. The second AP 2.4 GHz interface is preferred over 5 GHz for better speed and lower interference.
B. The first AP 2.4 GHz interface provides a stronger signal, which clients often prioritize.
C. The second AP 5 GHz interface has fewer clients, which ensures better performance despite the weaker signal.
D. The first AP 5 GHz interface because it has a stronger signal.

Answer: C



Explanation:
From theWTP profile:
set handoff-rssi 30
set handoff-sta-thresh 30
config radio-1
set band 802.11n-2G
set vaps "Student01"
config radio-2
set band 802.11ac-5G
set darrp enable
set arrp-profile "arrp-default"
set vaps "Student01"
Key points:
* Same SSID (Student01)is broadcast onboth APsand onboth bands(2.4 and 5 GHz).
* handoff-sta-thresh 30 enablesclient load-balancingbetween APs:
* When an AP radio hasmore than 30 associated clients, it starts rejecting new associations so that clients connect to a neighboring
AP instead (as long as RSSI is still acceptable).
* Current client counts:
* AP1:32 clients on 5 GHz, 22 on 2.4 GHz
* AP2:12 clients on 5 GHz, 20 on 2.4 GHz
So on 5 GHz:
* AP1's 5-GHz radioexceedsthe 30-client threshold (32 > 30) # it will try topush new clients away.
* AP2's 5-GHz radio iswell belowthe threshold (12 clients) and will happily accept new clients.
The new dual-band client is seen at:
* -33 dBmby AP1
* -43 dBmby AP2
Even though AP1 has the stronger signal, its 5-GHz radio is already overloaded according to the configured threshold, so AP1 will
refuse association attempts from that client. The client will then associate toAP2's 5- GHz radio, which:
* Hasfewer clients(better airtime per device), and
* Still has an acceptable signal (-43 dBm is easily usable on 5 GHz).
That matches optionCexactly.
Other options are incorrect because they ignore the configuredclient-load-balancing thresholdsand assume association based purely
on RSSI or prefer 2.4 GHz, which is not what this profile is tuned to do.

NEW QUESTION # 93 
Which CLI command displays managed FortiSwitch status from FortiGate?
Response:

A. get system interface
B. show switch-controller global
C. get switch-controller managed-switch
D. diagnose switch-controller get-conn-status

Answer: C

NEW QUESTION # 94 
Which configuration elements are required to assign a VLAN to a FortiSwitch port?
(Choose two)
Response:

A. Assign VLAN to switch port profile
B. Create a static route
C. Define VLAN ID in FortiGate
D. Enable DHCP relay on VLAN

Answer: A,C



NEW QUESTION # 95
......
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