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Palo Alto Networks Network Security Analyst Sample Questions (Q330-
Q335):

NEW QUESTION # 330

A network administrator is troubleshooting an intermittent application connectivity issue that only affects a specific subnet, but only
when traffic traverses a particular firewall managed by Panoram a. The administrator suspects a recent policy change. How can
Panorama's features be leveraged to efficiently diagnose and potentially revert problematic policy changes for this specific firewall,
minimizing impact to other devices?

¢ A Export the full configuration of all firewalls, use a diff tool to compare them, then manually reconfigure the problematic
firewall.

¢ B. Disable all security policies on the problematic firewall to isolate the issue, then re-enable them one by one.

e C. Use the 'Commit Scope' feature in Panorama to commit only the changes made to the problematic device group and then
review the commit history on the device itself.

e D. Utilize Panorama's 'Configuration History' and '"Load Named Configuration' features to review recent changes, identify the
specific commit that introduced the issue, and revert only that firewall's configuration to a previous, known-good state without
affecting other devices managed by Panorama.

e E. Performa 'Revert to Last Saved Configuration' directly on the affected firewall, then manually re-apply all necessary

changes.
Answer: D

Explanation:

Option C is the most effective and safe method. Panorama's 'Configuration History' allows administrators to view all past commiits,
including who made them and what changes were included. The 'Load Named Configuration' feature enables loading a specific
historical configuration point for a particular firewall or device group, rather than the entire Panorama configuration. This granular
control allows for targeted troubleshooting and reversion without impacting other firewalls. Option A is partially correct but doesn't
offer direct reversion of specific historical commits. Option B is risky as it might revert more than intended and lose recent valid
changes. Option D is cumbersome and manual. Option E is disruptive and not a targeted diagnostic approach.

NEW QUESTION # 331
An admmnistrator wants to prevent users from submitting corporate credentials in a phishing attack.
Which Security profile should be applied?

A. vulnerability protection
B. antivirus

C. URL filtering

D. anti-spyware

Answer: D

NEW QUESTION # 332
Which dynamic update type includes updated anti-spyware signatures?

A. Antivirus

B. GlobalProtect Data File
C. PAN-DB

D. Applications and Threats

Answer: D

NEW QUESTION # 333
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Where does a user assign a tag group to a policy rule in the policy creation window?

A. Actions tab

B. Application tab
C. Usage tab

D. General tab

Answer: D

Explanation:

A user can assign a tag group to a policy rule in the policy creation window by selecting the General tab. A tag group is a collection
of tags that can be used to identify and filter policy rules based on different criteria, such as function, location, or priority. A user can
create a tag group on Panorama and assign it to a policy rule to apply the same set of tags to muiltiple firewalls or device groupsl. To
assign a tag group to a policy rule, the user needs to:

Select the General tab in the policy creation window.

Click the Tag Group drop-down menu and select the tag group that the user wants to assign to the policy rule.

Click OK to save the changes. The policy rule will inherit the tags from the tag group and display them in the Tag column.

NEW QUESTION # 334
How many zones can an interface be assigned with a Palo Alto Networks firewall?

A. three
B. one
C. two
D. four

Answer: B

NEW QUESTION # 335
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