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Questions (Q49-Q54):
NEW QUESTION # 49 
Which technique allows an attacker to see data in transit over a network?

A. Pharming
B. Social engineering
C. Phishing
D. Sniffing

Answer: D
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NEW QUESTION # 50 
Which of the following is a social engineering technique?

A. Phishing
B. Traffic analysis
C. port scanning
D. Firewalking

Answer: A

NEW QUESTION # 51 
Which attack is characterized by overwhelming a target with traffic from multiple sources?

A. DoS attack
B. SQL injection attack
C. DDoS attack
D. Man-in-the-middle attack

Answer: C

NEW QUESTION # 52 
In which phase of penetration testing is information gathered to identify potential targets and their vulnerabilities?

A. Reporting
B. Discovery
C. Attack
D. Planning

Answer: B

NEW QUESTION # 53 
What is the primary function of a vulnerability assessment?

A. To install security patches
B. To exploit identified weaknesses
C. To identify potential security weaknesses in a system
D. To monitor user activity

Answer: C

NEW QUESTION # 54
......
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