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Microsoft Azure Administrator Sample Questions (Q261-Q266):
NEW QUESTION # 261 
You have an Azure virtual machine that runs Windows Server 2019 and has the following configurations:
* Name: VM1
* Location: West US
* Connected to: VNET1
* Private IP address: 10.1.0.4
* Public IP address: 52.186.85.63
* DNS suffix in Windows Server: Adatum.com
You create the Azure DNS zones shown in the following table.

You need to identify which DNS zones you can link to VNET1 and the DNS zones to which VM1 can automatically register.
Which zones should you identify? To answer, select the appropriate options in the answer area.

Answer:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/dns/private-dns-overview
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NEW QUESTION # 262 
You are configuring serverless computing in Azure.
You need to receive an email message whenever a resource is created in or deleted from a resource group. Which three actions
should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange
them in the correct order.

Answer:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/event-grid/monitor-virtual-machine-changes-event-grid-logic-app

NEW QUESTION # 263 
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.
You need to ensure that an Azure Active Directory (Azure AD) user named Admin1 is assigned the required role to enable Traffic
Analytics for an Azure subscription.
Solution: You assign the Owner role at the subscription level to Admin1.
Does this meet the goal?

A. No
B. Yes

Answer: A

Explanation:



Explanation
The Owner role is a very high-level role that grants full access to manage all resources in the scope, including the ability to assign
roles to other users. This role does not follow the principle of least privilege, which means that you should only grant the minimum
level of access required to accomplish the goal.
To enable Traffic Analytics for an Azure subscription, you need to have a role that grants you the following permissions at the
subscription level:
Microsoft.Network/applicationGateways/read
Microsoft.Network/connections/read
Microsoft.Network/loadBalancers/read
Microsoft.Network/localNetworkGateways/read
Microsoft.Network/networkInterfaces/read
Microsoft.Network/networkSecurityGroups/read
Microsoft.Network/publicIPAddresses/read
Microsoft.Network/routeTables/read
Microsoft.Network/virtualNetworkGateways/read
Microsoft.Network/virtualNetworks/read
Microsoft.OperationalInsights/workspaces/*
Some of the built-in roles that have these permissions are Owner, Contributor, or Network Contributor1.
However, these roles also grant other permissions that may not be necessary or desirable for enabling Traffic Analytics. Therefore,
the best practice is to use the principle of least privilege and create a custom role that only has the required permissions for enabling
Traffic Analytics2.
Therefore, to meet the goal of ensuring that an Azure AD user named Admin1 is assigned the required role to enable Traffic
Analytics for an Azure subscription, you should create a custom role with the required permissions and assign it to Admin1 at the
subscription level.

NEW QUESTION # 264 
The development team asks you to provision an Azure storage account for their use.
To remain in compliance with IT security policy, you need to ensure that the new Azure storage account meets the following
requirements:
- Data must be encrypted at rest.
- Access keys must facilitate automatic rotation.
- The company must manage the access keys.
What should you do?

A. Create a service endpoint between the storage account and a virtual network (VNet).
B. Enable Storage Service Encryption (SSE) on the storage account.
C. Require secure transfer for the storage account.
D. Configure the storage account to store its keys in Azure Key Vault.

Answer: D

Explanation:
You should configure the storage account to store its keys in Azure Key Vault. Azure Key Vault provides a mechanism to store
secrets, such as storage account keys, user credentials, and digital certificates, securely in the Microsoft Azure cloud. You can
access the underlying Representational State Transfer (REST) application programming interface (API) to rotate or retrieve the
secrets in your source code.
You should not enable SSE on the storage account for two reasons. First, SSE is enabled automatically on all Azure storage
accounts and encrypts all storage account data at rest.
Second, SSE in its native form uses Microsoft-managed access keys, which violates the scenario constraint for customer-managed
keys.
You should not require secure transfer for the storage account. Secure transfer forces all REST API calls to use HTTPS instead of
HTTP. This feature has nothing to do with either access keys or their management and rotation.
You should not create a service endpoint between the storage account and a VNet. A service endpoint allows you limit traffic to a
storage account from resources residing on an Azure VNet.

NEW QUESTION # 265 
You have an Azure subscription that contains a policy-based virtual network gateway named GW1 and a virtual network named
VNet1.



You need to ensure that you can configure a point-to-site connection from an on-premises computer to VNet1.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Reset GW1
B. Add a connection to GW1
C. Create a route-based virtual network gateway
D. Add a public IP address space to VNet1
E. Delete GW1
F. Add a service endpoint to VNet1

Answer: C,E

Explanation:
Explanation
C: A VPN gateway is used when creating a VPN connection to your on-premises network.
Route-based VPN devices use any-to-any (wildcard) traffic selectors, and let routing/forwarding tables direct traffic to different
IPsec tunnels. It is typically built on router platforms where each IPsec tunnel is modeled as a network interface or VTI (virtual
tunnel interface).
E: Policy-based VPN devices use the combinations of prefixes from both networks to define how traffic is encrypted/decrypted
through IPsec tunnels. It is typically built on firewall devices that perform packet filtering.
IPsec tunnel encryption and decryption are added to the packet filtering and processing engine.
Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/create-routebased-vpn-gateway-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps

NEW QUESTION # 266
......
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