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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q239-Q244):
NEW QUESTION # 239 
Universal containers (UC) have a custom, internal-only, mobile billing application for users who are commonly out of the office. The
app is configured as a connected App in salesforce. Due to the nature of this app, UC would like to take the appropriate measures
to properlysecure access to the app. Which two are recommendations to make the UC? Choose 2 answers

A. Set login IP ranges to the internal network for all of the app users profiles.
B. Use Google Authenticator as an additional part of the logical processes.
C. Disallow the use of single Sign-on for any users of the mobile app.
D. Require high assurance sessions in order to use the connected App

Answer: B,D

Explanation:
High assurance sessions are sessions that require a stronger level of identity verification, such astwo-factor authentication or SAML
assertions1. Google Authenticator is an app that generates verification codes on your mobile device that you canuse as a second
factor of authentication2. These measures can help prevent unauthorized access to the connected app by ensuring that the useris who
they claim to be and that they have access to their mobile device. Disallowing the use of single sign-on (SSO) for the mobile app is
not a recommendation because SSO can provide a seamless and secure user experience across multiple applications3. Setting login
IP ranges totheinternal network for the app users profiles is not a recommendation because it can limit the mobility and flexibility of
the users who are commonly out of the office.
References: 1: Session Security Levels 2: Google Authenticator 3: Connected Apps : [Restrict Login Access by IP Address]

NEW QUESTION # 240 
Universal Containers (UC) has a mobile application for its employees that uses data from Salesforce as well as uses Salesforce for
Authentication purposes. UC wants its mobile users to only enter their credentials the first time they run the app. The application has
been live for a little over 6 months, and all of the users who were part of the initial launch are complaining that they have to re-
authenticate. UC has also recently changed the URI Scheme associated with the mobile app. What should the Architect at UC first
investigate?Universal Containers (UC) has a mobile application for its employees that uses data from Salesforce as well as uses
Salesforce for Authentication purposes. UC wants its mobile users to only enter their credentials the first time they run the app. The
application has been live for a little over 6 months, and all of the users who were part of the initial launch are complaining that they
have to re-authenticate. UC has also recently changed the URI Scheme associated with the mobile app. What should the Architect
at UC first investigate?

A. Verify that the Callback URL is correctly pointing to the new URI Scheme.
B. Confirm that the access Token's Time-To-Live policy has been set appropriately.
C. Check the Refresh Token policy defined in the Salesforce Connected App.
D. Validate that the users are checking the box to remember their passwords.

Answer: C

Explanation:
Explanation
The first thing that the architect at UC should investigate is the refresh token policy defined in the Salesforce connected app. A
refresh token is a credential that allows an application to obtain new access tokens without requiring the user to re-authenticate. The
refresh token policy determines how long a refresh token is valid and under what conditions it can be revoked. If the refresh token
policy is set to expire after a certain period of time or after a change in IP address or device ID, then the users may have to re-
authenticate after using the app for a while or from a different location or device. Option B is not a good choice because validating
that the users are checking the box to remember their passwords may not be relevant, as the app uses SSO with a third-party
identity provider and does not rely on Salesforce credentials. Option C is not a good choice because verifying that the callback URL
is correctly pointing to the new URI scheme may not be necessary, as the callback URL is used for redirecting the user back to the
app after authentication, but it does not affect how long the user can stay authenticated. Option D is not a good choice because
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confirming that the access token's time-to-live policy has been set appropriately may not be effective, as the access token's time-to-
live policy determines how long an access token is valid before it needs to be refreshed by a refresh token, but it does not affect how
long a refresh token is valid or when it can be revoked. References: [Connected Apps Developer Guide], [Digging Deeper into
OAuth 2.0 on Force.com]

NEW QUESTION # 241 
Northern Trail Outfitters (NTO) is launching a new sportswear brand on its existing consumer portal built on Salesforce Experience
Cloud. As part of the launch, emails with promotional links will be sent to existing customers to log in and claim a discount. The
marketing manager would like the portal dynamically branded so that users will be directed to the brand link they clicked on;
otherwise, users will view a recognizable NTO-branded page.
The campaign is launching quickly, so there is no time to procure any additional licenses. However, the development team is
available to apply any required changes to the portal.
Which approach should the identity architect recommend?

A. Use Heroku to build the new brand site and embedded login to reuse identities.
B. Configure an additional community site on the same org that is dedicated for the new brand.
C. Create a full sandbox to replicate the portal site and update the branding accordingly.
D. Implement Experience ID in the code and extend the URLs and endpoints, as required.

Answer: D

NEW QUESTION # 242 
Universal Containerswants to implement Single Sign-on for a Salesforce org using an external Identity Provider and corporate
identity store.
What type of authentication flow is required to support deep linking'

A. Web Server OAuth SSO flow
B. Service-Provider-Initiated SSO
C. Identity-Provider-initiated SSO
D. StartURL on Identity Provider

Answer: B

Explanation:
Single sign-on (SSO) is an authentication method that enables users to access multiple applications with one login and one set of
credentials4. There are two types of SSO flows thatcan be used with Salesforce as the service provider (SP) and an external identity
provider(IdP)5:
* Service-provider-initiated SSO: The user requests a resource from the SP, such as a Salesforce URL.
The SP redirects the user to the IdP for authentication. The IdP authenticates the user and sends a SAML response to the SP. The
SP validates the SAML response and grants access to the user5. This type of SSO flowsupports deep linking, which means that the
user can access a specific page within Salesforce without logging in again6.
* Identity-provider-initiated SSO: The user logs in to the IdP and selects an app from a list of available apps. The IdP sends a
SAML response to the SP. The SP validates the SAML response and grants access to the user5. This type of SSO flow does not
support deep linking, which means that the user can only access the default landing page of Salesforce6.
References:
Single Sign-On
SAMLSSO Flows
Deep Linking

NEW QUESTION # 243 
Universal Containers (UC) currently uses Salesforce Sales Cloud and an external billing application. Both Salesforce and the billing
application are accessed several times a day to manage customers. UC would like to configure single sign-on and leverage
Salesforce as the identity provider. Additionally, UC would like the billing application to be accessible from Salesforce. A redirect is
acceptable.
Which two Salesforce tools should an identity architect recommend to satisfy the requirements?
Choose 2 answers



A. Identity Connect
B. Connected Apps
C. App Launcher
D. salesforce Canvas

Answer: C,D

Explanation:
Explanation
Salesforce Canvas is a tool that allows external applications to be embedded into Salesforce as iframes, which can provide a
seamless user experience. App Launcher is a feature that allows users to access connected apps from a single location in Salesforce.
To enable single sign-on and use Salesforce as the identity provider, the external billing application needs to be configured as a
connected app and use an OAuth 2.0 or SAML protocol. Identity Connect is not relevant for this scenario, as it is a tool for
synchronizing user data between Salesforce and Active Directory. References: Salesforce Canvas Developer Guide, App Launcher,
Connected Apps

NEW QUESTION # 244
......
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