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Microsoft Security Operations Analyst 38 SC-200 & 5% [ &2 (Q104-Q109):

H A #104

You have an Azure subscription named Subl that is linked to a Microsoft Entra tenant named contoso.com
Contoso.com contains a user named Userl. Subl contains a Microsoft Sentinel workspace.

You provision a Microsoft Copilot for Security capacity.

Youneed to ensure that Userl can use Copilot for Security to perform the following tasks:

. Update the data sharing and feedback options.

. Investigate Microsoft Sentinel incidents.

The solution must follow the principle of least privilege.

Which role should you assign to User1 for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point

EfR:
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Explanation:

Task

Role

Update the data sharing and feedback options

Security Administrator

Investigate Microsoft Sentinel incidents

Microsoft Sentinel Responder

Microsoft Sentinel built-in roles documentation defines:

Microsoft Sentinel Responder - Can view incidents and perform incident response operations such as assigning, changing severity,
or closing incidents.

This role grants the ability to investigate and act on incidents, which includes collaboration with Microsoft Copilot for Security to
analyze incidents and run queries within Sentinel.

The Microsoft Sentinel Reader role, on the other hand, can only view incidents but cannot investigate or modify them, making it too
restrictive.

The Cloud App Security Administrator role is unrelated to Sentinel incident investigation.

Thus, for investigating Sentinel incidents using Copilot for Security, Microsoft Sentinel Responder is the correct and least-privileged
role.

Task

Role to Assign

Update the data sharing and feedback options

Security Administrator

Investigate Microsoft Sentinel incidents

Microsoft Sentinel Responder

* Security Admmistrator # Required to configure Copilot for Security settings (data sharing & feedback).

* Microsoft Sentinel Responder # Required to actively investigate incidents (least privilege for Sentinel operations).

These align with Microsoft Copilot for Security, Microsoft Sentinel, and Microsoft Entra role-based access control (RBAC)
documentation.

R #105

You need to recommend remediation actions for the Azure Defender alerts for Fabrikam.

What should you recommend for each threat? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

IEfi#:

fiR .-

Explanation

Reference:

httpsz/docs.microsoft.com/en-us/azure/key-vault/general/secure- your-key-vault

Z R #106

You create a new Azure subscription and start collecting logs for Azure Monitor.

Youneed to configure Azure Security Center to detect possible threats related to sign-ins from suspicious IP addresses to Azure
virtual machines. The solution must validate the configuration.

Which three actions should you performin a sequence? To answer, move the appropriate actions from the list of action to the
answer area and arrange them in the correct order.

Ef#:

AR :

Explanation

Reference:
https7/docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation

B #107



You have an Microsoft Sentinel workspace named SW1.

Youplan to create a custom workbook that will include a time chart.

Youneed to create a query that will identify the number of security alerts per day for each provider.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

IEf#:

fiR .-
Explanation:

H R #108

Youneed to create a query for a workbook. The query must meet the following requirements:

* List all incidents by incident number.

* Only include the most recent log for each incident.

How should you conplete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

R -

Explanation:

Reference:
https//www.drware.conmywhats-new-soc-operational-metrics-now-available-in-sentinel/
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