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¢ Integration and Automation: This section measures the skills of Autormation Engineers in deploying and
managing Palo Alto Networks NGFWs across various environments. It includes the installation of PA-
Series, VM-Series, CN-Series, and Cloud NGFWs. The use of APIs for automation, integration with
Topic 1 third-party services like Kubernetes and Terraform, centralized management with Panorama templates and
device groups, as well as building custom dashboards and reports in Application Command Center (ACC)
are key topics.

¢ PAN-OS Networking Configuration: This section of the exam measures the skills of Network Engineers in
configuring networking components within PAN-OS. It covers mnterface setup across Layer 2, Layer 3,
virtual wire, tunnel interfaces, and aggregate Fthernet configurations. Additionally, it includes zone creation,
high availability configurations (active

e active and active

¢ passive), routing protocols, and GlobalProtect setup for portals, gateways, authentication, and tunneling,
The section also addresses IPSec, quantum-resistant cryptography, and GRE tunnels.

Topic 2

¢ PAN-OS Device Setting Configuration: This section evaluates the expertise of System Administrators in
configuring device settings on PAN-OS. It includes implementing authentication roles and profiles, and
configuring virtual systems with interfaces, zones, routers, and inter-VSYS security. Logging mechanisms
Topic 3 such as Strata Logging Service and log forwarding are covered alongside software updates and certificate
management for PKI integration and decryption. The section also focuses on configuring Cloud Identity
Engine User-1D features and web proxy settings.

Palo Alto Networks Next-Generation Firewall Engineer Sample Questions
(Q124-Q129):

NEW QUESTION # 124
What is a result of enabling split tunneling in the GlobalProtect portal configuration with the "Both Network Traffic and DNS"
option?

e A It specifies which domains are resolved by the VPN-assigned DNS servers and which domains are resolved by the local
DNS servers.

¢ B. It allows devices on a local network to access blocked websites by changing which DNS server resolves certain domain
names.

e C. It specifies when the secondary DNS server is used for resolution to allow access to specific domains that are not
managed by the VPN.

e D. It allows users to access internal resources when connected locally and external resources when connected remotely using
the same FQDN.

Answer: A

Explanation:

When split tunneling is enabled with the "Both Network Traftic and DNS" option in the GlobalProtect portal configuration, it allows
the firewall to control which traffic is sent over the VPN tunnel and which is not. Specifically, it determines which domains are
resolved by the VPN-assigned DNS servers (for domains requiring VPN access) and which are resolved by local DNS servers (for
domains that can be accessed without the VPN tunnel).

NEW QUESTION # 125

An organization requires a single security platform that integrates firewalling, VPN, intrusion prevention, and malware protection to
simplify operations.

Which security concept BEST describes this approach?

A. Unified Threat Management / NGFW
B. Defense in depth

C. Zero Trust Architecture

D. Network micro-segmentation

Answer: A



Explanation:
NGFWs and UTM platforms combine multiple security functions into a single device, reducing complexity and improving
manageability.

NEW QUESTION # 126

A large enterprise wants to implement certificate-based authentication for both users and devices, using an on-premises Microsoft
Active Directory Certificate Services (AD CS) hierarchy as the primary certificate authority (CA). The enterprise also requires
Online Certificate Status Protocol (OCSP) checks to ensure efficient revocation status updates and reduce the overhead on its
NGFWs. The environment includes muiltiple Active Directory forests, Panorama management for several geographically dispersed
firewalls, GlobalProtect portals and gateways needing distinct certificate profiles for users and devices, and strict Security policies
demanding frequent revocation checks with minimal latency.

Which approach best addresses these requirements while maintaining consistent policy enforcement?

¢ A Deploy self-signed certificates at each site to simplify local certificate validation and reduce dependencies on a centralized
CA. Turn off certificate revocation checks for lower overhead, rely on IP-based rules for GlobalProtect authentication, and
use a single certificate profile for both users and devices.

¢ B. Configure each firewall independently to trust the root and intermediate CA certificates. Rely only on manual CRL checks
for certificate revocation, and import both user and device certificates directly into each firewall's local certificate store for
authentication.

¢ C. Distribute the root and intermediate CA certificates via Panorama as shared objects to ensure all firewalls have a consistent
trust chain. Configure OCSP responder profiles on each firewall to offload revocation checks to an internal OCSP server
while keeping CRL checks as a fallback.
Maintain separate certificate profiles for user and device authentication and use an automated enrolliment method ?such as
Group Policy or SCEP ?to deploy certificates to endpoints.

¢ D. Obtain wildcard certificates from a public CA for both user and device authentication, and configure firewalls to perform
CRL polling at the default update interval. Manually install user certificates on endpoints and synchronize firewall certificate
stores through frequent manual SSH updates to maintain consistency.

Answer: C

Explanation:

This approach best addresses the enterprise's requirements for certificate-based authentication, OCSP checks, and consistent policy
enforcement:

Distributing the root and intermediate CA certificates via Panorama ensures that all firewalls in the enterprise are consistent in their
trust chain and can validate certificates properly. Configuring OCSP responder profiles on each firewall offloads the revocation
checks to an internal OCSP server, which reduces the overhead on the firewalls and ensures fast, real-time certificate status checks.
Using CRL checks as a fallback ensures reliability in case the OCSP responder is unavailable.

Separate certificate profiles for users and devices ensure that the firewall can enforce different security policies based on the type of
certificate (user vs. device). Automated certificate enroliment methods such as Group Policy or SCEP streamiline certificate
distribution to endpoints, ensuring efficient management of certificates across geographically dispersed firewalls.

NEW QUESTION # 127
When an engineer creates a new VSYS on a supported firewall platform, which resource can be explicitly imited in the VSYS
configuration to control its capacity?

A. Maximum number of admin accounts
B. Maximum number of log entries

C. Maximum number of NAT rules

D. Dedicated dataplane memory

Answer: C
Explanation:

When creating a VSYS, PAN-OS allows explicit allocation limits on shared resources, including the maximum number of NAT
rules, enabling administrators to control and constrain the configuration capacity and resource consumption of each virtual system.

NEW QUESTION # 128



An organization is migrating its data center to Amazon Web Services (AWS) and needs to deploy VM-Series firewalls to inspect all
ingress and egress traffic. The solution must provide both resilience across muiltiple Availability Zones and the ability to scale
horizontally.

‘Which combination of AWS services and Palo Alto Networks components is required for this use case?

A. Amazon EC2 Auto Scaling group with VM-Series firewalls and an Amazon Gateway Load Balancer
B. AWS Lambda function that monitors the firewall's health and re-routes traffic using the AWS API

C. Single VM-Series firewall with an Elastic IP address that can be re-associated upon failure

D. PAN-OS active/active high availability (HA) pair with an AWS Transit Gateway

Answer: A

Explanation:

Using VM-Series firewalls in an EC2 Auto Scaling group provides horizontal scale-out across multiple Availability Zones, and
placing them behind an Amazon Gateway Load Balancer enables resilient, distributed traffic insertion for centralized inspection of
ingress and egress flows while supporting automatic scaling and failover.

NEW QUESTION # 129

Many candidates who are ready to participate in the Palo Alto Networks certification NGFW-Engineer exam may see many
websites available online to provide resources about Palo Alto Networks certification NGFW-Engneer exam. However,
PDFDunps is the only website whose exam practice questions and answers are developed by a study of the leading IT experts's
reference materials. The information of PDFDumps can ensure you pass your first time to participate in the Palo Alto Networks
Certification NGFW-Engineer Exam.
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