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IR #88

An enmployee wants a consulting company to procure a data set that contains age, ethnicity, and diabetes status. During
development, the employer wants to ensure the integrity of the data.

Which of the following is the best strategy to accomplish this task?

¢ A, Implementing checksums
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¢ B. Enabling log monitoring
¢ (. Conducting human evaluation
¢ D. Querying the model

BER: A

it RE S -
Checksums ensure data integrity by detecting any unauthorized or accidental changes to the dataset. This provides a reliable way to
confirm that sensitive attributes such as age, ethnicity, and diabetes status remain unaltered during development.

il /8 #89
‘Which of the following is the primary purpose of validating data for an Al system?

A. To automate the process

B. To ensure bias-free outcomes

C. To reduce consumption of resources
D. To optimize the storage databases

ZX: B

R RE RS A :
Validating data ensures quality, consistency, and fairness in training sets, helping prevent biased or inaccurate results in Al system
outputs.

R #90
An organization is developing and implementing Al features into a custormer service application.
Which of the following practices should the organization put the place before releasing the application for custorer trials?

A. Approved Al vendor lists

B. Third-party risk management
C. Data masking and sanitization
D. External compliance audits

ER: C

fE AR A«

Before releasing Al features for customer trials, it is critical to protect sensitive information that may be used during testing, Data
masking and sanitization ensure customer or corporate data is anonymized or obfuscated, reducing the risk of data exposure while
still allowing realistic evaluation of the Al system

FIRE #91
A security operations center (SOC) has a very high volume of logs and alerts. The manager proposes the implementation of machine
learning (ML) system to help with triage. Which of the following tasks is most suitable?

A. Automatically patching vulnerable systems
B. Applying filters on specific alerts

C. Summarizing the content of alerts

D. Identifying and classifying alerts

ZE: D
fRRERR A :

Machine learing is best suited for analyzing large volumes of security data and distinguishing between true threats and false positives.
By identifying and classifying alerts, the ML system helps the SOC prioritize incidents and reduce analyst workload.

& #92
An administrator, who works for a financial institution, is required to implement data security controls for data at rest within Al



systems that mvolve data disclosure. Which of the following is the most suitable control?

A. Data lineage
B. Rate limits
C. Masking

D. Encryption

ZE: D

fRRERR A
For financial institutions handling Al systems, protecting data at rest against disclosure requires encryption. Encryption ensures that
even if the storage medium is accessed or compromised, the data remains unreadable without the proper decryption keys.
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