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CompTIA CY0-001 latest questions are real and verified by CompTIA CY0-001 certification exam experts. With the CompTIA
CY0-001 Practice Test questions you will get everything that you need to learn, prepare and get success in the final CompTIA
SecAI+ Certification Exam certification exam.

CompTIA SecAI+ Certification Exam Sample Questions (Q12-Q17):
NEW QUESTION # 12 
A cybersecurity analyst wants to choose a machine learning (ML) model to classify log entries while providing the best explainability.
Which of the following models should the analyst use?

A. Generative adversarial network (GAN)
B. Decision trees
C. Neural networks
D. Large language model (LLM)

Answer: B

Explanation:
Decision trees provide clear and interpretable decision paths, making them highly explainable compared to complex models like
neural networks or GANs. This makes them the best choice for classifying log entries when explainability is a priority.
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NEW QUESTION # 13 
A financial organization implements a new AI-based fraud detection system to flag suspicious transactions. A security analyst
discovers that it occasionally blocks legitimate transactions.
Which of the following is the best recommendation?

A. Rolling back the model and using a traditional fraud detection system
B. Implementing AI token usage and rate limits
C. Encrypting all the data processed by AI and applying further access controls
D. Retaining the model with more data and recent transaction patterns

Answer: D

Explanation:
False positives occur when the AI model lacks sufficient or representative training data.
Retraining the model with more diverse and recent transaction patterns improves accuracy, reducing the chance of legitimate
transactions being incorrectly flagged.

NEW QUESTION # 14 
Which of the following requires developers to harden infrastructure to protect AI systems?

A. Development guidelines
B. Intake processes
C. Acceptable use policies
D. Configuration standards

Answer: D

Explanation:
Configuration standards define how infrastructure and systems must be securely set up and maintained. By following these standards,
developers harden the environment that supports AI systems, reducing risks from misconfigurations and vulnerabilities.

NEW QUESTION # 15 
Global IPs attempt logins against thousands of accounts with known breached credentials. What attack is occurring?

A. SQL injection
B. DDoS
C. Password spraying
D. Credential stuffing

Answer: D

Explanation:
Credential stuffing uses leaked username-password pairs.

NEW QUESTION # 16 
An organization recently developed an AI-powered product and discovers that it is vulnerable to attacks in which malicious actors
can alter the input, causing the system to recommend inappropriate information. Which of the following techniques is the most
effective way to secure the system against manipulation attacks?

A. Guardrails
B. Cross-validation
C. Feature regularization
D. Feature scaling

Answer: A

Explanation:
Guardrails restrict and control how an AI model processes and responds to inputs, making them the most effective defense against



manipulation attacks such as prompt injection or malicious input alteration.

NEW QUESTION # 17
......
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