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HH #145

An administrator isprotecting an application and its datastored onVolume GroupsusingProtection Domains.
Duringfailover tests, allapplication VM restore successfully, but theapplication data is completely missing.
How can the Protection Domain configuration be adjusted to avoid this issue in the future? (Choose two.)
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A. Use application-consistent snapshots.

B. Manually add Volume Groups to Protected Entities.

C. Select the "Auto protect related entities" checkbox.

D. Place Volume Groups in a separate Protection Domain.

Eﬁ: B\ C

R -

Protection Domains (PDs) in Nutanix ensure that entire applications and their associated data are protected during
failover.However, Volume Groups (VGs) are not automatically includedunless explicitly configured.

* Option A (Select "Auto protect related entities") is correct:

* This setting ensures thatassociated Volume Groups, networks, and other dependencies are included in the Protection
Domainautomatically.

* Without enabling this, only the VM itself would be protected, leading tomissing application data upon failover.

* Option B (Manually add Volume Groups to Protected Entities) is correct:

* If"Auto protect related entities" is not enabled, the administrator mustmanually add Volume Groups to the Protection Domain.
* This ensures that bothVMs and their attached Volume Groupsare replicated and recovered together.

* Option C (Place Volume Groups in a separate Protection Domain) is incorrect:

* Separating Volume Groups into a different PDdoes not guarantee they failover together with VM.

* It is best practice tokeep related VMs and Volume Groups in the same PD.

* Option D (Use application-consistent snapshots) is incorrect:

* Whileapplication-consistent snapshots improve data mtegrity, theydo not fix missing Volume Groups i failover scenarios.
References:

* Nutanix Disaster Recovery Guide#Protection Domain Configuration and Volume Groups

* Nutanix KB#Ensuring Volume Groups Are Included in Disaster Recovery Failovers

E M #146
‘Which Nutanix tool provides real-time insights and anomaly detection for a Nutanix environment?

A. Insights

B. Prism Central

C. LCM (Life Cycle Manager)
D. NCC (Nutanix Cluster Check)

EfE: A

R #147
An administrator needs to ensure that aVM is powered on before the rest of the VMswhen starting a host.
‘Which configuration option allows this behavior?

A. Host Affinity
B. Recovery Plan

C. High Availability
D. Agent VM

Ef: C

AR

High Availability (HA) in Nutanixprovidespriority-based VM restart capabilitiesto ensure that certain VMs are powered onbefore
othersin the event of ahost reboot or failure.

* Option C (High Availability) is correct:

* NutanixHA policiesallow administrators toprioritize VM startup orderto ensure that critical services (such as database VMs or
management VM) are available before others.

* Option A (Recovery Plan) is incorrect:

* Recovery Plans are used mDisaster Recovery (DR) scenariosand do not control boot order during normal host restarts.

* Option B (Host Affinity) is incorrect:

* Host Affinity is used tokeep a VM pinned to a specific host, but it does not control boot sequencing,

* Option D (Agent VM) is incorrect:

* Agent VM (such asWitness VM) are specialized virtual machines used forMetro Availability, not general boot priority settings.



References:

* Nutanix Prism Element Guide #Configuring HA Reservation and VM Priority
* Nutanix Bible #High Availability (HA) and VM Failover

* Nutanix KB #VM Restart Priority in High Availability Configurations

H P #148

An administrator is experiencing performance issues within a VM and believes that more vCPU should be added to the specific VM.
The cluster as a whole appears to be performing well.

‘Which two metrics should be analyzed to determine if adding more vCPUs is warranted? (Choose two.)

¢ A. VM CPU Ready Time

e B. VM CPU Usage

e C. Host Memory Swap Out Rate
e D. Host CPU usage

_EE%: A\ B

R -

The Nutanix ECA course provides guidance on performance monitoring and troubleshooting for VM, including metrics to analyze
when determining whether additional vCPUs are needed. The scenario mvolves a VM experiencing performance issues, with the
cluster performing well overall, suggesting the issue is VM- specific.

Extract from Nutanix Enterprise Cloud Administration (ECA) Course Documents:

* Module: Performance Monitoring, Section: VM Performance Metrics'To determine ifa VM requires additional vCPUs, analyze
VM CPU Usage and VM CPU Ready Time. High CPU Usage indicates the VM is under heavy load, while high CPU Ready Time
suggests the VM is waiting for CPU resources, both justifying additional vCPUs."

* Module: Troubleshooting, Section: VM Performance Issues"When a VM experiences performance issues, VM CPU Usage and
VM CPU Ready Tinme are critical metrics. CPU Usage shows demand, while CPU Ready Time indicates contention or scheduling
delays, helping determine if more vCPUs are warranted." Explanation of Options:

* A. VM CPU UsageThis is correct. VM CPU Usage measures the percentage of CPU resources the VM is consuming, High CPU
Usage (e.g., consistently above 80-90%) indicates that the VM is under heavy load and may benefit from additional vCPUs to
handle the workload. The ECA course emphasizes:"VM CPU Usage is the primary metric to assess whether a VM's CPU
allocation is sufficient for its workload."

* B. VM CPU Ready TimeThis is correct. VM CPU Ready Time measures the time a VM is ready to run but waiting for CPU
resources from the hypervisor due to contention or oversubscription. High CPU Ready Tie (e.g., above 5-10%) suggests that the
VM is not getting enough CPU cycles, and adding vCPUs could alleviate the issue. The ECA course notes:"High VM CPU Ready
Time indicates CPU contention, often resolved by adding vCPUs or optimizing resource allocation."”

* C. Host Memory Swap Out RateThis is incorrect. Host Memory Swap Out Rate indicates memory pressure on the host, causing
memory pages to be swapped to disk. While this can affect VM performance, it is unrelated to CPU performance and does not
justify adding vCPUs. The ECA course states:"Host Memory Swap Out Rate is relevant for memory-related issues, not CPU
allocation decisions."

* D. Host CPU UsageThis is incorrect. Host CPU Usage measures the overall CPU utilization of the host, not the specific VM.
Since the cluster is performing well overall, high Host CPU Usage is unlikely, and it does not directly indicate whether the VM needs
more vCPUs. The ECA course clarifies:"Host CPU Usage is a cluster-wide metric and less relevant for diagnosing VM-specific
CPU performance issues." Additional Context from ECA:

* Performance Monitoring Tools: In Prism Element or Prism Central, VM CPU Usage and CPU Ready Time can be monitored
underVM > Monitoror through dashboards. These metrics provide insight into the VM's CPU demand and contention.

* Adding vCPUs: The ECA course advises caution when adding vCPUs, as over-allocation can increase CPU Ready Time due to
scheduling overhead. However, if both CPU Usage and Ready Time are high, adding vCPUs is justified.

Supporting Reference from Web Resuilts:

The Nutanix Bible (https:/www.nutanix.con/go/the-nutanix-bible) supports:"For VM performance issues, analyze VM CPU Usage
and CPU Ready Time to determine if additional vCPUs are needed, as these metrics directly indicate CPU demand and contention."

B #149

LCM Framework Check

A Lem prechecks detected 3 issues that would cause upgrade failures.

Check test lacp_configuration' failed: test lacp configuration: Unable to find Vcenter details for connection.

Please refer to KB 14277 Check test esx_ha enabled' failed: Unable to find Vcenter details for connection Check

test es_entering mm pinned virs' failed: Unable to find Veenter details for connection X LCM Framework Check An



administrator is attempting to upgrade the NIC firmware on a Nutanix cluster and sees the error displayed in the exhibit.
Which log is the most appropriate to analyze the LCM precheck failure?

A. lcm ops.out
B. catalog.out
C. genesis.out
D. lcm wget.out

EfE: A

it

The LCM (Life Cycle Manager) precheck failures in this scenario indicate an inability to connect to vCenter to validate ESXi-
specific checks, such as LACP configuration, HA, and pinned VMs. The appropriate log to analyze the details of the LCM
precheck failures is the 1cm ops.out log,

From theNutanix Enterprise Cloud Administration (ECA)course materials:

"The 1cm_ops.out log file contains detailed output and error information related to LCM operations, including prechecks, execution,
and post-checks. This log is essential for troubleshooting LCM framework failures and understanding the root cause of any issues

preventing upgrades.”
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