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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q216-Q221):

NEW QUESTION # 216

You are configuring a home network for a customer. The customer has requested the ability to access a Windows PC remotely, and
needs all chat and optional fnctions to work in their game console.

INSTRUCTIONS

Use the drop-down menus to complete the network configuration for the customer. Each option may only be used once, and not all
options will be used.

Then, click the + sign to place each device in its appropriate location.

Ifat any time you would like to bring back the mitial state of the simulation, please click the Reset All button.

Wireless AP LAN

Firewall Screened Subnet

Answer:

Explanation:

See explanation below.

Explanation:

The completed configuration:

1. Wireless AP (LAN side)

1. LAN IP: 192.168.10.1

2. Encryption: WPA2 PSK

2. Router (port-forward rule)

1. Allow TCP Any 3389

This forwards inbound RDP traffic (TCP/3389) from the Internet to the Windows PC, enabling Remote Desktop access.

3. Firewall (screened subnet side)

1. LAN IP: 10.100.0.1

4. Device placement

1. PC: place behind the router (where the port-forward rule points).

2. Gamre console: place on the Wireless AP (so it can use chat and extra services over WPA2 PSK).

3. Firewall: place in front of the screened subnet (with its 10.100.0.1 IP facing that subnet).

* The Windows PC is placed in the screened subnet (behind the firewall) for enhanced security. Remote access to this PC requires
port forwarding of TCP port 3389 (RDP), which is correctly configured through the router.

* The Game Console is placed on the Wireless AP LAN, using WPA2 PSK for a secure wireless connection. Game consoles
typically use peer-to-peer chat and online services that require open access without firewall restrictions, which is why the console is
not placed behind the firewall.

CompTIA A+ 220-1102 Reference Points:

* Objective 3.4: Given a scenario, implement best practices associated with data and device security.

* Objective 2.4: Given a scenario, use appropriate tools to support and configure network settings.

* Study Guide Reference: CompTIA A+ Core 2 guides recommend using screened subnets (a type of DMZ) for systems needing
controlled external access, such as remote desktops, while placing gaming and media devices on less restricted networks for full
functionality.

NEW QUESTION # 217

A technician follows the proper procedure for malware removal on an infected computer.
However, the technician is unable to remove all the malware and decides to reload the OS.
Which of the following should the technician select?

A. OS repair

B. Systemrestore
C. Version upgrade
D. Clean install

Answer: D

Explanation:



A clean install removes the current OS and all existing data, ensuring all malware is eliminated from the system

NEW QUESTION # 218

A user ' s new laptop, which was advertised as gaming-ready, is performing slowly when the user is playing a modern game.
However, when the user is playing a less resource-demanding game, the user does not see any lag. Which of the following should a
technician do to resolve the issue?

A. Enable NIC teaming.

B. Activate CPU hyperthreading.
C. Overclock the RAM.

D. Select dedicated graphics.

Answer: D

Explanation:

This is a classic symptom of graphics performance limitations: modern games stress GPU/VRAM far more than older or lightweight
titles. The All-in-One guide explains that "graphically demanding applications...

state specific graphics requirements," and highlights that CompTIA focuses on "dedicated graphics cards versus integrated ones." It
further clarifies that integrated GPUs are typically less powerful than dedicated GPUs and that demanding software (including games)
often assumes dedicated graphics, with VRAM requirements frequently included.

On many "gaming-ready" laptops, the system may have both integrated and discrete graphics, and performance issues occur if the
game runs on the integrated GPU instead of the discrete GPU. Selecting dedicated graphics (for the application or globally,
depending on the platform) forces the workload onto the more capable GPU and typically resolves lag. Overclocking RAM is not
the first-line fix and adds instability risk, NIC teaming is irrelevant to local rendering performance, and hyperthreading helps some
CPU workloads but won't solve a GPU-bound modern game. Therefore, Select dedicated graphics (C) is best.

NEW QUESTION # 219

You have been contacted through the help desk chat application. A user is setting up a replacement SOHO router. Assist the user
with setting up the router.

INSTRUCTIONS

Select the most appropriate statement for each response. Click the send button after each response to continue the chat.

Ifat any time you would like to bring back the mitial state of the simulation, please click the Reset All button.

Answer:

Explanation:

See explanation below.

Explanation:

First Chat Response:When the user mentions setting up a new router, the best initial response to maintain a helpful and professional
tone is:

> Select reply: " I am happy to assist you today. "

Second Chat Response:When the user states that they need to set up basic security settings:

> Select reply: " Is this the first router in your office? "

Third Chat Response:After learning it ' s a replacement router and the user is logged into the router ' s web page:

> Select reply: " The first thing you need to do is change the default password. " Fourth Chat Response:For the response about
password settings:

> Select reply: " Create a new password with an uppercase, a lowercase, and a special character. " Fifth Chat Response:When the
router prompts to reboot:

> Select reply: " Yes, reboot please. "

Study Guide Reference: The CompTIA A+ Core 2 guide highlights the importance of changing default credentials and using strong
password policies, particularly in SOHO environments where routers are often targeted.

NEW QUESTION # 220
Which of the following describes a vulnerability that has been exploited before a patch or remediation is available?

e A Zero-day
e B. Brute-force



¢ C. Spoofing
e D.DoS

Answer: A

Explanation:

A Zero-day vulnerability refers to a security flaw in software or hardware that is unknown to the vendor or has not yet been
patched. Ifthis vulnerability is exploited before the vendor has issued a fix or patch, it becomes a Zero-day exploit. These attacks
are highly dangerous because they take advantage of the absence of defenses due to the lack of awareness or mitigation options.
A). Spoofing is a form of impersonation, not necessarily tied to unpatched vulnerabilities.

B). Brute-force attacks rely on repeatedly guessing credentials and are not related to software flaws.

C). DoS (Denial of Service) attacks are meant to overwhelm systems and don' t necessarily exploit unknown vulnerabilities.
Reference:

CompTIA A+ 220-1102 Objective 2.3: Compare and contrast common social engineering, threats, and vulnerabilities.

Study Guide Section: Threat types - Zero-day attacks, definitions, and implications

NEW QUESTION # 221
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