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What doas HTTP stalus code 500 mean? - A, Service unavallable
B. Internal server esror il

C. Gateway imeout

D. Bad gateway

An administralor wanls 1o inser per-session dala in a users browser so that user
reguests are direcled lo the same session
W assion persislence melhod should the administralor use? - A, SSL

B. Source addrass persislence

C. Destinalion address persistence

D, Cookie parsistence /il

An organzation naeds (o probect its data canter from layer threa-based and layer four-
bazed exploits.

Which F5 product provides this functicnality - AL AFM #i8

B. ASK

C. GTM

D. APM

In which FTP mode is the server responsible for initiating the data correction back 1o the
client? - A Protected FTP

B. Active FTP mid

C, Secure FTP

D. Pazsive FTP

A company deploys FS load balancers to manage a large numbear of secure
applications, The company manage cerlificates, Which F5 product provides this
functionafity? - A iHealth

B. BIG-10 w8

C.GTH

D.LTM

What are two examples of network layer protocols? (Choose two) - A ARP Bt
B. TCP

C.IPva

D. BGP

E. ICMP fas
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F5 BIG-IP Administration Data Plane Concepts (FSCAB2) Sample Questions
(Q19-Q24):

NEW QUESTION # 19
Refer to the exhibit.

Network » Self IPs

s -~ Properties
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The network team creates a new VLAN on the switches. The BIG-IP Administrator creates a new VLAN and a Self IP on the
BIG-IP device, but the servers on the new VLAN are NOT reachable from the BIG-IP device.
Which action should the BIG-IP Administrator take to resolve this issue? (Choose one answer)

e A. Set Port Lockdown of the Self IP to Allow All
e B. Assign a physical interface to the new VLAN
e C. Create a Floating Self TP address

e D. Change Auto Last Hop to enabled

Answer: B

Explanation:

Comprehensive and Detailed Explanation (BIG-IP Admnistration - Data Plane Concepts):

For BIG-IP to send or receive traffic on a VLAN, that VLAN must be bound to a physical interface or a trunk. Creatinga VLAN
object and a Self TP alone is not sufficient to establish data-plane connectivity.

From the exhibit:

The VLAN (vlan_1033) exists and has a tag defined.

A Self TP is configured and associated with the VLAN.

However, traffic cannot reach servers on that VLAN.

This indicates a Layer 2 connectivity issue, not a Layer 3 or HA issue.

Why assigning a physical interface fixes the problem:

BIG-IP VLANSs do not carry traffic unless they are explicitly attached to:

A physical interface (e.g, 1.1), or

A trunk

Without an interface assignment, the VLAN is effectively isolated and cannot transmit or receive frames, making servers unreachable
regardless of correct IP addressing.



Why the other options are incorrect:

A . Set Port Lockdown to Allow All

Port Lockdown controls which services can be accessed on the Self TP (management-plane access), not whether BIG-IP can reach
servers on that VLAN.

B. Change Auto Last Hop to enabled

Auto Last Hop affects return traffic routing for asymmetric paths. It does not fix missing Layer 2 connectivity.

D. Create a Floating Self TP address

Floating Self IPs are used for HA failover. They do not resolve reachability issues on a single device when the VLAN itself is not
comnected to an interface.

Conclusion:

The servers are unreachable because the VLAN has no physical interface assigned. To restore connectivity, the BIG-1P
Administrator must assign a physical interface (or trunk) to the VLAN, enabling Layer 2 traffic flow.

NEW QUESTION # 20

A virtual server is listening at 10.10.1.100:80 and has the following iRule associated with it:

when HTTP_REQUEST { if { [HTTP:header UserAgent] contains "MSIE" }

{ pool MSIE pool }

else { pool Mozilla_pool }

Ifa user comnects to http/10.10.1.100/foo.html and their browser does not specify a UserAgent, which pool will receive the
request?

A. Mozilla_pool

B. Unknown. The pool cannot be determined from the information provided.
C. MSIE pool

D. None. The request will be dropped.

Answer: A

NEW QUESTION # 21
A BIG-IP systemreceives UDP traffic froma specific source. The administrator wants the traffic to be forwarded, not dropped or
rejected. Which virtual server type should be used? (Choose one answer)

A. Reject
B. Drop

C. Standard
D. Block

Answer: C

Explanation:

Comprehensive and Detailed Explanation From BIG-IP Administration Data Plane Concepts documents:

BIG-IP virtual server types define how traffic is handled at the data plane when it matches a virtual server's destination address and
service port.

According to BIG-IP Admmnistration Data Plane Concepts:

Standard virtual server

The default and most commonly used type

Accepts client connections and forwards traffic to pool members

Supports both TCP and UDP traffic

Allows full use of profiles (UDP, FastL4, persistence, etc.) and iRules Required when the goal is to process and pass traffic through
BIG-IP Drop virtual server Silently discards matching traffic No response is sent to the client Reject virtual server Actively rejects
traffic by sending an error response For UDP, BIG-IP may send an ICMP unreachable message Block virtual server Used to block
traffic at the virtual server level Traffic is neither forwarded nor processed by pools In this scenario:

The administrator explicitly wants the UDP traffic to be forwarded

Only a Standard virtual server forwards traffic to a pool or next-hop destination Why the Other Options Are Incorrect:

A . Drop - Traffic is silently discarded

B. Reject - Traffic is actively rejected

C . Block - Traffic is blocked and not forwarded

Key Data Plane Concept Reinforced:

When traffic must be accepted and forwarded-regardless of whether it is TCP or UDP-the BIG-IP administrator nmust use a



Standard virtual server, which is the only virtual server type designed for normal application traffic processing.

NEW QUESTION # 22

A virtual server s listening at 10.10.1.100:any and has the following iRule associated with it:
when CLIENT ACCEPTED ({ if {[TCP:local port] equals 21 } { pool

fippool } elseif {{TCP:local port] equals 23 } { pool telnetpool }

Ifa user connects to 10.10.1.100 and port 22, which pool will receive the request?

A. Unknown. The pool cannot be determined from the nformation provided.
B. telnetpool

C. fippool
D. None. The request will be dropped.

Answer: A

NEW QUESTION # 23
What is required for a virtual server to support clients whose traffic arrives on the internal VLAN and pool members whose traffic
arrives on the external VLAN?

A. That support is never available.

B. The virtual server must be enabled for both VLANS.

C. The virtual server must be enabled on the internal VLAN.
D. The virtual server must be enabled on the external VLAN.

Answer: C

NEW QUESTION # 24
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