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GIAC Cloud Security Automation 58 X GCSA s Bk &8 (Q124-Q129):

HR #124

What are two common threats that runtime security protection helps mitigate?
(Choose Two)

Response:

A. SQL mjection

B. Manual code updates

C. Performance degradation

D. Denial of Service (DoS) attacks

EME: AL D
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Which tool is commonly used for automating compliance audits in cloud environments?
Response:

A. Jenkins
B. OpenSCAP
C. Ansible
D. Docker

F
=

: B

M #126

Which of the following are key components of Kubernetes security?
(Select all that apply)

Response:

A. Namespaces

B. Virtual machines
C. Service accounts
D. Docker containers

EfE: A C

R #127
What is a common security concern associated with microservice architecture?
Response:

A. Reduced ability to scale

B. Increased attack surface due to multiple services
C. Lack of container orchestration

D. Large monolithic codebases

M
R

: B

B #128

What are two primary components of compliance as code?
(Choose Two)

Response:

A. Manual approval processes
B. Policy definition as code

C. Continuous auditing

D. Infrastructure logging

Ef#: B. C
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