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HP Aruba Certified Network Security Professional Exam Sample Questions
(Q133-Q138):

NEW QUESTION # 133

A company wants HPE Aruba Networking ClearPass Policy Manager (CPPM) to periodically poll Microsoft Endpoint Manager
(formerly Intune) for attributes about its managed clients.

‘What should you do on ClearPass to permit this integration?

A. Inport the Intune dictionary into the ClearPass dictionaries

B. Configure Endpoint Manager (Intune) as an event source on CPPM
C. Install the Intune extension from ClearPass Guest

D. Create an Intune authentication source on CPPM
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Answer: D

Explanation:

For ClearPass to periodically query Microsoft Intune / Endpoint Manager for device attributes (compliance, owner, OS, etc.), you
must configure Intune as an authentication source in Policy Manager. The ClearPass- Intune integration is implemented through an
API-based auth source which CPPM polls on a schedule; it is not done via Guest extensions or syslog/event sources.

Aruba's Intune integration guides describe configuring a "Microsoft Intune" (or "Endpoint Manager") authentication source in
ClearPass and supplying the Azure app registration details so CPPM can poll Intune via Microsoft Graph.

* Option A is incorrect: the Intune integration is not a ClearPass Guest extension.

* Option B is insufficient: adding dictionaries only defines attributes; it does not enable scheduled polling,

* Option D is incorrect: Intune is not used as a syslog/event source for this use case; ClearPass initiates the polling via the
authentication source.

Therefore, the correct configuration step is: Create an Intune authentication source on CPPM (Option C).

NEW QUESTION # 134
You are setting up HPE Aruba Networking SSE to detect threats as remote users browse the internet.
What is part of this process?

A. Creating an external web profile that enables SSL inspection

B. Deploying a connector that can reach the remote users

C. Integrating HPE Aruba Networking SSE with a supported third-party antivirus provider
D. Creating a non-default file security profile

Answer: A

Explanation:

HPE Aruba Networking SSE is a cloud-delivered Security Service Edge platform that provides secure web gateway, ZTNA,
CASB/DLP, and cloud firewall functions. Threat detection for remote web browsing relies heavily on full traffic inspection, including
SSL inspection, URL filtering, and malware scanning,

In Aruba SSE deployments that protect web access from campus/branch or remote users, you:

* Integrate the on-prem gateway or AOS-10 environment with SSE using an external web profile, which defines how traffic is sent
to SSE.

* Within that profile, you enable SSL inspection so that SSE can decrypt and inspect HTTPS trafic, allowing advanced threat
detection, DLP, and malware scanning,

* Option A: Custom file security profiles can tune malware scanning, but using a non-default profile is not mandatory for basic threat
detection.

* Option B: SSE already includes built-in ant-malware and sandboxing; it doesn't require a separate third-party antivirus integration
for core features.

* Option C: Connectors in SSE are used mainly to reach private applications (ZTNA), not to "reach remote users" for general web
browsing,

Therefore, an essential part of enabling threat detection for web browsing is creating an external web profile that enables SSL
mnspection # Option D.

NEW QUESTION # 135
You are configuring the Gateway IDS/IPS settings for an HPE Aruba Networking Central group.
What is a reason to set the Inspection Mode to IPS nstead of IDS?

A. The company wants to enforce stricter policies associated with lower CVSS scores.
B. The company has a dedicated security staff that can respond to alerts quickly.

C. The company's highest priority is mitigating potential threats immediately.

D. The company is concerned about false positives disrupting connectivity.

Answer: C

Explanation:

IDS mode is detection-oriented. It identifies suspicious traffic and raises alerts, but it does not actively block the traffic. IPS mode is
prevention-oriented. It can actively drop or block traffic that matches enabled threat signatures or prevention rules. Therefore, IPS is
appropriate when the organization's top priority is immediate threat mitigation rather than only visibility. A dedicated security team
that can respond quickly may make IDS acceptable because analysts can investigate alerts manually. Concern about false positives



disrupting connectivity is a reason to be cautious with IPS, not a reason to enable it. CVSS thresholds can affect which signatures
are enabled, but the main reason to choose IPS is active blocking and faster mitigation.

NEW QUESTION # 136

HPE Aruba Networking Central displays an alert about an Infrastructure Attack that was detected.

You go to the Security > RAPIDS events and see that the attack was "Detect adhoc using Valid SSID." What is one possible next
step?

e A. Look for the IP address associated with the offender and then check for that IP address among HPE Aruba Networking
Central clients.

¢ B. Make sure that clients have updated drivers, as faulty drivers are a common explanation for this attack type.

¢ (. Make sure that you have tuned the threshold for that check as false positives are common for it.

¢ D. Use HPE Aruba Networking Central floorplans or the detecting AP identities to locate the general area for the threat.

Answer: D

Explanation:

* RAPIDS Ad-Hoc Detection:

* The alert "Detect ad-hoc using Valid SSID" indicates that a device is broadcasting an SSID that matches a valid network SSID in
ad-hoc mode. This can be an indication of an infrastructure attack or misconfiguration.

* Next Steps:

* Use Aruba Central floorplans or AP location data to identify the physical area where the offending device is detected.

* Locate and mvestigate the device to determine if it is malicious or simply misconfigured.

* Option Analysis:

* Option A: Incorrect. While tuning thresholds is useful for reducing false positives, this step does not directly address a potential
threat.

* Option B: Incorrect. Faulty drivers can cause similar behavior, but this step is not immediately actionable without locating the
device first.

* Option C: Correct. Floorplans or AP identities help locate the threat's physical area for further nvestigation.

* Option D: Incorrect. RAPIDS focuses on detecting devices via SSID and MAC, not IP addresses, making this approach less
relevant.

NEW QUESTION # 137

You have configured an AOS-CX switch to use UBT with a UBT reserved VLAN. Some wired clients will be assigned to a role
with this configuration:

port-access role contractors

gateway zone myzone gateway-role contractors-gw

You want to assign these clients to VLAN 42.

Where do you configure that VAN assignment?

A. On the links in the pathway between the switches and the gateway
B. In the contractors role on the switches

C. On the switch ports to which the clients connect

D. In the contractors-gw role on the gateway

Answer: D

Explanation:

With User-Based Tunneling and a reserved VLAN, the access switch does not locally place the client into the final user VLAN.
Instead, the switch assigns the client to a port-access role that specifies the gateway zone and gateway role. The traffic is tunneled to
the gateway, and the gateway role then applies the client's policy and VLAN assignment. Since VLAN 42 is the client VLAN for
the tunneled role, it must be configured in the contractors-gw role on the gateway. It should not be configured on intermediate links
or access switch client- facing ports. Configuring it in the switch role would be appropriate for local forwarding, but this scenario
uses UBT with gateway-based role enforcement.

NEW QUESTION # 138
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