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E R #66
One firewall policy in an enterprise firewall is essentially used for IPS.

‘Which configuration must the administrator check in this firewall policy to validate optimum performance for IPS?

A. set cp-accel-mode enable
B. set offload enable

C. set np-acceleration enable
D. set inspection-mode proxy

IEf: C

HMA #67

An administrator received a FortiAnalyzer alert that a 1 disk filled up in a day. Upon investigation, they found thousands of unusual
DNS log requests, such as JHCMQK .website.com, with no answers. They later discovered that DNS exfiltration was occurring
through both UDP and TLS. How can the administrator prevent this data theft technique?

A. Create an inline-CASB to protect against DNS exfiltration.
B. Configure a File Filter profile to prevent DNS exfiltration.
C. Use an IPS profile and DNS exfiltration-related signatures.
D. Enable DNS Filter to protect against DNS exfiltration.

EfE: C

R -

The excessive DNS log requests with random subdomains suggest a DNS exfiltration attack, where attackers encode and transmit
data via DNS queries. Since this technique can use both UDP and TLS (DoH - DNS over HTTPS), a comprehensive security
approach is needed.

Using an IPS profile with DNS exfiltration-specific signatures allows FortiGate to:

Detect and block abnormal DNS query patterns often used in exfiltration. Inspect encrypted DNS (DoH, DoT) traffic if SSL
nspection is enabled. Identify known exfiltration domains and techniques based on FortiGuard threat intelligence.
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R #68
Refer to the exhibit, which shows VDOM link interfaces.
For the VDOM link shown, what is the meaning of np0 and np1?

A. FortiGate automatically assigns unique names to VDOM links by appending 0 and 1.

B. They are the VRD ID numbers of each VDOM mterface.

C. FortiGate automatically assigns a native ASIC network processor to available VDOM interfaces.
D. They represent the ID number of each VDOM for traffic management.

EfE: A

HM #69

An admmistrator configured FGSP cluster members to encrypt the session synchronization. When the administrator takes a sniffer
trace on the dedicated interface for the synchronization, the sniffer trace shows UDP packets only.

Which two reasons could cause the sniffer to capture only UDP packets? (Choose two.)

e A encryption is not set to enable on both members.

¢ B. The encryption is encapsulated in UDP packets.

e C. The administration has not configured the SESSYNC 1 tunnel.
e D. The psksecret value does not match.

Ef#: A. D

HE#70

An admmnistrator has configured a FortiGate device with two VDOM s: root and internal.

The admnistrator has also created and inter- VDOM link that connects both VDOMSs. The objective is to have each VDOM
advertise some routes to the other VDOM via OSPF through the inter- VDOM link.

What OSPF configuration settings must match in both VDOM s to have the OSPF adjacency successfully forming? (Choose three.)

A. OSPF mterface cost.
B. Interface subnet mask.
C. OSPF nterface area.
D. OSPF interface MTU.
E. Router ID.

EfE: B. C. D

HE#71
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