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Microsoft SC-401 Exam Syllabus Topics:

Topic Details

Topic 1

Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

Topic 2

Protect Data Used by AI Services: This section evaluates AI Governance Specialists on securing data in
AI-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for AI, and monitoring AI-related security risks to ensure compliance and
protection.

Topic 3

Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using
Microsoft Purview.

Topic 4

Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q46-Q51):
NEW QUESTION # 46 
You have a Microsoft 365 E5 tenant that has devices onboarded to Microsoft Defender for Endpoint as shown in the following
table.
You plan to start using Microsoft 365 Endpoint data loss protection (Endpoint DLP).
Which devices support Endpoint DLP?

A. Device1 and Device2 only
B. Device1 and Device4 only
C. Device1 only
D. Device1, Device2, and Device4 only
E. Device1, Device2, Device3, and Device4

Answer: A

Explanation:
Microsoft 365 Endpoint data loss prevention (Endpoint DLP) is supported only on Windows 10 and Windows 11 devices. It does
not support macOS or iOS at this time.
From the provided table:
*Device1 (Windows 11) - Supported
*Device2 (Windows 10) - Supported
*Device3 (iOS) - Not supported
*Device4 (macOS) - Not supported
Thus, only Device1 and Device2 support Endpoint DLP.

NEW QUESTION # 47 
You need to meet the technical requirements for the confidential documents.
What should you create first, and what should you use for the detection method? To answer, select the appropriate options in the
answer area.
NOTE: Each correct selection is worth one point.
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Answer:

Explanation:

NEW QUESTION # 48 
Hotspot Question
You create a data loss prevention (DLP) policy that meets the following requirements:
- Prevents guest users from accessing a sensitive document shared
during a Microsoft Teams chat
- Prevents guest users from accessing a sensitive document stored in a
Microsoft Teams channel
Which location should you select for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-microsoft-teams
https://docs.microsoft.com/en-us/microsoftteams/sharepoint-onedrive-interact

NEW QUESTION # 49 
Hotspot Question
You have a Microsoft 365 E5 subscription that contains three users named User, User2, and User3. The subscription contains the
groups shown in the following table.
The subscription contains the devices shown in the following table.
All the devices are onboarded to Microsoft Purview.
You have the data loss prevention (DLP) policies shown in the following table.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
Box 1: Yes
User1 is member of Group1 and of Group3.
Device1 is Windows.
Policy1 is assigned to Group1, and restrict copying to USB [assume this is the intended word] devices.
Note:
Supported actions: Devices
You can tell DLP to Allow, Audit only, Block with override, or Block (the actions) these user activities for onboarded Windows
devices.
Box 2: No
User2 is member of Group2 and of Group3.
Device1 is Android.
The device actions do not apply for Android devices.
Box 3: Yes
User3 is member of Group 1, Group2 and of Group3.
Device1 is macOS.
Policy3 is assigned to Group3, and restricts accessing corporate content in Microsoft 365 locations.
Reference:
https://learn.microsoft.com/en-us/purview/dlp-policy-reference

NEW QUESTION # 50 



You implement Microsoft 36S Endpoint data loss pi event ion (Endpoint DIP).
You have computer that run Windows 11 and have Microsoft 365 Apps instated The computers are joined to a Microsoft Entra
tenant You need to ensure that endpoint DIP policies can protect content on the computers.
Solution: You deploy the Microsoft Purview Information Protection client to the computers.
Does this meet the goal?

A. Yes
B. Yes

Answer: B

NEW QUESTION # 51
......
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