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Which of the following definitions best defines privacy as cited
in the text and related to privacy law?

A. The desire of people to freely choose the circumstances and
the degree which individuals will expose their attitudes and
behavior to others.

B. The ability of an individual to not be observed or disturbed
by other people.

C. The desire of people to be free from surveillance by the
government or undue public attention while residing on their
personal property.

D. The right of an individual or group to seclude themselves
from other individuals or organizations. - Correct Answer-A.
The desire of people to freely choose the circumstances and
the degree which individuals will expose their attitudes and
behavior to others.* *

In most cases, the FTC settles disputes through consent
decrees and consent orders. What is the maximum length of a
consent decree?
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IAPP Certified Information Privacy Professional/United States (CIPP/US)
Sample Questions (Q187-Q192):

NEW QUESTION # 187
In 2014, Google was alleged to have violated the Family Educational Rights and Privacy Act (FERPA) through its Apps for
Education suite of tools. For what specific practice did students sue the company?

A. Relying on verbal consent for a disclosure of education records
B. Disclosing education records without obtaining required consent
C. Making student education records publicly available

D. Scanning emails sent to and received by students

Answer: D

Explanation:

The lawsuit, filed in 2014, claimed that Google violated the federal and state wiretap and privacy laws by scanning and indexing the
emails of millions of students who used its Apps for Education suite, which included Gmail as a key feature12. The plaintiffs alleged
that Google used the nformation from the scans to build profiles of students that could be used for targeted advertising or other
commercial purposes, without their consent or knowledge12. The lawsuit also challenged Google's argument that the students
consented to the scans when they first logged in to their accounts, saying that such consent was not valid under FERPA, which
requires written consent for any disclosure of education records12. Google denied the allegations and argued that the scans were
necessary for providing security, spam protection, and other finctionality to the users12. The case was settled in 2016, with Google
agreeing to change some of its practices and policies regarding the scanning of student emails3. References: 1: Lawsuit Alleges That
Google Has Crossed A

'Creepy Line' With Student Data, Huffington Post, 1. 2: Google faces lawsuit over email scanning and student data, The Guardian, 2.
3: Google data case to be heard in Supreme Court, BBC, 3.

NEW QUESTION # 188

The CFO of a pharmaceutical company is duped by a phishing email and discloses many of the company's employee personnel files
to an online predator. The files include employee contact information, job applications, performance reviews, discipline records, and
job descriptions.

Which of the following state laws would be an affected employee's best recourse against the employer?

A. The state data destruction statute.

B. The state social security number confidentiality statute.
C. The state personnel record review statute.

D. The state UDAP statute.

Answer: D

Explanation:

The state UDAP statute, which stands for Unfair and Deceptive Acts and Practices, is a law that protects consumers from unfair or
deceptive business practices. In this case, the employer's failure to protect the employee's personal information from a phishing
attack could be considered an unfair or deceptive act or practice that harmed the employee. The employee could sue the employer
under the state UDAP statute for damages, mjunctive relief] or other remedies. The other options are not relevant to this scenario, as
they deal with different aspects of data protection, such as confidentiality, access, or destruction of personal information. References:
* [IAPP CIPP/US Study Guide], Chapter 8, Section 8.3.1, page 227

* JAPP CIPP/US Practice Questions, Question 153, page 13

NEW QUESTION # 189
An organization self-certified under Privacy Shield must, upon request by an individual, do what?

A. Provide the identities of third and fourth parties that may potentially receive personal information.

B. Provide the identities of third parties with whom the organization shares personal information.

C. Identify all personal information disclosed during a criminal investigation.

D. Suspend the use of all personal information collected by the organization to fulfill its original purpose.



Answer: B

Explanation:

According to the Privacy Shield Principles, an organization that self-certifies under the Privacy Shield Framework must provide
individuals with the choice to opt out of the disclosure of their personal information to a third party or the use of their personal
information for a purpose that is materially different from the purpose for which it was originally collected or subsequently authorized
by the individual. To facilitate this choice, the organization must inform the individual of the type or identity of the third parties to
which it discloses personal information and the purposes for which it does so. The organization must also provide a readily available
and affordable independent recourse mechanism to investigate and resolve complaints and disputes regarding its compliance with the
Privacy Shield Principles. If the organization transfers personal information to a third party acting as an agent, it must ensure that the
agent provides at least the same level of privacy protection as is required by the Privacy Shield Principles and that it takes
reasonable and appropriate steps to ensure that the agent effectively processes the personal information transferred in a manner
consistent with the organization's obligations under the Privacy Shield Principles. References:

* Privacy Shield Principles, section II. Choice Principle and section III. Accountability for Onward Transfer Principle

* [IAPP CIPP/US Study Guide], p. 67-68, section 3.2.1 and p. 69-70, section 3.2.2

* [IAPP CIPP/US Body of Knowledge], p. 15-16, section C.1.b and p. 16-17, section C.1.c

NEW QUESTION # 190
Which of the following would NOT constitute an exception to the authorization requirerment under the HIPAA Privacy Rule?

A. Disclosing health information needed to pay a third party billing administrator.
B. Disclosing health information for public health activities.

C. Disclosing health information to file a child abuse report.

D. Disclosing health information needed to treat a medical emergency.

Answer: D

Explanation:
Section: (none)
Explanation

NEW QUESTION # 191
What was the primary reason for the creation of HIPAA?

A. To increase the efficiency of electronic healthcare payments.

B. To mtroduce protected health information security measures.

C. To extend privacy laws to business associates within health care.

D. To create a common database within healthcare systems for patient diagnosis and prescription management.

Answer: A

Explanation:
Although HIPAA contains extensive privacy protection, the law is mainly adopted to increase the efficiency of (electronic) healthcare
payments.

NEW QUESTION # 192
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