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An administrator restores several database files without error while participating in a mock disaster recovery exercise. Later, the
administrator reports that the restored databases are corrupt and cannot be used. Which of the following would best describe what
caused this issue?

A. The databases were asynchronously replicated
B. The database files were locked during the restoration process.
C. The databases were mirrored
D. The databases were not backed up to be application consistent.

Answer: D

Explanation:
Explanation
Application consistent backup is a method of backing up data that ensures the integrity and consistency of the application state. It
involves notifying the application to flush its data from memory to disk and quiescing any write operations before taking a snapshot of
the data. If the databases were not backed up to be application consistent, they might contain incomplete or corrupted data that
cannot be restored properly.
References:
CompTIA Server+ Certification Exam Objectives1, page 12
What is Application Consistent Backup and How to Achieve It2
Application-Consistent Backups3

NEW QUESTION # 15 
An administrator is deploying a new secure web server. The only administration method that is permitted is to connect via RDP.
Which of the following ports should be allowed?
(Select two).

A. 0
B. 1
C. 2
D. 3
E. 4
F. 5
G. 6

Answer: C,E

Explanation:
Port 443 is used for HTTPS, which is a secure version of HTTP that encrypts the data between the web server and the client. Port
3389 is used for RDP, which is a protocol that allows remote desktop connections to a server. These ports should be allowed for a
secure web server that can be administered via RDP.
References:
CompTIAServer+ Certification Exam Objectives1, page 15
Common Ports Cheat Sheet: The Ultimate Ports &amp; Protocols List2

NEW QUESTION # 16 
A server administrator is installing an OS on a new server. Company policy states no one is to log in directly to the server. Which of
the following Installation methods is BEST suited to meet the company policy?

A. Virtualized
B. GUI
C. Core
D. Clone

Answer: C

Explanation:
A core installation is a type of installation method that is best suited to meet the company policy that states no one is to log in directly
to the server. A core installation is a minimal installation option that is available when deploying some editions of Windows Server. A



core installation includes most but not all server roles and features, but does not include a graphical user interface (GUI). A core
installation can only be managed remotely using command-line tools such as PowerShell or Windows Admin Center, or using
graphical tools such as Server Manager or Remote Desktop from another computer. This reduces the attack surface, resource
consumption, and maintenance requirements of the server. A GUI installation is a type of installation method that includes a graphical
user interface (GUI) and allows local or remote management using graphical tools or command-line tools. A virtualized installation is
a type of installation method that involves creating and running one or more virtual machines on a physical host using a hypervisor
such as Hyper-V or VMware. A clone installation is a type of installation method that involves creating an exact copy of an existing
server's configuration and data on another server using tools such as Sysprep or Clonezilla. References: https://www.
howtogeek.com/67469/the-beginners-guide-to-shell-scripting-the-basics/ https://www.howtogeek.com/443611
/how-to-encrypt-your-macs-system-drive-removable-devices-and-individual-files/ https://www.howtogeek.
com/199068/how-to-upgrade-your-existing-hard-drive-in-under-an-hour/

NEW QUESTION # 17 
An administrator is deploying a new secure web server. The only administration method that is permitted is to connect via RDP.
Which of the following ports should be allowed? (Select TWO).

A. 0
B. 1
C. 2
D. 3
E. 4
F. 5
G. 6

Answer: D,E

Explanation:
Port 443 is the default port for HTTPS, which is the protocol used for secure web communication. HTTPS uses SSL/TLS
certificates to encrypt the data between the web server and the browser. Port 443 is commonly used for web servers that need to
provide secure services, such as online banking, e-commerce, or email. By allowing port 443, the administrator can access the web
server's interface and manage its settings1.
Port 3389 is the default port for RDP, which is the protocol used for remote desktop connection. RDP allows a user to remotely
access and control another computer over a network. Port 3389 is commonly used for remote administration, technical support, or
remote work. By allowing port 3389, the administrator can connect to the web server's desktop and perform tasks that require
graphical user interface2.

NEW QUESTION # 18 
A server administrator wants to check the open ports on a server. Which of the following commands should the administrator use to
complete the task?

A. telnet
B. nbtstat
C. netstat -a
D. nslookup

Answer: C

Explanation:
netstat is a command-line tool that displays network connections, routing tables, interface statistics, and more.
The -a option shows all listening and non-listening sockets on the server. This can help check the open ports on a server and identify
any unwanted or malicious connections. References: https://docs.microsoft.com/en-us
/windows-server/administration/windows-commands/netstat
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