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¢ Information System Auditing Process: This section of the exam measures the skills of an IT Auditor and
covers the foundational principles and practices of conducting audits in information systems environments.

=R 1 It includes an understanding of audit standards, planning, execution, and reporting, The focus is on

evaluating control effectiveness, identifying risks, and ensuring that audit engagements comply with

regulatory and organisational requirements.

¢ Information System Acquisition, Development, and Implementation: This section of the exam measures the

skills of an IT Auditor and covers the oversight of system development lifecycles and project governance.
=X 2 It focuses on evaluating whether proper controls are integrated during acquisition and implementation
phases. Topics include feasibility analysis, testing, deployment readiness, and ensuring that information
systerms meet business and regulatory requirements.

¢ Protection of Information Assets: This section of the exam measures the skills of an I'T Auditor and covers

the design and implementation of controls that ensure data confidentiality, integrity, and availability. It
=3 mvolves evaluating physical and logical security, access control mechanisis, and information classification
strategies. The focus is on how effectively an organisation protects sensitive information against internal and
external threats.

¢ Governance and Management of IT: This section of the exam measures the skills of a Risk and Compliance

Analyst and covers the alignment between IT strategy and overall business objectives. It includes evaluating
= 4 IT governance frameworks, performance monitoring, and risk management processes. The domain
assesses how well IT structures, leadership, and policies support corporate governance and enterprise risk
appetite.
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¢ Information Systers Operations and Business Resilience: This section of the exam measures the skills of a
Risk and Compliance Analyst and covers the effectiveness of IT operations in supporting business
continuity and resilience. It includes assessing operational processes, monitoring, service level agreements,

FH S and incident management. The domain also reviews business continuity planning and disaster recovery

readiness to ensure minimal disruption during system failures.
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AE #1047
.What process allows IS management to determine whether the activities of the organization differ from the planned or expected
levels? Choose the BEST answer.

A. IS assessment methods

B. Business impact assessment

C. Key performance indicators (KPIs)
D. Risk assessment

HE: A

Y.
IS assessment methods allow IS management to determine whether the activities of the organization differ from the planned or
expected levels.

EE #1048
‘Which of the following documents would be MOST useful in detecting a weakness in segregation of duties?

A. Entity-relationship diagram
B. Systens flowchart
C. Data flow diagram
D. Process flowchart

g: D

o
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EE #1049
The MOST significant reason for using key performance indicators (KPIs) to track the progress of IT
projects against initial targets is that they:

A. provide timely indication of when corrective actions need to be taken
B. identify instances where increased stakeholder engagement is required
C. nfluence management decisions to outsource IT projects

D. identify which projects may require additional funding

He: B

Y.
Section: Information System Acquisition, Development and Implementation

EAE #1050

End users have been demanding the ability to use their own devices for work, but want to keep personal information out of
corporate control. Which of the following would be MOST effective at reducing the risk of security incidents while satisfying end
user requirements?

A. Require complex passwords.

B. Enable remote wipe capabilities for the devices.
C. Inplement an acceptable use policy.

D. Encrypt corporate data on the devices.

od
m

: D

EE #1051
Which of the following sampling methods is MOST useful when testing for compliance?

A. Variable sanpling

B. Stratified mean per unit
C. Attribute sampling

D. Difference estimation

HE. C

HE:

Attribute sampling is the primary sampling method used for compliance testing, Attribute sampling is a sampling model that is used to
estimate the rate of occurrence of a specific quality (attribute) in a population and is used in compliance testingto confirm whether the
quality exists. The other choices are used in substantive testing, which mvolves testing of details or quantity.

EE #1052
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