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Linux Foundation Certified Kubernetes Application Developer Exam Sample
Questions (Q56-Q61):
NEW QUESTION # 56 
You have a multi-container Pod that needs to perform some initialization tasks before the main application containers Stan. These
tasks involve setting up a database connection, downloading a configuration file, or running some pre-flight checks. Design a Pod
configuration that utilizes an init container to handle these tasks before tne main application containers start Ensure that your solution
includes the necessary steps to handle potential errors encountered during the initialization process.

Answer:

Explanation:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Create an init container: Define an init container within your Pod's spec. This container will be responsible for running the
initialization tasks before your main application containers start.
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2. Define the init container image: Create a Docker image specifically for your init container. This image should contain all the
necessary tools and scripts to perform your initialization tasks. basn # Create a Dockerfile for the init container FROM ubuntu:latest
RUN apt update && apt install -y mysql-client # (add your initialization tasks here) CMD ["echo", "Database connected"] # Build
the Docker image docker build -t example/init-script:latest . 3. Handle potential errors: Use a "lifecycle" nook to handle any errors
during tne init container execution. This ensures that if the init container fails, the Pod is restarted, and the initialization process is
retried.

This example demonstrates the "poststart" lifecycle hook, which ensures the main application container only starts after the init
container successfully completes. 4. Define resources for the init container: Specifr,' resource requirements for your init container
(CPU, memory, etc.). This ensures that the initialization process doesn't impact your main application containers resource availability
5. Configure the main application container: Make sure your main application containers configuration is aware of the init containers
actions (e.g., the database connection details are available). 6. Monitor and troubleshoot: Monitor your Pod's status to ensure the init
container runs successfully. If errors occur, analyze logs from the init container to identify and address the issues. This configuration
ensures that your init container executes the initialization tasks before your main application containers start, and provides a
mechanism to handle errors during the initialization process.

NEW QUESTION # 57 
You need to configure a Kubernetes deployment to use a secret stored in a different namespace. How can you access the secret in a
different namespace, and how can you mount it as a file in your deployment's container?

Answer:

Explanation:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
I). Ensure Access to the Secret:
- The service account used by your deployment needs to have read access to the secret in the other namespace. This can be done
using a Role and RoleBinding. If the service account already has access, skip to step 2.
- Create a role in the secret's namespace:



- Create a RoleBinding in the secret's namespace:

- Apply the Role and RoleBinding using: bash kubectl apply -f role-yaml kubectl apply -f rolebinding.yaml 2. Modify your
Deployment - Update your Deployment YAML file to mount the secret as a file, specifying the namespace:

- Replace 'my-secret with the actual name of the secret and 'secret-namespace with the namespace where the secret is stored. 3.
Apply the Updated Deployment: - Apply the updated deployment using: bash kubectl apply -f my-deployment.yaml 4. Access
Secret Data: - The secret's data is now mounted in the container at the specified 'mountPatm. You can access the secret's data using
the mounted file.]

NEW QUESTION # 58 
You have a custom resource definition (CRD) named that represents a database resource in your Kubernetes cluster. You want to
create a custom operator that automates the creation and management of these database instances. The operator should handle the
following:
- Creation: When a new 'database.example.com' resource is created, the operator should provision a new PostgreSQL database
instance on the cluster-
- Deletion: When a 'database.example_com' resource is deleted, the operator should clean up the corresponding PostgreSQL
database instance.
- Scaling: If the 'spec-replicas' field of the 'database-example.com' resource is updated, the operator should scale the number of
database instances accordingly.
Provide the necessary Kubernetes resources, custom operator code, and steps to implement this operator. You should use the
'Operator Framework' to build and deploy this operator

Answer:

Explanation:



See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Create the CRD:

- Apply this YAML file to your cluster using ' kubectl apply -f database-crd.yamr. 2. Create the Operator Project: - IJse the
Operator Framework' to initialize a new operator project bash operator-sdk init -domain example.com -repo
example.com/database-operator --version VO.O. I -license apache2 - Replace 'example_com' with your desired domain name. 3.
Define the Custom Resource: - Create a 'database_types.go' file in the 'api/vl' directory of your project. - Define the 'Database'
resource as a custom resource struct Go package v1 import ( metavl "k8s.iofapimachinery/pkg/apis/meta/v1" // DatabaseSpec
defines the desired state of Database type DatabaseSpec struct { If Replicas specifies the number of database instances to run.

// Password is the password for the database users.

} // DatabaseStatus defines the observed state of Database type DatabaseStatus struct { // Replicas is the actual number of database
instances running.

// Ready indicates if the database is ready to accept connections.

}



4. Implement the Controller Logic: - Create a 'database_controller.go' file in the 'controllers' directory- - Implement the logic for
creating, deleting, and scaling database instances.





5. Build and Deploy the Operator: - Build the operator using the 'operator-sdk build' command: bash operator-sdk build
example.com/database-operator:vO.O.I --local - Deploy the operator to your Kubernetes cluster: bash kubectl apply -f
deploy/operator.yaml 6. Test the Operator: - Create a new 'database-example-com' resource:

- Apply the YAML file to your cluster: bash kubectl apply -f my-database.yaml - Verify that the operator creates a PostgreSQL
database instance. - Test scaling the database by updating the 'spec.replicas' field of the 'database.example.com' resource. - Delete
the 'database.example.com' resource and verify that the operator cleans up the database instance. This step-by-step guide
demonstrates a basic example of a custom operator using the Operator Framework. You can Kustomize this operator further to
handle more complex operations and integrate with other Kubernetes resources. ,

NEW QUESTION # 59 
Context



Context
A container within the poller pod is hard-coded to connect the nginxsvc service on port 90 . As this port changes to 5050 an
additional container needs to be added to the poller pod which adapts the container to connect to this new port. This should be
realized as an ambassador container within the pod.
Task
* Update the nginxsvc service to serve on port 5050.
* Add an HAproxy container named haproxy bound to port 90 to the poller pod and deploy the enhanced pod. Use the image
haproxy and inject the configuration located at /opt/KDMC00101/haproxy.cfg, with a ConfigMap named haproxy-config, mounted
into the container so that haproxy.cfg is available at /usr/local/etc/haproxy/haproxy.cfg. Ensure that you update the args of the poller
container to connect to localhost instead of nginxsvc so that the connection is correctly proxied to the new service endpoint. You
must not modify the port of the endpoint in poller's args . The spec file used to create the initial poller pod is available in
/opt/KDMC00101/poller.yaml

Answer:

Explanation:
Solution:
apiVersion: apps/v1
kind: Deployment
metadata:
name: my-nginx
spec:
selector:
matchLabels:
run: my-nginx
replicas: 2
template:
metadata:
labels:
run: my-nginx
spec:
containers:
- name: my-nginx
image: nginx
ports:
- containerPort: 90
This makes it accessible from any node in your cluster. Check the nodes the Pod is running on:
kubectl apply -f ./run-my-nginx.yaml
kubectl get pods -l run=my-nginx -o wide
NAME READY STATUS RESTARTS AGE IP NODE
my-nginx-3800858182-jr4a2 1/1 Running 0 13s 10.244.3.4 kubernetes-minion-905m my-nginx-3800858182-kna2y 1/1 Running
0 13s 10.244.2.5 kubernetes-minion-ljyd Check your pods' IPs:
kubectl get pods -l run=my-nginx -o yaml | grep podIP
podIP: 10.244.3.4
podIP: 10.244.2.5

NEW QUESTION # 60 



You have a Deployment named 'wordpress-deployment' that runs 3 replicas of a WordPress container. You want to ensure that the
deployment is always updated with the latest image available in the 'wordpress/wordpress:latest' Docker Hub repository However,
you need to implement a rolling update strategy that allows for a maximum ot two pods to be unavailable during the update process.

Answer:

Explanation:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. IJpdate the Deployment YAML:
- Update the 'replicas to 3-
- Define 'maxunavailable: 2 and 'maxSurge: in the 'strategy.rollingupdate' section.
- Configure a 'strategy-type' to 'RollinglJpdate' to trigger a rolling update when the deployment is updated.
- Add a 'spec-template-spec-imagePullPolicy: Always' to ensure that the new image is pulled even if it exists in the pod's local
cache.

2. Create the Deployment: - Apply the updated YAML file using 'kubectl apply -f wordpress-deployment.yamr 3. Verify the
Deployment: - Check tne status of the deployment using 'kubectl get deployments wordpress-deployment' to confirm the rollout and
updated replica count. 4. Trigger the Automatic Update: - Push a new image to the 'wordpress/wordpress:latest Docker Hub
repository. 5. Monitor the Deployment: - Use 'kubectl get pods -I app=wordpress' to monitor the pod updates during the rolling
update process. You will observe that two pods are terminated at a time, while two new pods with the updated image are created.
6. Check for Successful Update: - Once the deployment is complete, use 'kubectl describe deployment wordpress-deployment' to
see that the 'updatedReplicaS field matches the 'replicas' field, indicating a successful update.

NEW QUESTION # 61
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