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HM #69
Which two metrics are important for evaluating the performance of automated security response workflows? (Choose two.)

A. Mean Time to Detect (MTTD)
B. Mean Time to Respond (MTTR)
C. VLAN propagation speed

D. CPU temperature

IEf#: A. B

R :
MTTD measures how quickly incidents are detected, and MTTR measures how quickly they are resolved. Together, they indicate
the effectiveness of automated security response workflows.

B #70

Which tool is used to collect, analyze, and visualize logs from network devices, endpoints, and other sources in an enterprise?

A. Cloud Observability

B. Cisco Web Security Appliance
C. Splunk

D. Cisco Email Security Appliance

Ef#: C

fi .-

In the architectural design of a modern Security Operations Center (SOC), visibility is paramount.Splunkis a leading Security
Information and Event Management (SIEM) and log management platform used to aggregate data from disparate sources across the
enterprise. According to theCisco SDSI v1.0objectives, specifically within the "Risk, Events, and Requirements" domain, a central
repository for telemetry is essential for incident response and threat hunting,

Splunk collects logs, metrics, and other data from network devices (firewalls, switches, routers), endpoints (laptops, servers), and
cloud applications. It then indexes this data, allowing security analysts to perform complex searches, create visualizations, and build
dashboards that provide a real-time view of the organization's security posture.

While Cisco offers native tools likeCisco Secure Cloud AnalyticsorCloud Observability(Option B) for specific cloud and application
performance monitoring, Splunk serves as the broader "single pane of glass" for the entire infrastructure.Cisco Email Security
Appliance(Option A) andCisco Web Security Appliance (Option C) are specialized security engnes thatgeneratelogs but do not
finction as the overarching collection and analysis platform for the entire enterprise. By integrating Cisco security products with
Splunk, organizations can correlate events-such as a blocked web request froma WSA and a malware alert froma Secure
Endpoint-to identify a coordinated attack, fulfilling the Cisco SAFE requirement for pervasive visibility.

R #71

A retail company is facing a series of cyberattacks targeting web servers, which results in disruptions to online services. Upon
vestigation, the security team identified that these attacks involved invalid HTTP request headers, which were used to exploit
vulnerabilities in the web application. To safeguard the company websites against similar threats in the future, the security team must
deploy a security solution specifically designed to detect and block such malicious web traffic. Which security product must be used
to protect the websites from similar attacks?


https://www.mogiexam.com/300-745-exam.html

A. antivirus software

B. web application firewall
C. host-based firewall

D. traditional firewall

IEf%: B

R

The cyberattacks described target theapplication layer (Layer 7), specifically exploiting vulnerabilities through malformed HTTP
headers. AWeb Application Firewall (WAF)is the specialized security solution required to mitigate these threats. Unlike standard
firewalls that inspect traffic at the network and transport layers (IPs and Ports), a WAF perforns deep inspection of HTTP/HTTPS
traffic.

A WAF-such as those integrated into theCisco Secure Firewallor cloud-native WAF services-understands the structure of web
requests. It can identify and block sophisticated attacks like SQL injection, Cross-Site Scripting (XSS), and the specific "invalid
HTTP request headers" mentioned in the scenario. By applying a set of rules (often based on the OWASP Top 10), the WAF filters
out malicious requests before they reach the web server. Antivirus software(Option A) andHost-based firewalls(Option D) protect
the server's operating system from malware and unauthorized connections but cannot inspect the logic of a web request. A
Traditional Firewall(Option B) would simply see the traffic as "allowed" on Port 443 and pass it through.

Implementing a WAF is a critical architectural requirement in the Cisco SDSI "Applications" domain to protect customer-facing web
services from exploitation.

H #72

A developer company recently implemented a testing environment based on Linux operating system. The company needs a
technology solution that produces tracing and filtering capabilities in the Linux kernel. Which technology meets these requirements
without modifying the kernel source code?

o A NGFW

e B. distributed firewall
e C.eBPF

e D. VPP

Ef#: C

fR .-

eBPF (extended Berkeley Packet Filter) allows tracing, filtering, and monitoring directly inside the Linux kernel without modifying the
kernel source code. It provides deep visibility into system and application behavior, making it ideal for secure and efficient
observability in a testing environment.

R #73
When designing security for applications distributed across multiple cloud providers, what is a key consideration?

A. High-performance DHCP services

B. MPLS cloud backbone routing

C. Consistent identity and access policies
D. Local proxy deployment

IEf: C
AR :

Consistent identity and access management policies across cloud providers ensure uniform security controls and simplify governance
n multi-cloud environments.
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