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e Security: Designed for a Security Engineer, this domain assesses the capability to apply security controls
across network, compute, and storage layers. Network security topics include AAA, RBAC, ACI
contracts, microsegmentation, first-hop security, keychain authentication, and MACsec. Compute and

bEY 71 storage security competencies involve implementing AAA and RBAC policies, securing port-access, and

fabric binding. Candidates should integrate these mechanisis to ensure end-to-end protection across

Cisco platforms.
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¢ Automation and Al: Aimed at the Network Autormation Engineer, this section tests the ability to implement
and evaluate automation tools and scripting within network environments. Candidates must be familiar with
EEM, schedulers, and scripting via Bash and on-box Python in NX-OS, including interaction through NX-
API using JSON

o XML. They must also assess orchestration solutions such as Ansible, Python, POAP, Nexus Dashboard
Fabric Controller, PowerShell, Terraform, and Cisco Intersight, determining their suitability for automating
and maintaining network infrastructure.

fEYy 72

¢ Network: This section evaluates the expertise of a Network Engineer in deploying and managing advanced
network protocols and architectures. Candidates must demonstrate proficiency in configuring routing
protocols (OSPFv2
¢ v3, MP-BGP), multicast (PIM), and first-hop redundancy (FHRP). The curriculum also covers switching
technologies (RSTP+, LACP, vPC), overlay networks like VXLAN EVPN, and Cisco ACI concepts
hEY 73 including fabric setup, access policies, and VMM integration. Additionally, engineers are expected to
analyse packet flows, understand cloud service models per NIST 800-145, assess software update
impacts (disruptive or patch-based), and implement network configuration management. Monitoring and
assurance responsibilities include using NetFlow, SPAN, Nexus Dashboard, and streaming telemetry to
maintain robust network performance.

¢ Compute: Targeted at a Compute Engneer, this domain focuses on implementing Cisco Unified Compute
System (UCS) solutions, covering both rack and blade chassis. Engineers must be capable of mitial
deployment, managing infrastructure, network (VLANS, pools, QoS), and SAN storage elements (FC

NEwy 74 zoning, VSANs, WWN pools, boot policies). Knowledge of UCS-X within Intersight-managed
environments is essential, along with understanding firmware

¢ software update implications for B- and C-Series servers. Compute configuration management skills
include backup and restore operations, and monitoring using tools such as SPAN and Cisco Intersight.
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What is the impact of upgrading the firmware of the Cisco UCS Manager?

A. The connectivity to the fabric interconnects using RDP is unavailable.

B. Fault suppression is triggered when the upgrade process starts.

C. The UDP packets destined for the primary fabric interconnect are dropped.
D. The connected user is logged out and the session is ended.

EfE: B

R 2

When upgrading the Cisco UCS Manager firmware, the system implements fault suppression to prevent unnecessary alarms or faults
from being raised during the upgrade process. This ensures a smooth upgrade experience by avoiding false-positive alerts that could
otherwise be misinterpreted as real issues.

Fault suppression helps maintain operational stability by temporarily hiding expected warnings related to firmware updates. Once the
upgrade is complete, normal fault reporting resumes.
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AN engineer enters these commands while in EEM on a Cisco Nexus 9000 Series Switch.
event manager applet Backup-config

event timer watchdog time 1800 name timer

event cli match "copy running-config startup-config"
what is the result of applying this configuration?

e A It saves the running configuration every 1800 seconds.
e B. It executes the copy running-config startup-config command.
e C. It generates an error because no action is mentioned.



e D. It blocks the copy running-config startup-config command.
EfE: C

fiE et

https//www.cisco.comy/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/system-management/b-cisco-nexus-9000- series-nx-
os-system-management-configuration-guide- 93x/b-cisco-nexus-9000-series-nx-os-system-management-configuration- guide-
93x_chapter 0100010.html

Prerequisites for £EEM

EEM has the following prérequisités:

+ You must have network-agmin gsergprivileges to@anfigure EEM.

Guidelines and Limitations for EEM
EEM has the following configuration guidelines and limitations:
+« The maximum number of configurable EEM policies is 5008

« Action statements within your user policy or overriding policy should not negate each other or adversely affect the
associated system policy.

« To allow a triggered event to process any default'actions, you must configure the EEM policy to allow the default action.
For example, if you match a Clkdhe®mmand‘in a match statement, you must add the event-default action statement to the
EEM policy or EEM will not allow the €Ll command to execute.

« When you configure an EEM policy action to collect show tech commands, make sure to allocate enough time for the
show tech commands to complete before the same action is called again.
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Copy ] ba:

Refer to the exhibit. A network engineer must create an EEM script that saves a copy of the running configuration to bootftash and
writes a message to syslog when a user saves the configuration to a Cisco Nexus 9000 Series Switch. Which command conpletes
the configuration set?

A. syslog-config
B. event-default
C. running-config
D. policy-default

Ef: C

fiE L.

The command that completes the EEM script configuration for saving a copy of the running configuration to bootflash on a Cisco
Nexus 9000 Series Switch is running-config. This command is used in the EEM applet to specify the source of the configuration file
that needs to be copied. The complete command in the EEM applet would be action 1.0 cli command "copy running-config
bootflash/current-config.txt". This command will save the running configuration to a file named current-config.txt in the bootflash
when the specified event occurs, which is when a user saves the configuration.

References: For more information on EEM scripts and the copy command on Cisco Nexus 9000 Series Switches, you can refer to
the Cisco Data Center Core Technologies documentation and the Cisco NX-OS System Management Configuration Guide

E R #298

A network engineer must create an EEM script that saves a copy of the running configuration on bootflash and writes a message to
syslog when a user saves the configuration to a Cisco Nexus switch. Which configuration set should be applied to complete this
task?



event manager applet local- backup

event cli match "write memory"

action 1 cli copy running-config bootflash:/current_config.txt

action 2 snmp-trap strdata “Configuration saved and copied to bootflash"

event manager applet local- backup
event cli match “write memory"
action 1 cli copy running-config bootflash:/current_config.txt
action 2 syslog msg Configuration saved and copied to bootflash
action 3 event-default

event manager applet local- backup

event cli match "copy running-<config startup-config”

action 1 cli copy running-config bootflash:/current_config.txt
action 2 syslog msg Configuration saved and copied to bootflash

event manager applet local- backup

event cli match "copy running-config startup-config”

action 1 cli copy running-config bootflash:/current_config.txt
action 2 syslog msg Conﬁguratlon saved and copied to bootflash
action 3 event-default ' '

Ef#: D

R«

If you want to allow the triggered event to process any default actions, you must configure the EEM policy to allow the default
action. For example, if you match a CLI command in a match statement, you must add the event-default action statement to the
EEM policy or EEM will not allow the CLI command to execute.
httpsy/www.cisco.comv/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-

x/system management/configuration/guide/b Cisco Nexus 9000 Series NX-

OS_System Management Configuration Guide 7x/b_Cisco Nexus 9000 Series NX-

OS_System Management Configuration Guide 7x_chapter 01110.htmi#concept 0276064FFB D84966828B6EF3D88C1757
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An engineer must configure a VXLAN routing on a cisco Nexus 9000 series Switch. The engineer requires a solution where all the

leaf switches have the same gateway MAC and IP address. Which configuration set accomplishes this task?

NABK(config)# install feature-set fabric

NG (config)# feature-set fabric

NAGK(config)# fabric forwarding ariycast-gateway-mac AABBAABB:AABB
NAB(config)# interface VLAN Interface-name

NXGK (config-#)# fabric forwarding mode anycast-gateway

NABK (config)# fabric forwarding anycast-gateway-mac AABB:AABB-AABB
FNOGK(config)® interface VLAN-interface-name

MNCEK(config-€)# vrf member vif-name

o C [NXSH{CAHo-#)# fabric forwarding mode anycast-gateway

NG (corfigh® install feature-set fabric
NAOK [ copfig)d Teature-set fabric
MNXGK(config)# fabric forwarding anycast-gateway-mac AABB:AABB:AABB
MNXEK(config)® interface VLAN-interface-name
MK config-## wrf member vrf-name
e D NXEK(config-#)# fabric forwarding mode anycast-gateway




IEf#: B

A -

For VXLAN routing on a Cisco Nexus 9000 series switch where all leaf switches share the same gateway MAC and IP address,
the configuration must enable the anycast gateway feature. This is achieved by setting the fabric forwarding anycast-gateway-mac to
a common MAC address across all leaf switches and configuring the VLAN interface with the fabric forwarding mode anycast-
gateway command. Option D provides the correct set of commands to accomplish this task, ensuring that the leaf switches can route
traffic using the same gateway MAC and IP address, which simplifies the network design and eases the management of the VXLAN
overlay.

References = The configuration steps are aligned with Cisco's best practices for VXLAN routing as described in the Cisco
documentation and the Implementing and Operating Cisco Data Center Core Technologies (DCCOR) course materials, which detail
the process of setting up VXLAN and using anycast gateways
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